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Wi-Fi - an Overview
Wireless LAN - Wi-Fi
Wi-Fi (wireless fidelity) is a specification for ensuring interoperability, based on 
the IEEE 802.11 family of standards, which are commonly used for local area 
networking of devices and Internet access. Wi-Fi is a trademark of the non-profit 
Wi-Fi Alliance, which restricts the use of the term Wi-Fi Certified to products that 
successfully complete interoperability certification testing.

Versions – old and new Notations (view also Table besides)
The different versions of Wi-Fi are specified by various IEEE 802.11 protocol 
standards, with the different radio technologies determining radio bands, and the 
maximum ranges, and speeds that may be achieved. Wi-Fi most commonly uses 
the 2.4 gigahertz and 5 gigahertz radio bands; these bands are subdivided into 
multiple channels (see figures below). Channels can be shared between networks 
but only one transmitter can locally transmit on a channel at any moment in time. 
As Wi-Fi implements CSMA/CA/listen before talk propability of collisions on the 
same channel can be minimized, but they cannot be reduced to p = 0.
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5 GHz Channels

• 1999
• IEEE 802.11 b
• 2.4 GHz
• 11 Mb/s
 
 
• 1999
• IEEE 802.11 a
• 5 GHz
• 54 Mb/s
 
 
• 2003
• IEEE 802.11 g
• 2.4 GHz
• 54 Mb/s
 
 
• 2009
• IEEE 802.11 n
• 2.4 / 5 GHz
• 150 Mb/s
 
 
• 2013
• IEEE 802.11 ac
• 5 GHz
• 3.5 Gb/s
 
 
• 2018
• IEEE 802.11 ax
• 2.4 / 5 GHz
• 9.6 Gb/s
• WPA 3 Security

Wi-Fi 1

Wi-Fi 2

Wi-Fi 3

Wi-Fi 4

Wi-Fi 5

Wi-Fi 6
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Range and Power
Wi-Fi‘s wavebands have relatively high absorption and work best for line-of-sight use. Many 
common obstructions such as walls, pillars, home appliances, etc. may greatly reduce range, but this 
also helps minimize interference between different networks in crowded environments. An access 
point (or hotspot) often has a range of about 20 metres indoors while some modern access points 
claim up to a 150-metre range outdoors. Over time the speed and spectral efficiency of Wi-Fi have 
increased. As of today: (802.11ax -> up to 11 Gbit/s), at close range, some versions of Wi-Fi, running 
on suitable hardware, can achieve speeds of over 1 Gbit/s (gigabit per second).

Connection
There are two modes in which Wi-Fi networks can operate. In the infrastructure mode, an access 
point acts as a central entity serving several connected clients. To connect to such a Wi-Fi network, 
a user typically needs the network name (the SSID) and a password. The password is used to 
encrypt Wi-Fi packets to block eavesdroppers. The most common security method is Wi-Fi 
Protected Access (WPA) which is intended to protect information moving across Wi-Fi networks and 
includes versions for personal and enterprise networks. 

The Wi-Fi direct mode offers a point-to-point connection without the need for a dedicated central 
entity. The trick with Wi-Fi direct is – one of the two will be the central one on the peripheral entity 
(autonegotiated) so there is a central entity!

Wi-Fi Certification

Wi-Fi logo is not important for Product,
Product Documentation or Marketing

Wi-Fi logo shall be used on Product,
Product Documentation or Marketing

No Wi-Fi Certification required

Product with IEEE 802.11 (WLAN)

Wi-Fi Certification per Product required:
derived or full certification

Continous Wi-Fi Membership required

INTRODUCTION OUR NETWORKER:
WI-FI 2.4 GHZ

Calypso
Fully featured standalone Wi-Fi module
IEEE 802.11 b/g/n, 2.4 GHz

• Wi-Fi module based on TI - CC3220SF wireless MCU 
• Standalone Wi-Fi operation
• IEEE 802.11 b/g/n, 2.4 GHz
• Small form factor: 19 x 27,5 x 4 mm
• Industrial temperature range: -40 °C up to +85 °C
• Low power operation to support battery  

operated applications
• Sleep mode <10 µA, Power save mode < 2mA  

(Active network connection)

• Output power +18 dBm peak (1DSSS)
• Sensitivity -92 dBm (1DSSS, 8% PER)
• Smart antenna configuration (2-in-1 Module)
• Protocols implemented: TCP/IP(IPv4/IPv6), MQTT,  

SNTP, mDNS, DHCP
• UART-to-Wi-Fi brigde (Transparent mode)
• RESTful API support
• WPA3 Wi-Fi security support
• Remote GPIO configuration and control

bit.ly/WE_Calypso

Calypso Wi-Fi Radio Module
for Industrial Applications

Product video

Global availability 2.4 GHz licence free band Smart antenna selection

Characteristics

Security and encryption
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FEATURES

Secure Boot 

• Würth Elektronik eiSos certificate stored in FLASH 
as standard

• Boot loader checks firmware before launching it 
• Ensure it’s signed by Würth Elektronik eiSos
• Prevents malware from hijacking your boot process

Low Power Operation 

• Power-optimized out of the 
box: the included firmware 
makes sure, that all functions 
are optimized to low power 
consumption

• Sleep and low power modes
• Wake up:
• – Timer
• – Wake up pin
• Sleep current of only 5.5 µA
• Fast connect: from SLEEP to 

CONNECTED in ~350 ms

Smart Antenna Selection 
Calypso's smart antenna configuration 
enables the user to choose between two 
antenna options:

On board PCB Antenna 

The Calypso has an on-board PCB 
antenna optimized for operation in the 
2.4 GHz band. A simple short between 
the pins RF and ANT  feeds the RF 
output of the module to the onboard 
antenna. In this configuration, the 
module does not require any additional 
RF circuitry

External Antenna 

For applications that use an 
external antenna, the Calypso 
provides a 50Ω RF signal on 
pin RF of the module. In this 
configuration, pin ANT of the 
module has to be connected to 
ground and pin RF to the external 
antenna via 50Ω feed line.

Firmware Over The Air Update (FOTA)

• Update of firmware over the wireless network
• Pin triggered: physical access security
• Signed images: malware cannot be uploaded
• Failsafe: module can always be put into factory settings

Provisioning
• Bring the device into an existing Wi-Fi network
• In field device configuration
• Access Point mode
• Host triggered (pin/command from host)
• Web-interface – Platform independent

Secure Storage for User Data 
• Encrypted file system on FLASH
• Created on first boot-up
• Failsafe 
• AT-commands to operate the file system
• Secure storage of SSL/TLS certificates, 

other keys and secrets
• Homepage access to upload files

Security 
• Good basis for secure end application:
• – Wi-Fi security – WPA3
• – Secure boot
• – Secure storage
• – Secure socket
• – Hardware accelerated crypto engine
• – Software tamper detection
• Nevertheless and finally, the user 

determines end product security

1. SECURITY FEATURES

2. FUNCTIONAL FEATURES

1. SECURITY

2. FUNCTIONAL

3. CONNECTION

Hypertext Transfer Protocol (HTTP) 
The Hypertext Transfer Protocol (HTTP) is an application layer 
protocol for distributed, collaborative, hyper- media information 
systems. It works based on a client-server mechanism where 
the server responds to requests from the client. HTTP running 
on top of a secure transport (SSL/TLS) is referred to as HTTPS.

• HTTPS server on module for provisioning and OTA
• Customer specific webpages possible:
• – Limited storage for http server onboard
• – Easy to change the existing page by replacing logo, 

– device name and company name in the provided file
• HTTPS client implementation over AT commands
• All standard request methods supported (Get, Put, Post, Delete)
• Root Certificate Authorities (CA) catalog for HTTPS onboard

Transport Layer Security (TLS) 
vs. Secure Sockets Layer (SSL) 
Transport Layer Security (TLS), and its now-deprecated 
predecessor Secure Sockets Layer (SSL) are cryptographic 
protocols designed to provide communications security 
over a computer network. The TLS protocol aims primarily 
to provide privacy and data integrity between two or more 
communicating computer applications. When secured by  
TLS the connection has the following properties:

• The connection is private (encrypted by unique session key)
• The identity of both the communicating parties have been 

authenticated
• The message integrity guaranteed

Calypso supports SSL and TLS1.2

Multicast DNS 

The mDNS protocol resolves 
hostnames to IP addresses in small 
networks that do not have a central 
name server. mDNS clients that 
needs to resolve a hostname send IP 
multicast query messages that asks 
for hosts having that name. The host 
then multicasts the IP address. Calypso 
supports mDNS and advertises the 
webpage by default.

MQTT on Module
Calypso offers AT commands to create an MQTT client, 
subscribe to topics and publish topics.

• MQTT – Message Queuing Telemetry Transport
• Lightweight application layer protocol
• For connections with remote locations (typically 

M2M) where:
• – A „small code footprint“ is required or
• – The network bandwidth is limited
• Calypso implements MQTT client:
• – Offers Publish/Subscribe mechanism
• – Runs on top of TCP/TLS
• Suitable for low-power, low-bandwidth applications
• Used extensively in M2M, IoT applications

3. CONNECTION FEATURES

Calypso Wi-Fi Direct (P2P)
• Peer-to-Peer without infrastructure
• Group-owner or client roles
• Auto device discovery
• Not battery optimized

Client

MQTT
Broker

Client

Client
Publish (Topic, Data)

Publish (Topic, Data)

Subscriber (Topic)

Publish (Topic, Data)
Subscriber (Topic)
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ADDED VALUES

Eval Boards

• Easy testing
• Rapid prototyping
• FTDI integrated (UART to USB)
• Pins available on header
• Current measurement
• Nano sim card holder

we-online.com/EVAL-WiFi

More information on page 150

More information on page 152FeatherWing

• Adafruit standard
• Easy connectable
• For complex system tests

AT Commander

• Complete control of module over UART
• ASCII based “Human readable” commands
• Intuitive request/response/event mechanism
• PC tool for quick prototyping “AT Commander Tool”

we-online.com/AT-Commander

Development Tools

Calypso IoT Application Based  
On Calypso Module

we-online.com/ANR007

Calypso Cloud Connectivity

we-online.com/ANR023

UART-to-Wi-Fi bridge using Calypso

we-online.com/ANR028

Calypso Remote GPIO

we-online.com/ANR029

Software Development Kit
• Typically as C-Files, for mobile Apps platform specific languages
• For comfortable coding of:  

– The HOST-controller system 
– PC Applications & Mobile Apps

•  Code examples in Application notes and Manuals

we-online.com/WCO-SDK

AppNotes
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