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Introduction

The SAMO9X7 Series microprocessors are high-performance and cost-optimized Arm926EJ-S CPU-based
embedded microprocessors (MPU), running up to 800 MHz. The devices integrate powerful peripherals for
connectivity and user interface applications, including MIPI DSI, LVDS, RGB and 2D graphics, MIPI-CSI-2, Gigabit
Ethernet with TSN and CAN-FD. Advanced security functions are offered, such as tamper detection, secure
boot, secure key storage, TRNG, PUF as well as high-performance crypto accelerators for AES and SHA. The
SAMOX?7 Series is supported by Microchip MPLAB®-X development tools, Harmony, Linux® distributions and the
Ensemble Graphics Toolkit.

The SAMO9X7 Series is available in ambient temperature ranges up to 105°C and is AEC-Q100 grade 2 qualified.

Reference Document

The SAMO9X7 Series device conforms functionally to this data sheet, except for the anomalies described in the
following document.

Errata  SAM9X7 Series Silicon Errata and Data Sheet Clarification DS80001082 www.microchip.com


http://www.microchip.com
https://microchip.com

Overview

1. Features

+ CPU Running up to 800 MHz

- Arm926EJ-S Arm Thumb® processor

- 32-Kbyte data cache, 32-Kbyte instruction cache, Memory Management Unit (MMU)
+ Memories

- One 176-Kbyte internal ROM

+ 80-Kbyte internal ROM embedding a secure bootloader program supporting boot on
NAND Flash, SD card, SPI or QSPI Flash; bootloader features selectable by OTP bits

+ 96-Kbyte ROM for NAND Flash BCH ECC table
- One 64-Kbyte internal SRAM (SRAMO), single cycle access at system speed
- DDR3(L)/DDR2 controller running at up to 266 MHz

- External Bus Interface (EBI) supporting:
+ 16-bit 8/4-bank DDR3(L)/DDR2

+ 16-bit static memories
+ 8-bit NAND Flash with up to 24-bit programmable multi-bit error correcting code

- One 10-Kbyte OTP memory for secure key storage with Emulation mode (OTP bits are
emulated by a 4-Kbyte SRAM (SRAM1))

* System Running up to 266 MHz

- Power-on reset cells, reset controller, shutdown controller, periodic interval timer, watchdog
timer running on internal slow RC oscillator (32 kHz typical) and real-time clock running on
slow crystal oscillator (32.768 kHz)

- Two internal trimmed RC oscillators with typical values: 32 kHz (slow) and 12 MHz (fast)
- Two crystal oscillators: 32.768 kHz (slow) and 20 to 50 MHz (fast)
- One PLL for the system and one PLL optimized for USB high-speed operation (480 MHz)
* One PLL for audio operations, with dedicated output clock
* One PLL in LVDS I/F (LVDS usage only)
* One PLL in MIPI D-PHY (MIPI DSI usage only)
- One dual-port 16-channel DMA controller
- Advanced interrupt controller and debug unit
- JTAG port with disable bit in OTP memory
- Two programmable clock output signals

+  Low-Power Modes

- Backup mode with RTC, eight 32-bit general purpose backup registers, and shutdown
controller to control the external power supply

- Clock generator and power management controller

- Software-programmable ultra-low power modes: Very slow clock operating mode (ULPO),
and no-clock operating mode (ULP1) with fast wake-up capabilities

- Software programmable power optimization capabilities
+ Peripherals
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LCD controller with overlay, alpha-blending, rotation, scaling and color conversion; display
size up to 1024x768 (XGA) with overlay (application-dependent); still images up to 1280x720
(720p)

RGB, LVDS, MIPI DSI interfaces (see Configuration Summary)

2D graphics controller supporting fill BLT, copy BLT, transparent BLT, blend/alpha BLT, ROP4
BLT (raster operations) and command ring buffer

Image sensor controller with ITU-R BT; 601/656/1120 video interface support up to 5 Mpixels;
support of raw Bayer 12, YCbCr, monochrome and JPEG compressed sensors up to 12 bits

« MIPI CSI2 I/F support
+ 12-bit parallel I/F support
One high-speed USB device, three high-speed USB hosts with dedicated on-chip transceivers

One 10/100/1000 Mbps Ethernet Mac controller, with IEEE -1588 and TSN support, RGMII and
RMII support

Two 4-bit secure digital multimedia card controllers

Two CAN FD controllers with timestamping

One Quad/Octal SPI controller

Two 3-channel 32-bit timers/counters

Two high-resolution (64-bit) periodic interval timers

One synchronous serial controller

One inter-IC sound multi-channel controller with TDM support

One audio class D controller with single-ended or bridge-tied load connection to power stage
One 4-channel 16-bit PWM controller

Thirteen FLEXCOMs (USART, SPI and TWI/12C)

One 8-channel, 12-bit, analog-to-digital converter with 4/5 wires resistive touchscreen
support

« Hardware Cryptography

SHA (SHA1, SHA224, SHA256, SHA384, SHA512) and HMAC compliant with FIPS PUB 180
AES: 256-, 192-, 128-bit key algorithms compliant with FIPS PUB 197

AES/SHA tight coupling for IPsec hardware acceleration

TDES: 2-key or 3-key algorithms compliant with FIPS PUB 46

True random number generator compliant with NIST Special Publication 800-22 Test Suite
and FIPS PUBs 140-2 and 140-3

Key bus providing private key transfers between AES, TDES, TRNG, OTPC

Physical Unclonable Function (PUF) including NIST SP 800-90B (DRNG) and embedding four
Kbytes of SRAM (PUFSRAM)

* |/0O Ports

Four parallel input/output controllers

Up to 106 programmable 1/0 lines multiplexed with up to four peripheral 1/0s

Input change interrupt capability on each 1/0 line, optional Schmitt trigger input

Individually programmable open-drain, pull-up and pull-down resistors, synchronous output
General-purpose analog and digital inputs tolerant to positive and negative current injection

« Design for low ElectroMagnetic Interference (EMI)

Slewrate-controlled I/0s
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- DDR PHY with impedance-calibrated drivers

- Spread spectrum PLLs

- BGA power/ground ball assignment to provide optimum decoupling capacitors placement
+ Operating Conditions

- Junction temperature (T)) range: -40°C to +125°C

- SAMO9X7x-| devices ambient temperature (T,) range: -40°C to +85°C

- SAMO9X7x-V devices ambient temperature (T) range: -40°C to +105°C
* Qualification

- AEC-Q100 Grade 2 ([-40°C to +105°C] ambient temperature) applies to -V/4PBVAO devices
only

- The AEC-QO006 set of tests applies, as only copper wire interconnections are used

+ Packages

- 11x11 mm?2, 0.65-mm pitch, 240-ball BGA optimized for standard class PCB layout (down to
four layers)

- 9x9 mm?2, 0.5-mm pitch, 256-ball BGA for space-constrained applications
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2. Ordering Information

Ordering Code(V(2 Ambient Operating Temperature Range

SAMOX70(T)-1/4PB(-SLx)
SAMOX72(T)-1/4PB(-SLx) Industrial TFBGA240 -40°C to +85°C
SAMOX75(T)-1/4PB(-SLx)

SAMOX70(T)-V/4PB(-SLx)

SAMOX72(T)-V/4PB(-SLx) Extended Industrial TFBGA240 -40°C to +105°C
SAMOX75(T)-V/4PB(-SLx)

SAMO9X70(T)-V/6GW(-SLx)

SAMOX72(T)-V/6GW(-SLx) Extended Industrial TFBGA256 -40°C to +105°C
SAMOX75(T)-V/6GW(-SLx)

SAMOX75(T)-V/4PB(-SLx)VAO Automotive TFBGA240 -40°C to +105°C

—_~ AN R AR R AR

Notes:
1. For details on ordering codes, refer to Product Identification System.
2. For SL1, SL2 and SL3 device availability, contact a Microchip Sales representative.
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Product Identification System

To order or obtain information, e.g., on pricing or delivery, refer to the factory or the listed sales

office.

SAM9

Architecture

Product Group

Xt5 T - V | 4PB -

Carrier Type

SL3 VAO

Ambient Temperature Range

Package

Software License Level

Pattern

Architecture:

Product Group:

Carrier Type:
Ambient Temperature Range:

Package:

Software License Level:

Pattern:

Example:

SAM9 = Arm926EJ-S Arm Thumb microprocessor
X70

X72 = General purpose microprocessors with variable feature set
X75

Blank = Standard packaging (tray)

T  =Tape and reel
| =-40°C to +85°C (industrial)
VvV =-40°Cto +105°C (extended industrial or automotive (AEC-Q100 grade 2))

4PB  =TFBGA240
6GW =TFBGA256
Blank = Standard

SL1 =Level1
SL2 =Level 2
SL3 =Level 3

Blank = Standard device
VAO = Automotive flow/material without PPAP. Available upon request.

Vxx = Automotive flow/material with associated PPAP. Available upon request.

«  SAMO9X75T-V/4PB-SL3VAO = Arm926EJ-S Arm Thumb microprocessor, tape and reel, -40°C to
+105°C temperature, 240-ball TFBGA package, software license level 3, Automotive flow/material

without PPAP

Note: The Tape and Reel identifier and the Software License Level identifier only appear in the
catalog part number description. These identifiers are used for ordering purposes and are not
printed on the device package. Check with your Microchip Sales Office for package availability.
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4. Marking

Top marking follows the scheme below:

N

MICROCHIP

XXXXXXXXXXX
XXXXXXXXXXX
YYWWNNN ARM

with possible values:

1 Company logo Microchip logo

2 Company name Microchip
SAM9X70

3 Device name SAMO9X72
SAM9X75
1/4PB

4 Temperature code / Packaging code, Jedec symbol V/4PB
V/6GW

5 Lot traceability, Arm logo YYWWNNN ARM
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5. Configuration Summary

Table 5.1. SAM9X7 Series Configuration Summary

SAM9X70 SAMOX72 SAMOX75

11x11 mm2, 0.65-mm pitch, 240-ball BGA

Package i

9x9 mm?2, 0.5-mm pitch, 256-ball BGA
Core Arm926EJ-S @ 800 MHz
SMC Up to 16 bits
MIPI D-PHY No Bidirectional, 4 lanes
PIOs 106
SRAMO/SRAM1 64/4 Kbytes
Quad/Octal SPI 1

LVDS, LVDS, MIPI DSI,

LCD, GFX2D No parallel port parallel port
Camera Interface (ISC) Parallel port MIPI CSI2, parallel port
GMAC 10/100/1000 Mbps with IEEE-1588 and TSN support
CAN-FD No 2
USB 3 (3 hosts or 2 hosts/1 device)
UART/SPI/12C 13
SDIO/SD/MMC 2
12SMCC/SSC/CLASSD 111
ADC Inputs 8 (8 channels)
64-bit/32-bit Timer Counter
Channels 2/6
PWM 4 (PWMC)
Cryptography AES/TDES/SHA/TRNG
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Block Diagram

Figure 6.1. SAM9X7 Series Block Diagram
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7. Signal Description

Table 7.1. Signal Description List

Clocks, Oscillators and PLLs

XIN Main Crystal Oscillator Input Input - -
XOouT Main Crystal Oscillator Output Output - -
XIN32 32.768 kHz Crystal Oscillator Input Input - -
XOUT32 32.768 kHz Crystal Oscillator Output Output - -
RTUNE USB External Tune Resistor Analog - -
PCK[1:0] Programmable Clock Output Output - -
AUDIOCLK Audio Programmable Clock Output Output - -
Shutdown, Wake-Up Logic
SHDN Shutdown Control Output - -
WKUPO Wake-Up Input Input - -
ICE and JTAG
TCK Test Clock Input - -
TDI Test Data In Input - -
TDO Test Data Out Output - -
TMS Test Mode Select Input - -
JTAGSEL JTAG Selection Input - -
RTCK Return Test Clock Output - -
Reset/Test
NRST External Reset Input Input - Low
NRST_OUT Reset Controller Output Output - Low
TST Test Mode Select Input - -
NTRST Test Reset Signal Input - -
Debug Unit - DBGU
DRXD Debug Receive Data Input - -
DTXD Debug Transmit Data Output - -
Advanced Interrupt Controller - AIC
IRQ External Interrupt Input Input - -
FIQ Fast Interrupt Input Input - -
PIO Controller - PIOA - PIOB - PIOC - PIOD
PA[31:0] Parallel IO Controller A 1/0 - -
PB[26:0] Parallel IO Controller B 1/0 - -
PC[31:0] Parallel IO Controller C 1/0 - -
PD[14:0] Parallel IO Controller D 1/0 - -
External Bus Interface - EBI
A[22:0] Address Bus Output - -
NWAIT/NANDRDY External Wait Signal/NAND Flash R/B Signal Input - Low
Static Memory Controller - SMC
NCS[2:0] Chip Select Lines Output - Low
NWR[1:0] Write Signal Output - Low
NRD Read Signal Output - Low
NWE Write Enable Output - Low
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Table 7.1. Signal Description List (continued)

NBS[1:0] Byte Mask Signal Output -
NAND Flash Controller
NANDDAT[7:0] NAND Flash I/0 170 - -
NANDCS NAND Flash Chip Select Output - Low
NANDOE NAND Flash Output Enable Output - Low
NANDWE NAND Flash Write Enable Output - Low
NANDALE NAND Address Latch Enable Output - Low
NANDCLE NAND Command Latch Enable Output - Low
DDR2/DDR3(L) Controller
SDCK DRAM Clock Output - -
SDCKN DRAM Clock Bar Output - -
SDCKE DRAM Clock Enable Output - High
DDRCS DRAM Chip Select Output - Low
BA[2:0] Bank Select Output - Low
SDWE DRAM Write Enable Output - Low
DDR_VREF I/0 Reference Voltage 1/0 - -
DDR_CAL Calibration Input 1/0 - -
RAS - CAS Row and Column Signal Output - Low
A[22:0] Address Bus Output - -
SDA10 SDRAM Address 10 Line Output - -
D[15:0] Data Bus 1/0 - -
DQSI[1:0] Positive Data Strobe 1/0 - -
DQSNI[1:0] Negative Data Strobe (DDR2/3(L)-SDRAM only) 1/0 - -
DQM[1:0] Write Data Mask Output - -
RESETN DDR3-SDRAM Reset Output - -
Secure Data Memory Card - SDMMCx [1:0]
SDMMCx_CMD SD Card/e.MMC Command Line 170 - -
SDMMCx_CK SD Card/e.MMC Clock Signal Output - -
SDMMCx_DAT[3:0] SD Card/e.MMC Data Lines 1/0 - -
Flexible Serial Communication Controller - FLEXCOMXx [12:0]
FLEXCOMx_IO0 Transmit Data (TXD/MOSI/TWD) 170 - -
FLEXCOMx_IO1 Receive Data (RXD/MISO/TWCK) 170 - -
FLEXCOMx_IO2 Serial Clock (SCK/SPCK) 170 - -
FLEXCOMx_IO3 Clear To Send/Peripheral Chip Select I/0 - -
FLEXCOMx_I04 Request To Send/Peripheral Chip Select Output - -
FLEXCOMx_IO5 Peripheral Chip Select Output - -
FLEXCOMx_IO6 Peripheral Chip Select Output - -
FLEXCOMx_IO7 LON Collision Input - -
Synchronous Serial Controller - SSC

D Transmit Data Output - -
RD Receive Data Input - -
K Transmit Clock 170 - -
RK Receive Clock 170 - -

TF Transmit Frame Synchronization 110 - -

RF Receive Frame Synchronization 170 - -
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Table 7.1. Signal Description List (continued)

TCLK[2:0]
TIOA[2:0]
TIOB[2:0]

PWM[3:0]

HHSDMA
HHSDPA
HHSDMB
HHSDPB
HHSDMC
HHSDPC

DHSDM
DHSDP

GTXCK/GREFCK
G125CK
GRXCK
GTXEN/GTXCTL
GTX[3:0]

GCRSDV/GRXCTL

GRX[3:0]
GRXER
GMDC
GMDIO
GTSUCOMP

AD[7:0]
ADTRG

ADVREFN

ADVREFP

CANRXx
CANTXx

CLASSD_LO
CLASSD_L1

CLASSD_L2
CLASSD_L3
CLASSD_RO
CLASSD_R1
CLASSD_R2
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Timer/Counter - TCx [5:0]
External Clock Input
I/0 Line A
I/0 Line B

Input
1/0
1/0

Pulse Width Modulation Controller - PWMC

Pulse Width Modulation Output
USB Host High Speed Port - UHPHS

USB Host Port A High Speed Data -
USB Host Port A High Speed Data +
USB Host Port B High Speed Data -
USB Host Port B High Speed Data +
USB Host Port C High Speed Data -
USB Host Port C High Speed Data +

USB Device High Speed Port - UDPHS

USB Device High Speed Data -
USB Device High Speed Data +

Transmit Clock or Reference Clock

125 MHz Reference Clock

Receive Clock

Transmit Enable or Transmit Control

Transmit Data

Receive Data Valid or Receive Control

Receive Data

Receive Error

Management Data Clock

Management Data Input/Output

TSU Timer Comparison Valid
Analog-to-Digital Converter - ADC

8 Analog Inputs

ADC Trigger

ADC Negative Reference Voltage

ADC Positive Reference Voltage

CAN Controller - CANX [1:0]
CAN Receive
CAN Transmit
Class D Controller - CLASSD
Class D Controller Left Output 0
Class D Controller Left Output 1
Class D Controller Left Output 2
Class D Controller Left Output 3
Class D Controller Right Output 0
Class D Controller Right Output 1
Class D Controller Right Output 2

Output

Analog
Analog
Analog
Analog
Analog
Analog

Analog
Analog

170
Input
Input
Output
Output
Input
Input
Input
Output
170
Output

Input
Input

Analog
Input

Analog
Input

Input
Output

Output
Output
Output
Output
Output
Output
Output

RTUNE

Gigabit Ethernet 10/100/1000 with IEEE-1588 and TSN (RGMII/RMII only) - GMAC



Table 7.1. Signal Description List (continued)

CLASSD_R3

QSCK
QCs
QIO[7:0]
QDQS
QINT

12SMCC_MCK
12SMCC_CK
12SMCC_WS
12SMCC_DIN
12SMCC_DOUT

MIPI_DP[3:0]
MIPI_DN[3:0]
MIPI_CLKP
MIPI_CLKN

MIPI_REXT

LVDS_A[3:01P
LVDS_A[3:0]M
LVDS_CLK1M
LVDS_CLK1P

ISC_MCK
ISC_PCK
ISC_D[11:0]
ISC_HSYNC
ISC_VSYNC
ISC_FIELD

LCDC_DAT[23:0]
LCDC_PCK
LCDC_HSYNC
LCDC_VSYNC
LCDC_DEN
LCDC_DISP
LCDC_PWM
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Class D Controller Right Output 3
Quad/Octal 1/0 SPI - QSPI
Quad 10 SPI Serial Clock
Quad 10 SPI Chip Select
IOSPII/O0to7
Octal IO Data Strobe
Interrupt

Output

Output
Output
110

110
Input

Inter IC Sound Multi Channel Controller - 12SMCC

Main System Bus Clock
Serial Clock
12S Word Select
Serial Data Input
Serial Data Output
MIPI D-PHY

MIPI D-PHY Differential Output Data Lane [3:0]

MIPI D-PHY Differential Output Clock Lane

Calibration Reference Resistor (4.02 KQ E96)

Output
110

110
Input
Output

110

I/0

I/0

Low Voltage Differential Signaling Controller (LVDS)

Differential LVDS Data Line Transceiver Output [3:0]

Differential LVDS Clock Line Transceiver Output

Image Sensor Controller (ISC)

Main System Bus Clock to Sensor

Pixel Clock from Sensor

Data

Horizontal Synchronization

Vertical Synchronization

Field to Interface Video Streams
LCD Controller (LCDC)

Data Bus

Pixel Clock

Horizontal Synchronization

Vertical Synchronization

Data Enable

Display On/Off

PWM for Contrast Control

Output

Output

Output
Input
Input
Input
Input
Input

Output
Output
Output
Output
Output
Output
Output



Package and Pinout
8.1. Package

SAMO9X7 Series devices are available in the following packages.

Package Name Ball Count Ball Pitch Package Size

TFBGA240 0.65 mm 11x11x1.217 mm
TFBGA256 256 0.5 mm 9x9x1.2mm

For further details, refer to Mechanical Characteristics.

8.2. Pinout

8.2.1. BGA240 Pinout

Figure 8.1. SAM9X7 Series BGA240 Pinout
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8.2.2.

8.2.3.

BGA256 Pinout

Figure 8.2. SAM9X7 Series BGA256 Pinout
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The device features several PIO controllers that multiplex the I/0 lines of the peripheral set. The
following Pin Description table defines how the I/0 lines are multiplexed on the different PIO
controllers. The "Reset State" column shows whether the PIO line resets in I/0 mode or in Peripheral
mode. If I/0 is shown, the PIO line resets with the characteristics (input, output, pull-up or pull-
down) indicated in this same column, so that the device is configured in a known state as soon as
the reset is released. As a result, PIO_CFGR.FUNC resets to ‘0", If a signal name is shown in the “Reset
State” column, the PIO line is assigned to this function and PIO_CFGR.FUNC is not set to ‘0". That is
the case for pins controlling memories, in particular address lines, which require the pin to be driven

as soon as the reset is released.
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Table 8.1. Pin Description(?)

Reset State(®)

240-pin 256-pin Power Rail 170 o PsLiJgnPaDI, Eli'rz'
BGA BGA Type(? f : : : f : » PD, HIZ,
yp Signal Dir Signal Dir Func Signal Dir Set® ST, SEC,
FILTER
PAO 110 - - I/0

T9 uo VDDIOPO GPIO A SDMMCO_DATO 1 PIO, I, PU, ST

N8 P9 VDDIOPO GPIO PA1 170 - - A SDMMCO0_CMD 170 1 PIO, I, PU, ST

T8 R7 VDDIOPO GPIO PA2 170 WKUP1 - A SDMMCO_CK 170 1 PIO, I, PU, ST

P6 us VDDIOPO GPIO PA3 I/0 - - A SDMMCO_DAT1 170 1 PIO, I, PU, ST

R8 T7 VDDIOPO GPIO PA4 I/0 - - A SDMMCO_DAT2 170 1 PIO, I, PU, ST

N3 N9 VDDIOPO GPIO PAS5 1/0 - - A SDMMCO_DAT3 170 1 PIO, I, PU, ST
A FLEXCOMO_IO4 0 1

T7 u7z VDDIOPO GPIO PA6 1/0 - - B SDMMC1_DATI /0 1 PIO, I, PU, ST
A FLEXCOMO_IO3 170 1

P5 L8 VDDIOPO GPIO PA7 170 WKUP2 - B SDMMC1_DAT2 /0 1 PIO, I, PU, ST
A FLEXCOMO_IO2 170 1

T6 ueé VDDIOPO GPIO PA8 170 WKUP3 - B SDMMC1_DAT3 /0 1 PIO, I, PU, ST
A FLEXCOMA4_IO1 170 1,2

P4 P8 VDDIOPO GPIO PA9 170 - - B SDMMC1_DATO /0 1 PIO, I, PU, ST
A FLEXCOMA4_IO0 170 1.2

R7 T6 VDDIOPO GPIO PA10 170 - - B SDMMC1_CMD /0 1 PIO, I, PU, ST
A FLEXCOMA4_102 170 1.2

M8 N7 VDDIOPO GPIO PA11 1/0 - - B SDMMC1_CK /0 1 PIO, I, PU, ST
A FLEXCOMA4_I03 170 1,2

R6 R6 VDDIOPO GPIO PA12 170 - - C FLEXCOMS_[04 0 1 PIO, I, PU, ST
A FLEXCOM2_IO0 170 1

N5 us VDDIOPO GPIO PA13 170 - - B FLEXCOMA4_ 04 o 1 PIO, I, PU, ST
A FLEXCOMZ2_IO1 170 1

T5 T5 VDDIOPO GPIO PA14 170 - - B FLEXCOMS5_IO3 170 1,2 PIO, I, PU, ST
C FLEXCOMA4_IO5 0 1
A TIOAO 170 1

H3 P7 VDDIOPO GPIO PA15 170 - - B FLEXCOMS5_IO1 170 1.2 PIO, I, PU, ST
C CLASSD_RO 0 1
A TIOA1 170 1

N6 R5 VDDIOPO GPIO PA16 1/0 - - B FLEXCOM5_IO0 170 1.2 PIO, I, PU, ST
C CLASSD_R1 O 1
A TIOA2 170 1

RS R4 VDDIOPO GPIO PA17 170 - - B FLEXCOMS5_I02 170 1,2 PIO, I, PU, ST
C CLASSD_R2 0] 1
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Table 8.1. Pin Description(!) (continued)

240-pin 256-pin Power Rail /0 PsliJgnPaDI' ﬂ“’z
BGA BGA Type@ » FU, T,
yp Signal Signal Func Signal Set(3) ST, SEC,
FILTER

A TCLKO 1

14 K7 VDDIOPO GPIO PA18 170 - - B TK I/O 1 PIO, I, PU, ST
C CLASSD_LO O 1
A TCLK1 I 1

T4 u4 VDDIOPO GPIO PA19 170 - - B TF 170 1 PIO, I, PU, ST
C CLASSD_L1 0] 1
A TCLK2 | 1

M6 T4 VDDIOPO GPIO PA20 170 WKUP4 - B D 0] 1 PIO, I, PU, ST
C CLASSD_L2 0] 1
A TIOBO 170 1

J3 L5 VDDIOPO GPIO PA21 170 - - B RD I 1 PIO, I, PU, ST
C CLASSD_L3 0 1
A TIOB1 170 1

T3 us3 VDDIOPO GPIO PA22 170 - - B RK 170 1 PIO, I, PU, ST
C CLASSD_R3 O 1
A TIOB2 170 1

R4 P4 VDDIOPO GPIO PA23 1/0 - - B RF 170 1 PIO, I, PU, ST
C FLEXCOM2_IO7 I 1
A FLEXCOM®6_IO0 170 1

M3 J5 VDDANA GPIO PA24 I/0 ADO - B FLEXCOMS_ 06 o 1 PIO, I, PU, ST
A FLEXCOM6_IO1 170 1

M1 N4 VDDANA GPIO PA25 170 AD1 - B FLEXCOMS5_ |05 o 1 PIO, I, PU, ST
A DRXD I 1

L3 K5 VDDANA GPIO PA26 170 AD2 - B CANRXO | 1 PIO, I, PU, ST
A DTXD 0 1

L2 P3 VDDANA GPIO PA27 I/0 AD3 - B CANTXO o 1 PIO, I, PU, ST
A FLEXCOM1_I0O0 170 1

M4 M4 VDDANA GPIO PA28 1/0 AD4 - B CANTX 0 1 PIO, I, PU, ST
A FLEXCOM1_IO1 170 1

L4 N3 VDDANA GPIO PA29 170 AD5 - B CANRX1 | 1 PIO, I, PU, ST
A FLEXCOMO_IOO0 170 1

L1 N5 VDDANA GPIO PA30 170 AD6 - B FLEXCOM5_IO4 0] 2 PIO, I, PU, ST
C FLEXCOMA4_I04 0] 2
A FLEXCOMO_IO1 170 1

M2 P2 VDDANA GPIO PA31 170 AD7 - B FLEXCOMA4_IO5 0 2 PIO, I, PU, ST
C GTSUCOMP 0 1
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Table 8.1. Pin Description(!) (continued)

240-pin 256-pin Power Rail /o gnal Di'r,
BGA BGA Type® Signal | Dir Signal Dir | Func SEGE] i PU, PD, HiZ,
ST, SEC,
FILTER

A GRX2 I 1

R13 R12 VDDIOP2 GPIO PBO 170 WKUP5 - B FLEXCOMZ2_I04 0 1 PIO, I, PU, ST
C GRXER I 1
A GRX3 I 1

N11 N12 VDDIOP2 GPIO PB1 1/0 - - B FLEXCOMZ_103 /0 1 PIO, I, PU, ST
A G125CK I 1

R12 T12 VDDIOP2 GPIO PB2 110 - - B FLEXCOM2_102 e 1 PIO, I, PU, ST
A GCRSDV/GRXCTL I 1

T10 R11 VDDIOP2 GPIO PB3 I/0 WKUP6 - B FLEXCOMA4. 106 o 1 PIO, I, PU, ST
A GTX2 0 1

T13 u12 VDDIOP2 GPIO PB4 170 - - B FLEXCOMS_I00 /0 1 PIO, I, PU, ST
A GTX3 0 1

N9 P12 VDDIOP2 GPIO PB5 170 - - B FLEXCOMS_[O1 /0 1 PIO, I, PU, ST
A GTXCK/GREFCK 170 1

R11 T10 VDDIOP2 GPIO PB6 I/0 - - B FLEXCOMO_IO7 | 1 PIO, I, PU, ST
A GTXEN/GTXCTL O 1

M9 P11 VDDIOP2 GPIO PB7 1/0 - - C FLEXCOM6_I02 /0 1 PIO, I, PU, ST
A GRXCK I 1

T12 u11 VDDIOP2 GPIO PB8 I/0 - - C FLEXCOM6_103 e 1 PIO, I, PU, ST
A GMDIO 170 1

P8 R10 VDDIOP2 GPIO PB9 170 - - B PCK1 0] 1 PIO, I, PU, ST
C FLEXCOM6_IO4 0 1
A GMDC 0 1

R10 T9 VDDIOP2 GPIO PB10 170 - - B PCKO 0 1 PIO, I, PU, ST
C FLEXCOMS8_I02 170 1
A GRXO0 I 1

L9 N10 VDDIOP2 GPIO PB11 1/0 - - B PWMO O 2 PIO, I, PU, ST
C FLEXCOMS8_IO3 170 1
A GRX1 I 1

T11 u10 VDDIOP2 GPIO PB12 110 - - B PWM1 O 2 PIO, I, PU, ST
C FLEXCOMS8_IO4 0] 1
- A GTX0 0] 1

P9 P10 VDDIOP2 GPIO PB13 170 - - B PWM2 o 5 PIO, I, PU, ST
A GTX1 0 1

R9 T8 VDDIOP2 GPIO PB14 170 - - B PWM3 o o PIO, I, PU, ST
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Table 8.1. Pin Description(!) (continued)

240-pin 256-pin Power Rail /0 PsliJgnPaDI' ﬂ“’z
BGA BGA Type@ » FU, T,
yp Signal Signal Func Signal Set(3) ST, SEC,
FILTER

A QIO5 1
B - -
9 c9 VDDQSPI GPIO PB15 1/0 - - c FLEXCOM11_100 /o 1 PIO, I, PU, ST
D 12SMCC_WS /0 1
A QIO6 1/0 1
B - - -
D9 E11 VDDQSPI GPIO PB16 170 - - c FLEXCOM11101 /o : PIO, I, PU, ST
D I2SMCC_DIN | 1
A QIO7 /0 1
A1 C10 VDDQSPI GPIO PB17 1/0 - - C FLEXCOM12_100 /0 1 PIO, I, PU, ST
D 12SMCC_DOUT 0 1
A QDQS | 1
B ADTRG | 1
E9 C11 VDDQSPI GPIO PB18 /0 WKUP7 - c FLEXCOM 12,101 /0 : PIO, I, PU, ST
D IRQ | 1
A QSCK o) 1
B11 A12 VDDQSPI GPIO PB19 1/0 - - c FLEXCOM12.102 /o : PIO, I, PU, ST
A QCs o) 1
D11 D11 VDDQSPI GPIO PB20 170 - - c FLEXCOM12.103 /o : PIO, I, PU, ST
A QIO0 /0 1
C11 B12 VDDQSPI GPIO PB21 1/0 - - c FLEXCOM 12,104 o : PIO, I, PU, ST
A QIO1 /0 1
E11 E12 VDDQSPI GPIO PB22 1/0 - - c FLEXCOMS. 102 /o : PIO, I, PU, ST
A QIO2 /0 1
B12 B13 VDDQSPI GPIO PB23 1/0 - - c FLEXCOMO. 103 /o : PIO, I, PU, ST
A QIO3 /0 1
C12 D12 VDDQSPI GPIO PB24 1/0 - - c FLEXCOMS. 104 o : PIO, I, PU, ST
A QINT | 1
A12 A13 VDDQSPI GPIO PB25 /0 WKUP8 - 5 2SMCC_MCK o : PIO, I, PU, ST
A QIo4 /0 1
D12 C13 VDDQSPI GPIO PB26 170 - - 5 2SMCC CK /o : PIO, I, PU, ST
A LCDC_DATO o) 1
D3 B3 VDDIOP1 GPIO PCO 1/0 - - B ISC_DO | 1 PIO, I, PU, ST
C FLEXCOM7_I00 /0 1
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Table 8.1. Pin Description(!) (continued)

240-pin 256-pin Power Rail /o gnal Di'r,
BGA BGA Type® Signal | Dir Signal Dir | Func SEGE] i PU, PD, HiZ,
ST, SEC,
FILTER

LCDC_DAT1 0
ISC_D1 I
FLEXCOM7_101 170
LCDC_DAT2 O
ISC_D2 I
TIOA3 170
LCDC_DAT3 0
ISC_D3 I
TIOB3 170
LCDC_DAT4 0
ISC_D4 I
TCLK3 I
0
I

F3 a3 VDDIOP1 GPIO PC1 170 - - PIO, I, PU, ST

A6 A7 VDDLVDS GPIO PC2 /0 LVDS_AOM - PIO, I, PU, ST

B6 B7 VDDLVDS GPIO PC3 /0 LVDS_AOP - PIO, I, PU, ST

A7 A8 VDDLVDS GPIO PC4 /0 LVDS_ATM - PIO, I, PU, ST
LCDC_DAT5
ISC_D5
TIOA4 I/0
LCDC_DAT6 0
ISC_D6 I
TIOB4 170
LCDC_DAT7 0]
ISC_D7 I
TCLK4 |
0
I

B7 B8 VDDLVDS GPIO PC5 /0 LVDS_A1P - PIO, I, PU, ST

A8 A9 VDDLVDS GPIO PCeé /0 LVDS_A2M - PIO, I, PU, ST

B8 B9 VDDLVDS GPIO PC7 /0 LVDS_A2P - PIO, I, PU, ST
LCDC_DAT8
ISC_D8
FLEXCOM®9_IO0 170
LCDC_DAT9 0
ISC_D9 I
FLEXCOM9_IO1 170
LCDC_DAT10
ISC_D10
PWMO
LCDC_DAT11
ISC_D11
PWM1
LCDC_DAT12
ISC_PCK
TIOAS

A2 A2 VDDIOP1 GPIO PC8 170 - - PIO, I, PU, ST

D6 D3 VDDIOP1 GPIO PC9 170 - - PIO, I, PU, ST

A9 A10 VDDLVDS GPIO pci0 o LVDSCLKL

M PIO, I, PU, ST

B9 B10 VDDLVDS GPIO PC11 I/0 LVDS_CLK1 -

P PIO, I, PU, ST

— 00 —-00-—-0

A10 A1 VDDLVDS GPIO PC12 /0 LVDS_A3M - PIO, I, PU, ST

NT>NTPX>NANAT>NIOD>MNHOP>NHI>NID>NHO>NTO>NHO>NT>NT >
JEENG N NS U J S NG B (G P N N T N PG U U N PG UG O T NS S I UG G N NG G PGS Q) NS I N

=
o
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Table 8.1. Pin Description(!) (continued)

Reset State(®)

240-pin 256-pin Power Rail /0 1/0 PsliJgnPaDI' ﬂ“’z
BGA BGA T e(2) . . . . . . ’ , AL,
yp Signal Dir Signal Dir Func Signal Dir Set® ST, SEC,
FILTER
O

A LCDC_DAT13 1

B10 B11 VDDLVDS GPIO PC13 /0 LVDS_A3P - B ISC_VSYNC I 1 PIO, I, PU, ST
C TIOB5 170 1
A LCDC_DAT14 O 1

Cc4 A3 VDDIOP1 GPIO PC14 1/0 - - B ISC_HSYNC I 1 PIO, I, PU, ST
C TCLKS I 1
A LCDC_DAT15 0] 1

D4 D5 VDDIOP1 GPIO PC15 170 - - B ISC_MCK 0] 1 PIO, I, PU, ST
C PCKO 0] 2
A LCDC_DAT16 0 1

a5 Cc4 VDDIOP1 GPIO PC16 170 - - B ISC_FIELD I 1 PIO, I, PU, ST
C FLEXCOM10_IO0 170 1
A LCDC_DAT17 0 1

F4 B4 VDDIOP1 GPIO PC17 170 - - B FLEXCOM1_IO7 I 1 PIO, I, PU, ST
C FLEXCOM10_IO1 170 1
A LCDC_DAT18 O 1

B3 A4 VDDIOP1 GPIO PC18 170 - - B FLEXCOM10_I02 170 1 PIO, I, PU, ST
C PWMO O 1
A LCDC_DAT19 0] 1

E4 E6 VDDIOP1 GPIO PC19 I/0 - - B FLEXCOM10_IO3 170 1 PIO, I, PU, ST
C PWM1 0] 1
A LCDC_DAT20 0 1

A3 A5 VDDIOP1 GPIO PC20 170 - - B FLEXCOM10_104 0 1 PIO, I, PU, ST
C PWM2 0 1
A LCDC_DAT21 0 1

E3 D7 VDDIOP1 GPIO PC21 I/0 - - C PWM3 o 1 PIO, I, PU, ST
A LCDC_DAT22 0 1

B4 c5 VDDIOP1 GPIO pC22 1/0 - - B FLEXCOM3_I00 /0 1 PIO, I, PU, ST
A LCDC_DAT23 0 1

c6 B5 VDDIOP1 GPIO pPC23 1/0 WKUP9 - B FLEXCOM3_IO1 /0 1 PIO, I, PU, ST
A LCDC_DISP 0] 1

A4 €9 VDDIOP1 GPIO pPC24 170 WKUP10 - B FLEXCOMB3_[04 o 1 PIO, I, PU, ST
A NTRST | 1

E6 E7 VDDIOP1 GPIO PC25 170 WKUP12 - B FLEXCOM3_IO3 170 1 NRST_OUT, O, PD
C NRST_OUT 0 1
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Table 8.1. Pin Description(!) (continued)

240-pin 256-pin Power Rail /0 PsliJgnPaDI' ﬂ“’z
BGA BGA Type@ » FU, T,
yp Signal Signal Func Signal Set(3) ST, SEC,
FILTER

A LCDC_PWM 1

B5 A6 VDDIOP1 GPIO PC26 WKUP13 B FLEXCOM3_I02 I/O 1 PIO, I, PU, ST
A LCDC_VSYNC O 1

E8 G7 VDDIOP1 GPIO pC27 1/0 - - C FLEXCOM1 104 0 1 PIO, I, PU, ST
A LCDC_HSYNC 0 1

A5 B6 VDDIOP1 GPIO pPC28 170 - - C FLEXCOM1 103 /0 1 PIO, I, PU, ST
A LCDC_DEN 0] 1

D8 G8 VDDIOP1 GPIO PC29 I/0 - - C FLEXCOM1 102 Mo 1 PIO, I, PU, ST
A LCDC_PCK 0] 1

c8 c7 VDDIOP1 GPIO PC30 170 - - C FLEXCOMB3_I07 | 1 PIO, I, PU, ST

Fo D9 VDDIOP1 GPIO PC31 170 WKUP11 A FIQ ! ! PIO, I, PU, ST

- C PCK1 0 2 S

A NANDOE 0 1

R16 P15 VDDNF GPIO PDO I/0 - - C FLEXCOM?7 102 /0 1 PIO, I, PU
A NANDWE O 1

N16 R17 VDDNF GPIO PD1 1/0 - - C FLEXCOM?7 103 /0 1 PIO, I, PU
A A21/NANDALE 0 1

P15 P17 VDDNF GPIO PD2 170 - - C FLEXCOM?7 104 0 1 A21,0,PD
A A22/NANDCLE 0] 1

P16 T17 VDDNF GPIO PD3 170 - - C FLEXCOM11_102 /0 1 A22,0, PD
A NCS2/NANDCS 0] 1

N15 P14 VDDNF GPIO PD4 170 - - C FLEXCOM11_103 /0 1 PIO, I, PU
A -

N14 uie VDDNF GPIO PD5 170 - - B NCSO 0 1 PIO, I, PU
C FLEXCOM11_104 0 1

R15 R15 VDDNF GPIO PD6 I/0 - - A NANDDATO Vo ! PIO, I, PU
B Al O 1
A NANDDAT1 170 1

P12 T15 VDDNF GPIO PD7 1/0 - - B A12 o 1 PIO, I, PU
A NANDDAT2 170 1

P13 u15 VDDNF GPIO PD8 I/0 - - B A19 o 1 PIO, I, PU
A NANDDAT3 170 1

N12 R13 VDDNF GPIO PD9 I/0 - - B A20 o 1 PIO, I, PU
A NANDDAT4 170 1

R14 T13 VDDNF GPIO PD10 170 - - B NRD o 1 PIO, I, PU
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Table 8.1. Pin Description(!) (continued)

240-pin 256-pin

T14

P11

T15
E12
G12
K12
M12
G6
D10
N13
N7
D7
N10
c13
N4
M5
L7
K5

F8

G4
K4
D5
E5
F7
F10
L10
Al
T1
a3
G3
K3
P3

u14

P13

u13
G14
111
K11
K14
D4
E9
R16
R8
DS
T
C12
U2
P5
K4
M3

c8

G5
K3
D6
E5
F5
F13
Fl14
A1
3
D10
H3
L1
H4

VDDNF

VDDNF

VDDNF

VDDNF
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDMIPI
VDDLVDS
VDDNF
VDDIOPO
VDDIOP1
VDDIOP2
VDDQSPI
VDDBU
VDDBU
VDDANA
GNDANA

VDDOUT25

VDDIN33
VDDIN33
VDDCORE
VDDCORE
VDDCORE
VDDCORE
VDDCORE
GND
GND
GND
GND
GND
GND

GPIO

GPIO

GPIO

GPIO
Power
Power
Power
Power
Power
Power
Power
Power
Power
Power
Power
Power
Power
Power

Ground

Power

Power
Power
Power
Power
Power
Power
Power
Ground
Ground
Ground
Ground
Ground
Ground

Prlmary

PD11

PD12

PD13

PD14
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDMIPI
VDDLVDS
VDDNF
VDDIOPO
VDDIOP1
VDDIOP2
VDDQSPI
VDDBU
VDDBU
VDDANA
GNDANA

VDDOUT2
5

VDDIN33
VDDIN33
VDDCORE
VDDCORE
VDDCORE
VDDCORE
VDDCORE
GND
GND
GND
GND
GND
GND

1/0

170
170

AIternate

PIO Perlpheral

NANDDATS5
NWRO/NWE
NANDDAT6
AO/NBSO
NANDDAT7
NWR1/NBS1
NWAIT/NANDRDY

O
170
O
170
O

- A s

Reset State(4’

Signal, Dir,
PU, PD, Hiz,
ST, SEC,
FILTER

PIO, I, PU
PIO, I, PU

PIO, I, PU
PIO, I, PU
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Table 8.1. Pin Description(!) (continued)

Prlmary AIternate PIO Perlpheral Reset State(4’
240-pin 256-pin Power Rail |/0(2) PSLIJgnPaDI ﬂllrz
BGA BGA Type Signal Signal Func SEGE] Set(3) ST SEC,

FILTER
G5 F3 GND Ground GND | -
c7 D13 GND Ground GND | - - - - - - -
E7 E4 GND Ground GND | - - - - - - -
M7 G11 GND Ground GND | - - - - - - -
P7 H5 GND Ground GND | - - - - - - -
H8 - GND Ground GND | - - - - - - -
18 - GND Ground GND | - - - - - - -
L8 G10 GND Ground GND | - - - - - - -
H9 - GND Ground GND | - - - - - - -
c10 E10 GND Ground GND | - - - - - - -
E10 E8 GND Ground GND | - - - - - - -
M10 G13 GND Ground GND | - - - - - - -
P10 H11 GND Ground GND | - - - - - - -
G11 E13 GND Ground GND | - - - - - - -
K11 G2 GND Ground GND | - - - - - - -
G13 G1 GND Ground GND | - - - - - - -
K13 G9 GND Ground GND | - - - - - - -
c14 E3 GND Ground GND | - - - - - - -
P14 H13 GND Ground GND | - - - - - - -
A16 - GND Ground GND | - - - - - - -
T16 K13 GND Ground GND | - - - - - - -
G14 E15 VDDIOM DDRIO DO - - - - - - - O, PD
D16 F16 VDDIOM DDRIO D1 - - - - - - - O, PD
E15 E16 VDDIOM DDRIO D2 - - - - - - - O, PD
E14 D15 VDDIOM DDRIO D3 - - - - - - - O, PD
E16 c17 VDDIOM DDRIO D4 - - - - - - - O, PD
E13 E14 VDDIOM DDRIO D5 - - - - - - - O, PD
D15 D16 VDDIOM DDRIO D6 - - - - - - - O, PD
F12 D17 VDDIOM DDRIO D7 - - - - - - - O, PD
c16 c15 VDDIOM DDRIO D8 - - - - - - - O, PD
D14 c16 VDDIOM DDRIO D9 - - - - - - - O, PD
D13 D14 VDDIOM DDRIO D10 - - - - - - - O, PD
B16 B16 VDDIOM DDRIO D11 - - - - - - - O, PD
A14 B15 VDDIOM DDRIO D12 - - - - - - - O, PD
B13 c14 VDDIOM DDRIO D13 - - - - - - - O, PD
B14 B14 VDDIOM DDRIO D14 - - - - - - - O, PD
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Table 8.1. Pin Description(!) (continued)

Prima ry AIternate PIO Perlpheral Reset State®

240-pin 256-pin Power Rail /0 PsliJgnPaDI' ﬂ“’z
BGA BGA Type(? » FD, HIZ,
yp Signal Signal Func Signal Set(3) ST, SEC,
FILTER

A13 Al4 VDDIOM DDRIO D15 O, PD
L13 K16 VDDIOM DDRIO A2 - - - - - - - O, PD
L15 L15 VDDIOM DDRIO A3 - - - - - - - O, PD
L14 M16 VDDIOM DDRIO A4 - - - - - - - O, PD
K14 K15 VDDIOM DDRIO A5 - - - - - - - O, PD
L16 L16 VDDIOM DDRIO A6 - - - - - - - O, PD
K15 115 VDDIOM DDRIO A7 - - - - - - - O, PD
K16 H16 VDDIOM DDRIO A8 - - - - - - - O, PD
M14 P16 VDDIOM DDRIO A9 - - - - - - - O, PD
M15 N15 VDDIOM DDRIO A10 - - - - - - - O, PD
M13 M15 VDDIOM DDRIO A1 - - - - - - - O, PD
M16 N17 VDDIOM DDRIO A13 - - - - - - - O, PD
15 N16 VDDIOM DDRIO A4 - - - - - - - O, PD
H15 H15 VDDIOM DDRIO A15 - - - - - - - O, PD
L12 G15 VDDIOM DDRIO A16 - BAO - - - - - O, PD
J16 G16 VDDIOM DDRIO A17 - BA1 - - - - - O, PD
G15 F15 VDDIOM DDRIO A18 - BA2 - - - - - O, PD
H16 17 VDDIOM DDRIO NCS1 - DDRCS - - - - - O, PU
114 L17 VDDIOM DDRIO SDCK - - - - - - - O, PD
)13 M17 VDDIOM DDRIO SDCKN - - - - - - - O, PU
G16 H17 VDDIOM DDRIO SDCKE - - - - - - - O, PU
H13 114 VDDIOM DDRIO RAS - - - - - - - O, PU
H14 J16 VDDIOM DDRIO CAS - - - - - - - O, PU
H12 13 VDDIOM DDRIO SDWE - - - - - - - O, PU
2 L13 VDDIOM DDRIO SDA10 - - - - - - - O, PU
F15 E17 VDDIOM DDRIO DQMO - - - - - - - O, PU
c15 B17 VDDIOM DDRIO DQM1 - - - - - - - O, PU
F13 G17 VDDIOM DDRIO DQSO - - - - - - - O, PD
F14 F17 VDDIOM DDRIO NDQSO - - - - - - - O, PU
B15 Al6 VDDIOM DDRIO DQS1 - - - - - - - O, PD
A15 A15 VDDIOM DDRIO NDQS1 - - - - - - - O, PU
H11 M14 VDDIOM analog DDR_CAL | - - - - - - |

F16 K17 VDDIOM analog  DDR_VREF | - - - - - - |

J11 H14 VDDIOM DDRIO RESETN - - - - - - - 0

N2 N1 VDDANA GPIO ADVREFP - - - - - - - |

N1 N2 VDDANA GPIO ADVREFN - - - - - - - |
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Table 8.1. Pin Description(!) (continued)

Prlmary AIternate PIO Perlpheral Reset State(4’
240-pin 256-pin Power Rail (2) FiljgnPaD' ﬂ',rz
BGA BGA Type Signal Signal Func SEGE] Set(3) ST SEC,

FILTER
K6 M2 VDDIN33 USBHS  HHSRTUNE |
H2 H2 VDDIN33 USBHS HHSDPA - DHSDP - - - - - O, PD
H1 H1 VDDIN33 USBHS HHSDMA - DHSDM - - - - - O, PD
J2 J2 VDDIN33 USBHS HHSDPB - - - - - - - O, PD
N N VDDIN33 USBHS HHSDMB - - - - - - - O, PD
K2 K2 VDDIN33 USBHS HHSDPC - - - - - - - O, PD
K1 K1 VDDIN33 USBHS HHSDMC - - - - - - - O, PD
L5 T3 vVDDBU GPIO WKUPO - - - - - - - I, ST
J6 H7 VDDBU GPIO SHDN - - - - - - - O, PD
P1 P1 VDDBU GPIO JTAGSEL - - - - - - - |, PD
J9 R1 VDDBU GPIO TST - - - - - - - I, PD, ST
H5 L7 VDDIOPO GPIO TCK - - - - - - - I, ST
H4 17 VDDIOPO GPIO TDI - - - - - - - I, ST
T2 N6 VDDIOPO GPIO TDO - - - - - - - (0]
P2 R2 VDDIOPO GPIO TMS - - - - - - - I, ST
R3 R3 VDDIOPO GPIO RTCK - - - - - - - O
F5 M5 VDDIOPO GPIO NRST - - - - - - - I, PU, ST
R2 T VDDBU CLOCK XIN32 - - - - - - - |
R1 T2 vVDDBU CLOCK XOUT32 - - - - - - - e}
G1 G3 VDDIN33 CLOCK XIN - - - - - - - |
G2 G4 VDDIN33 CLOCK XOuT - - - - - - - O
B1 B1 VDDMIPI Analog MIPI_DNO 1/0 - - - - - - Hiz(®)
B2 B2 VDDMIPI Analog MIPI_DPO  1/0 - - - - - - Hiz(®)
C1 C1 VDDMIPI Analog MIPI_DN1 1/0 - - - - - - Hiz(®)
c2 c2 VDDMIPI Analog MIPI_DP1  1/0 - - - - - - Hiz(®)
E1 E1 VDDMIPI Analog MIPI_DN2 1/0 - - - - - - Hiz(®)
E2 E2 VDDMIPI Analog MIPI_DP2 I/0 - - - - - - Hiz®)
F1 F1 VDDMIPI Analog MIPI_DN3 1/0 - - - - - - Hiz®)
F2 F2 VDDMIPI Analog MIPI_DP3 I/0 - - - - - - Hiz®)
D1 D1 VDDMIPI Analog MIPI_CLKN O - - - - - - Hiz®)
D2 D2 VDDMIPI Analog MIPI_CLKP O - - - - - - Hiz®)
H6 F4 VDDMIPI Analog MIPI_REXT | - - - - - - 1)
J5 L4 VDDANA GPIO AUDIOCLK - - - - - - - O
- L10 VDDCORE Power - - - - - - - - -
- L11 VDDCORE Power - - - - - - - - -
- 14 VDDOUT25 Power - - - - - - - - -
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Table 8.1. Pin Description(!) (continued)

240-pin

BGA

Notes:

1.

When using an 1/0 line with the Analog-to-Digital Converter (ADC), the PIO line configuration (pull-up, pull-down) programmed before assigning this line to the ADC peripheral

256-pin
BGA

L2
M1
N14
L3
L9
L14
M13
N8
N11
N13
P6
R9
R14
T16
u1
u17

Power Rail

VDDANA

VDDANA

VDDIOM
GND
GND
GND
GND
GND
GND
GND
GND
GND
GND
GND
GND
GND

is not modified by this peripheral.

V{e]
Type®

Power

Power

Power
Ground
Ground
Ground
Ground
Ground
Ground
Ground
Ground
Ground
Ground
Ground
Ground
Ground

Prlmary Alternate PIO Perlpheral

Refer to the Electrical Characteristics section for further details.

Reset State(4’

Signal, Dir,
PU, PD, Hiz,
ST, SEC,
FILTER

I/Os for each peripheral are grouped into 1/0 sets, listed in the column "I/O Set". For all peripherals, use I/0s that belong to the same I/0 set. Timings can be unpredictable

when I/0s from different I/0 sets are mixed.

Signal = ‘PIO" if GPIO; Dir = Direction; PU = Pull-up; PD = Pull-down; HiZ = High impedance; ST = Schmitt Trigger
On SAM9X70 and SAM9X72: to be tied to GND.



9.1.

Microchip Recommended Power Management Solutions

MCP16502 and MCP16501 are multi-channel Power Management Integrated Circuits (PMICs)
recommended for the SAM9X7 series.

MCP16502 PMIC

MCP16502 features four 1A DC-DC buck regulators and two 0.3A auxiliary LDO regulators, and
provides a comprehensive interface to the MPU, which includes an interrupt flag and a 1-MHz 12C
interface.

The PMIC-processor interface is optimized so that it remains leakage-free in Backup mode. The
following figure gives an application schematic example of a SAM9X7 device with a DDR3L-SDRAM
system, powered by MCP16502AE. This variant is specifically tailored for SAM9X7 systems with CPU
frequency up to 800 MHz. The 3.3V, 1.35V and 1.15V supply rails are fed from DC-DC converters
for maximum efficiency. The fourth DC-DC converter (Buck4) of MCP16502AE is left off by default
during start-up and its components may be removed, if not needed for other purposes.

The two LDO regulator outputs LOUT1 and LOUT2 are auxiliary power rails available for the
application. LOUT1 output is on by default at power-up and its default voltage is set to 1.8V, 2.5V or
3.3V depending on the SELV1 pin connection. Buck4 and LOUT2, off by default at power-up, can be
started by software through the I2C control bus to the necessary voltage.

For further details, refer to the MCP16502 documentation on www.microchip.com.
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Figure 9.1. MCP16502 Simplified Application Block Diagram
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SELECTION
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9.2. MCP16501 PMIC

V|N: 5V TYP
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PVIN2 15
SELV2 C6
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16 1.35V
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PWRHLD
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SVIN

SGND

nSTRTO
nRSTO LVIN
nINTO LOUT
SDA LOUT2
scL
nSTRT

SELVL1
PVIN3 PVIN4
PGND3 PGND4
Sw3 Swa
oUT3 ouT4

Vin
0

C

4
12 T 4.7uF
= U c1

1

VOUT1

1.5-2.2uH
11 22uF
9

3.3V

Vin
7
C9

3 gZ.ZuF
= Vi V
20 —?—' n LOUT1
1.8V
19
21 o .VLOUT2
1 ci2 _L ci1 [ cl0733v
4T0F 2.2F- 2.2F-
4.7uF 4.7uF
18 Viourt LDO1
_<I7 OUTPUT VOLTAGE
SELECTION
Vin
3179
29
L
30
32

MCP16501 is a 4-channel PMIC designed for PCB area constrained applications. In a 4x4mm QFN24
package, it features three 1A DC-DC buck regulators and one 0.3A auxiliary LDO regulator, and
provides a simple, leakage-free interface with SAM9X7.

The following figure gives an application schematic example of a SAM9X7 device with a DDR3L-
SDRAM system, powered by MCP16501A. This variant is specifically tailored for SAM9X7 systems
with CPU frequency up to 800 MHz. The 3.3V, 1.35V and 1.15V supply rails are fed from DC-DC
converters for maximum efficiency. The LDO regulator output LOUT is controlled with the LEN input
and its output voltage is set with the resistive divider R3/R4.

For further details, refer to the MCP16501 documentation on www.microchip.com.
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Figure 9.2. MCP16501 Simplified Application Block Diagram
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10.
10.1.

10.1.1.

10.2.

10.3.

Safety and Security Features
Design for Safety and IEC60730 Class B Certification

Background Information

The IEC 60730 standard encompasses all aspects of appliance design. Annex H of the standard
covers the aspects most relevant to microcontrollers. It details the tests and diagnostics which are
intended to ensure safe operation of embedded control hardware and software. IEC 60730 defines
three classifications for electronic control functions:

+ Class A - Control functions which are not intended to be relied upon for safety of the equipment
+ Class B - Control functions intended to prevent unsafe operation of the controlled equipment
+ Class C- Control functions intended to prevent special hazards such as explosions

Specific design techniques have been used in the SAM9X7 to ease compliance with the IEC 60730
Class B Certification and to resolve general-purpose safety concerns. This allows reduced software
development and code size as well as savings on external hardware circuitry, since built-in self-tests
are already embedded in the MPU. Table 10.1 gives the list of peripherals which incorporate these
techniques, and details whether these features are applicable for the IEC 60730 Class B Certification
or for general-purpose safety considerations.

Design for Security

The SAM9X7 embeds peripherals with security features to prevent counterfeiting, to secure external
communication, and to authenticate the system.

Table 10.2 provides the list of peripherals and an overview of their security function. For more
information, refer to the sections on each peripheral.

Safety and IEC 60730 Features

Table 10.1. Safety and IEC 60730 Features

Requirements
for Class B General

Peripheral Component Fault/Error/Feature safety
IEC 60730

MCK frequency monitor
- MCK out-of-range operation

32.768 kHz crystal oscillator
frequency monitor X X

PMC Clock - Abnormal frequency deviation

Main crystal oscillator failure
detector X X
- Crystal failure detection

Safety critical peripherals and/or
counters are fed by the always-on
System Controller All slow RC oscillator - X
- WDT, RSTC, start-up counters,
timeout counters, etc.

Digital I/0
PIOC - Plausibility check X -
1/0 lines
Analog I/0 and ADC converter
ADCC - Plausibility check X -
NAND Flash Controller Memor Non-volatile memory _ X
ECC y - Multiple error detection (2 to 24)
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Table 10.1. Safety and IEC 60730 Features (continued)

Requirements

for Class B General

LY:1{-14Y

Fault/Error/Feature

Peripheral Component

WDT,
RSTC

Arm926EJ-S MMU

Watchdog

Memory Management

IEC 60730

Watchdog is driven by an internal
always on clock X
- Program counter stuck at faults

Watchdog configuration can be

locked until the next reset

- Errant writes (programming errors, -
errors introduced by system or

hardware failures)

Watchdog overflow generates a
system reset

Arm926EJ-S Memory Management

Unit Unit
MATRIX, AIC, RTC, RTT, Configuration, Interrupt Enable/
RSTC, SHDWC, SDRAM, Disable, Control registers can be
PMC, PIOC, MPDDRC, Peripheral independently write-protected
SMC, CLASSD, SSC, eripherals - Errant writes (programming errors, -
FLEXCOM, QSPI, TC, errors introduced by system or
12SMCC, ADC hardware failures)
AES, TDES, SHA, PIT64B, Perioherals Embedded integrity checker with ~
TC, MPDDRC P reports in status registers
Note:

1. Class B IEC 60730 Requirements. Annex H - Table H.1 (H.11.12.7 in Edition 3).

10.4. Security Features

Table 10.2. Security Features

Arm926EJ-S MMU
PIO
AES
SHA

TDES
TRNG

AES, TDES

AES, TDES, SHA

@ MICROCHIP

Memory Management
Unit

I/0 Control/ Peripheral
Access

Cryptography Standards

Cryptography Tamper

Cryptography Integrity
Checks

Memory Management Unit

When a peripheral is not selected
(P1O-controlled),

I/0 lines have no access to the
peripheral.

Hardware-accelerated AES up to
256 bits

SHA up to 512 and HMAC-SHA

Hardware-accelerated Triple DES

FIPS-compliant

True Random Number Generator

Immediate clear of keys in case of
external tamper event detection
(if enabled)

AES/TDES/SHA embed integrity
checks on configuration registers
and algorithm circuitries and a
specific flag in status register.

If this specific flag is set,

an integrity error has been
detected. This can occur only

on abnormal operating conditions
(electromagnetic attacks, VDD
glitches, etc.)
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Table 10.2. Security Features (continued)

OTPC, AES, TDES, TRNG
Secure Boot

Memories

Physical Unclonable Function

RTC

Secure OTP

PIT64B, TC

GPBR

@ MICROCHIP

Cryptography Private Key

Bus

Secure Boot

Scrambling

Key Generation

IO Tamper Pin

Timestamping

Configuration

Glitch Robustness

Integrity Check

JTAG Access Control

Integrity Checks

Access Protection

Tamper

Capability to transfer a key to
AES/TDES in a totally invisible
manner from software

Code encrypted/decrypted,
Trusted Code Authentication

On-the-fly scrambling/
unscrambling for memories

Key creation, derivation, wrapping

and management

Eight tamper detection pins

Timestamping of tamper events

Protection against bad
configuration (invalid entry for
date and time are impossible)

Glitch on 32 KHz does not corrupt

the downstream counters

If RTC Status flag TDERR is

set, counters integrity have been

corrupted
Disable JTAG access by OTP bit

PIT64B/TC embed integrity checks

on configuration registers and
algorithm circuitries and a
specific flag in status register.
If this specific flag is set,

an integrity error has been
detected. This can occur only

on abnormal operating conditions

(electromagnetic attacks, VDD
glitches, etc.)

GPBR can be write-protected
and/or read-protected

GBPR can be immediately cleared
on tamper detection (if enabled)

Hardware SHA (HMAC) +
Software RSA or AES
Hardware (CMAC)

All external memories such as
QSPI, DDR, and all memories
on SMC

Includes NIST SP 800-90B
compliant DRNG

VDDCORE WKUP1 to WKUP8
pins can be selected

as a source of tamper,
performing an immediate
clear of AES/TDES keys (if
enabled), immediate clear of
scrambling keys in DDR/QSPI/
SMC, and immediate clear

of General Purpose Backup
Registers (if enabled)

All events are logged in the
RTC. Timestamping gives the
source of the reset/erase
memory/interruption

Glitch on 32 KHz can only
create a phase shift of the
downstream counters
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11. Memory Mapping

Figure 11.1. Memory Mapping

Internal memories System controller

Address memory space
OXFFFFC000

000000000 fmmmamaa
000000000
Boot memory e e EmEmEEEE === reserved
Internal memories 0x00100000 : : 0xFFFFDEOG,
ECC ROM : ' N MATRIX
010000000 000200000 I 0xF8008000 0xFFFFEQ0D
Y TCO []
. Undefined (Abort) ' Tco ) ) PMECC
EBI Chip Select 0 . 0x00300000 ' +0x40 17 OXFFFFE600
s SRAMO . 0 1e . PMERRLOC
\
020000000 s 0x00400000 ' +0x80 OxFFEFESN0
. L) TCO
SRAM1 MPDDRC
EBI Chip Select 1 . ' TC2 ! 49
MPDDRC \gxoosooooo : 0xF800C000 onuw}oo
TC1
' UDPHS (DMA) ' Tc3 ' sMc -
0x30000000 0xQ0600000 ' +0x40 43 OXFFFFEC00
. TC1
UHPHS_OHCI ' reserved
EBI Chip Select 2 . - H TC4 '
NAND Flash 0x00790000 ' +0x80 OXFFFEEEQQ
. UHPHS_EHCI f ™ s H eseed
.
040000000 000800600 1 0xF8010000 0xFFFFFL00
*.| Undefined (Abort) ' FLEXCOM6 b AlC
Undefined (Abort) O0xOFFFFFFF : 0xF8014000 9 0xFFAFF200 0;31
1 1
FLEXCOM7
Internal peripherals 1 10 N DBGU 47
050000000 0xF0000000 I 0xF8018000 O0xFFFFF400
'
1 FLEXCOM4 : FLEXCOMS8 ] PIOA
Undefined (Abort) OxF 000400’0 ' 0xF801C000 11 OxF fuh 600 2
] FLEXCOM5 : FLEXCOMO ] PIOB
0x60000000 0xF0008050 ' 0xF8020000 —~ OXEFFFF800 3
'
] XDMAC ' FLEXCOM1 ' PIOC
QSPI MEM 0xF000G000 20 ! 0xF8024000 6 0x}FFEFFA0O 4
" reserved 1 FLEXCOM2 " PIOD
0%80000000 0xF0030000 ' 0xF8028000 7 0§FFFFFC00 44
1
) ssC 2 ' FLEXCOM3 N PMC |
SDMMCO 0xF0014000 : 0xF802C000 8 OKFFFFFE00Q v
f ' sysc
' QsPI ' GMAC ) RSTC
12 0x£6018000 31 1 0xr8030000 2 AR e !
] SYSC
I GFX2D : PUF N SHDWC
SDMMCA1 0x£001c000 36 1 0xF8034000 39 ! FOx20f—er -
sysc
e ': 12sMmcc : PWM B RTT
QXF0020000 == I 0xF8038000 18 ) H0x40f—— 1
N FLEXCOM11 H XLCDC [ o PIT
Undefined (Abort) JOXF0024000 32 I 0xF803C000 25 ! +0x50f— s
! FLEXCOM12 ' UDPHS ' SYC scke
' '
0xD0000000 1 0xF0028000 311 0xr8040000 23 . +0x54 !
] [} SYSC
s PIT64B0 H FLEXCOM9 K BSC
CSI2DC META I 0xF002C000 ! ! 0xF8044000 ' 060k -
B
SHA ' FLEXCOM10 ) ~ GPBR
0XEFF00000 ! 0x£0030000 41 ! 0xF8048000 ' +oxas|—— L
h svs
N TRNG ' Isc B rrc”
OTPC B 0xF0034000 38 H 0xF804C000 43 ' FoxeSls .
' B
' AES ' ADC . ~ syscwp
0XEFF01000 =3 0xF0038000 21 1 0xr8050000 = +0x180|—— !
N TDES . ! SFR ' 77 wor
Undefined (Abort) | 0xF003C000 4 | 0xF8054000 ! | -
'
LASSD ' DSl4L ' .
CLASS w0 ' sa| s 4
0xF0000000 0xF0040000 I 0xF8058000 B .
’
PIT64B1 ' cslaL 1 /
Internal peripherals 0xF0044000 58 : o s 53 .
XF805C000 B ,
1 G
reserved 1 CsI2DbC 52 ,' .
O0xXFFFFFFFF o 0xF8000000 ! 0xF8060000 ] "
~ 1 ]
~ MCANO LVD: ’
h 29 . SC L ‘.
OxF8004000 ! 0xF8064000 ' A
~ g .’
Seo MCAN1 1 reserved ’
~ 30 H 0XFFFFC000 S
H ' System controller | ¢
' | OXFFFFFFFF

(1) Refer to the table System Controller Peripheral Mapping in section System Controller Write

Protection (SYSCWP) for RTC detailed mapping.
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12.

Peripheral Identifiers

Table 12.1. Peripheral Identifiers

O 0o N o Ut b

—_
- O

12
13
14

15
16

17

18

19

20

21
22

23

24

25

26

Instance| Instance
ID Name
0 AlC

SYSC

PIOA

PIOB

PIOC

FLEXCOMO
FLEXCOM1
FLEXCOM2
FLEXCOM3
FLEXCOM6
FLEXCOM7
FLEXCOMS8

SDMMCO
FLEXCOM4
FLEXCOM5

FLEXCOM9
FLEXCOM10

TCO

PWM

ADC

XDMAC

MATRIX
UHPHS

UDPHS

GMAC

LCDC

SDMMC1

Internal

Interrupt|Interrupt

>

X X X X > X X X X X X X X

>

@ MICROCHIP

External

FIQ

PB18

red-OR | Clock

SYSC, PMC,

WDT, PIT,

RSTC, RTT,
RTC

> X X X X X X X X

X X X X

>

Main

System

Bus

Clock

MCK

MCK

MCK

MCK

MCK

MCK
MCK
MCK
MCK
MCK
MCK
MCK
MCK
MCK
MCK

MCK
MCK

MCK

MCK

MCK

MCK

MCK
MCK

MCK

MCK

MCK

MCK

Generic| fouc |py | ApIV2CLK|UPLLCLK|AUDIOPLL
Clock |(Max)

X X X X X X X

>

X X X X

fuc/3

50

75

105

X X X X > X X X X X X X

>

Instance
Description

Advanced
Interrupt
Controller
Logical-OR
Interrupt of
SYSC, PMC,
WDT, PIT,
RSTC, RTT,
RTC

Parallel 110
Controller A
Parallel 1/0
Controller B
Parallel 1/0
Controller C
FLEXCOM 0
FLEXCOM 1
FLEXCOM 2
FLEXCOM 3
FLEXCOM 6
FLEXCOM 7
FLEXCOM 8
Secure Data
Memory Card
Controller 0
FLEXCOM 4
FLEXCOM 5
FLEXCOM 9
FLEXCOM 10
Timer
Counters
01,2

Pulse Width
Modulation
Controller
ADC
Controller
Extended
DMA
Controller
Matrix

USB Host
High Speed
USB Device
High Speed
Gigabit
Ethernet MAC
LCD
Controller
Secure Data
Memory Card
Controller 1
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Table 12.1. Peripheral Identifiers (continued)

Instance
ID

27

28

29

30

31

32
33

34

35

36
37

38

39

40

41

42

43

44

45

46
47

48

49

50
51

Instance
Name

Reserved

SSC

MCANO

MCAN1

AIC

FLEXCOM11
FLEXCOM12

12SMCC

QSPI

GFX2D
PIT64B0O

TRNG

AES

TDES

SHA
CLASSD
ISI

PIOD

TC1

OTPC
DBGU

PMECC

MPDDRC

UTMI

Reserved

@ MICROCHIP

PMECC,
PMERRLOC

MPDDRC,
SMC

>

MCK

MCK

MCK

MCK
MCK

MCK

MCK(1)

MCK
MCK

MCK

MCK

MCK

MCK

MCK

MCK

MCK

MCK

MCK
MCK

MCK

MCK

MCK

Generic| f.,
PLLADIV2CLK|UPLLCLK|AUDIOPLL

X 80 X X _
X 80 X X i}
X fud3 X - _
X fud3 X - _
X 100 X _ X
X 200 X _ X
X fMCK/3 X -_— —_
X 100 X _ X
X fud3 X - X
X fua/3 X - _

Instance

Description

Synchronous
Serial
Controller
CAN
Controller 0
CAN
Controller 1
Advanced
Interrupt
Controller
FLEXCOM 11
FLEXCOM 12
12S Multi
Channel
Controller
Quad I/0 SPI
Controller
2D Graphics
Controller
64-bit Timer
True Random
Number
Generator
Advanced
Encryption
Standard
Triple Data
Encryption
Standard
Secure Hash
Algorithm
CLASS D
Controller
Image Sensor
Interface
Parallel 1/0
Controller D
Timer
Counter 3, 4,
5

oTP
Controller
Debug Unit
Logical-OR
Interrupt of
PMECC and
PMERRLOC
Logical-OR
Interrupt of
MPDDRC and
HSMC

UTmI
Controller
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Table 12.1. Peripheral Identifiers (continued)

\ET
Instance| Instance [ Internal | External System|Generic| f.., Instance
ID Name [Interrupt|interrupt Bus PLLADIVZCLK UPLLCLKIAUDIOPLL Description
Clock

52 CSI2DC

53 Csl

54 DSl

55 MIPIPHY
56 LVDSC

57 LVDSPHY

58 PIT64B1
59 PUF

60 GMAC

61 GMAC

62 GMAC

@ MICROCHIP

X

Q1

Q2

Q3

- - X MCK

- - X MCK

- - X MCK

- - X MCK
- - X MCK

X fM CK/3

CSlto
Demultiplexer
Controller
Camera Serial
Interface
between ISC
and MIPI D-
PHY

Display Serial
Interface
between
LCDC and
MIPI D-PHY
MIPI D-PHY
interface
Display Serial
Interface
between
LCDC and
LVDS
Interface
LVDS Physical
Interface
64-bit Timer 1
PUF controller
GMAC Queue
1 Interrupt
signal toggled
onaDMA
write to the
first word of
each DMA
data buffer
associated
with queue 1
GMAC Queue
2 Interrupt
signal toggled
on a DMA
write to the
first word of
each DMA
data buffer
associated
with queue 2
GMAC Queue
3 Interrupt
signal toggled
on a DMA
write to the
first word of
each DMA
data buffer
associated
with queue 3
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Table 12.1. Peripheral Identifiers (continued)

System Instance

Description

Instance| Instance | Internal [ External
ID Name [Interrupt|Interrupt
63 GMAC Q4 -

64 GMAC Q5 -
65 GMAC EMAC -
66 GMAC MMSL -
67 Reserved - -
68 MCANO INT1 -
69 MCAN1 INT1 -
Note:
1. This QSPI GCLK is a 2x clock.

@ MICROCHIP

GMAC Queue
4 Interrupt
signal toggled
on a DMA
write to the
first word of
each DMA
data buffer
associated
with queue 4
GMAC Queue
5 Interrupt
signal toggled
on a DMA
write to the
first word of
each DMA
data buffer
associated
with queue 5
- - - - - - - - Express MAC
MAC Merge
Sublayer

MCANO
Interrupt 1
MCAN!1
Interrupt 1

It must be set to 200 MHz to reach 100 MHz on the data.

38



CPU and Interconnect

13. Arm926EJ-S Processor

The Arm926EJ-S processor is a member of the Arm9™ family of general-purpose microprocessors.
The Arm926EJ-S implements Arm architecture version 5TE) and is targeted at multi-tasking
applications where full memory management, high performance, low die size and low power are
important features.

The Arm926EJ-S processor supports the 32-bit Arm and 16-bit Thumb instruction sets, enabling
the user to trade off between high performance and high code density. It also supports the 8-bit
Java instruction set and includes features for efficient execution of Java bytecode, providing a
Java performance similar to JITs (Just-In-Time compilers), for the next generation of Java-powered
wireless and embedded devices. It includes an enhanced multiplier design for improved DSP
performance.

The Arm926EJ-S processor supports the Arm debug architecture and includes logic to assist in both
hardware and software debug.

The Arm926EJ-S provides a complete high performance processor subsystem, including:
« an Arm9EJ-S™ integer core,

* a Memory Management Unit (MMU),

+ separate instruction and data AMBA AHB bus interfaces,

+ a32-Kbyte L1 instruction cache and a 32-Kbyte data cache.

For information on the Arm926E]-S processor, refer to the ARM926EJ-S Technical Reference Manual
on www.arm.com.
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14. Debug and Test

14.1. Description

The product features a number of complementary debug and test capabilities. A common JTAG/ICE
(In-Circuit Emulator) port is used for standard debugging functions, such as downloading code and
single-stepping through programs. The Debug Unit provides a two-pin UART that can be used to
upload an application into the internal SRAM. It manages the interrupt handling of the internal
COMMTX and COMMRKX signals that trace the activity of the Debug Communication Channel.

A set of dedicated debug and test input/output pins gives direct access to these capabilities from a
PC-based test environment.
14.2. Embedded Characteristics
*  Arm926 Real-Time In-Circuit Emulator
- Two real-time watchpoint units
- Two independent registers: Debug Control register and Debug Status register
- Test access port accessible through JTAG protocol
- Debug communications channel
+ Debug Unit
- Two-pin UART
- Debug Communication Channel interrupt handling
- Chip ID register
+ |EEE" 1149.1 JTAG Boundary Scan on All Digital Pins
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14.3. Block Diagram

Figure 14.1. Debug and Test Block Diagram
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14.4. Application Examples

14.4.1. Debug Environment

DTXD

DRXD

The following figure shows a complete debug environment example. The ICE/JTAG interface is

used for standard debugging functions, such as downloading code and single-stepping through
the program. A software debugger running on a personal computer provides the user interface for

configuring a Trace Port interface utilizing the ICE/JTAG interface.
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Figure 14.2. Application Debug and Trace Environment Example
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14.4.2. Test Environment
The following figure shows a test environment example. Test vectors are sent and interpreted by the
tester. In this example, the “board in test” is designed using a number of JTAG-compliant devices.
These devices can be connected to form a single scan chain.

Figure 14.3. Application Test Environment Example
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14.5. Debug and Test Pin Description

Table 14.1. Debug and Test Pin List

Reset/Test
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Table 14.1. Debug and Test Pin List (continued)

T S T R,

NRST Microcontroller Reset Input
ICE and JTAG
NTRST Test Reset Signal Input Low
TCK Test Clock Input -
TDI Test Data In Input -
TDO Test Data Out Output -
T™MS Test Mode Select Input -
RTCK Returned Test Clock Output -
JTAGSEL JTAG Selection Input -
Debug Unit
DRXD Debug Receive Data Input -
DTXD Debug Transmit Data Output -

14.6. Functional Description

14.6.1. EmbeddedICE™
The Arm9EJ-S EmbeddedICE-RT is supported via the ICE/JTAG port. It is connected to a host
computer via an ICE interface. Debug support is implemented using an Arm9EJ-S core embedded
within the Arm926EJ-S. The internal state of the Arm926EJ-S is examined through an ICE/JTAG port
which allows instructions to be serially inserted into the pipeline of the core without using the
external data bus. Therefore, when in Debug state, a store-multiple (STM) can be inserted into the
instruction pipeline. This exports the contents of the Arm9EJ-S registers. This data can be serially
shifted out without affecting the rest of the system.

There are two scan chains inside the Arm9EJ-S processor which support testing, debugging, and
programming of the EmbeddedICE-RT. The scan chains are controlled by the ICE/JTAG port.

EmbeddedICE mode is selected when JTAGSEL is low. It is not possible to switch directly between ICE
and JTAG operations. A chip reset must be performed after JTAGSEL is changed.

For further details on the EmbeddedICE-RT, refer to the ARM9EJ-S Technical Reference Manual
(DDI 0222) on www.arm.com.

14.6.2. JTAG Signal Description
TMS is the Test Mode Select input which controls the transitions of the test interface state machine.

TDl is the Test Data Input line which supplies the data to the JTAG registers (Boundary Scan register,
Instruction register or other data registers).

TDO is the Test Data Output line which is used to serially output the data from the JTAG registers to
the equipment controlling the test. It carries the sampled values from the boundary scan chain (or
other JTAG registers) and propagates them to the next chip in the serial test circuit.

NTRST (optional in IEEE Standard 1149.1) is a Test-ReSeT input mandatory in Arm cores and used
to reset the debug logic. On Microchip Arm926EJ-S-based cores, NTRST is a Power-on Reset output.
It is asserted on power-on. If necessary, the user can also reset the debug logic with the NTRST pin
assertion during 2.5 MCK periods.

TCK is the Test ClocK input which enables the test interface. TCK is pulsed by the equipment
controlling the test and not by the tested device. It can be pulsed at any frequency. Note the
maximum JTAG clock rate on Arm926EJ-S cores is 1/6th the clock of the CPU. This gives 5.45 kHz
maximum initial JTAG clock rate for an Arm9E running from the 32.768 kHz slow clock.
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RTCK is the Return Test Clock. This return signal (non-IEEE Standard 1149.1) improves clock handling
by emulators. From some ICE interface probes, it can be used to synchronize the TCK clock and it
does not care about the given ratio between the ICE interface clock and system clock equal to 1/6th.
The RTCK signal is available in JTAG ICE mode only (not in Boundary Scan mode).

14.6.3. Debug Unit

The Debug Unit manages the interrupt handling of the COMMTX and COMMRX signals coming from
the ICE and tracing the activity of the Debug Communication Channel. The Debug Unit is used to
block access to the system through the ICE interface.

For further details on the Debug Unit, refer to Debug Unit (DBGU).

14.6.4. IEEE 1149.1 JTAG Boundary Scan
IEEE 1149.1 JTAG Boundary Scan allows pin-level access independent of the device packaging
technology.

IEEE 1149.1 JTAG Boundary Scan is enabled when JTAGSEL and NTRST are high. The SAMPLE,
EXTEST and BYPASS functions are implemented. In ICE Debug mode, the Arm processor responds
with a non-JTAG chip ID that identifies the processor to the ICE system. This is not IEEE 1149.1
JTAG-compliant.

It is not possible to switch directly between JTAG and ICE operations. A chip reset must be
performed after JTAGSEL is changed.

A Boundary Scan Descriptor Language (BSDL) file is provided to set up test.
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14.6.5. JTAG ID Code Register
Access: Read-only

Bit 31 30 29 28 27
VERSION
Bit 23 22 21 20 19
PART NUMBER
Bit 15 14 13 12 1
PART NUMBER
Bit 7 6 5 4 3

MANUFACTURER IDENTITY

* VERSION[31:28]: Product Version Number
Set to 0x0.

* PART NUMBER[27:12]: Product Part Number
Product part number is 0x5B46

* MANUFACTURER IDENTITY[11:1]

Set to OxO1F.

Bit[0] required by IEEE Std. 1149.1.
Set to 0x1.

JTAG ID Code value is 0x05B4_603F.

@ MICROCHIP
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15.
15.1.

15.1.1.

15.1.2.

Bus Matrix (MATRIX)

Description

The Bus Matrix (MATRIX) implements a multi-layer AHB, based on the AHB-Lite protocol, that
enables parallel access paths between multiple hosts and clients in a system, thus increasing the
overall bandwidth.

The MATRIX interconnects 14 hosts to 12 clients. The normal latency to connect a host to a client is
one cycle, except for the default host of the accessed client which is connected directly (zero cycle
latency).

The MATRIX user interface is compliant with the Arm Advanced Peripheral Bus.

MATRIX Hosts

The MATRIX manages the 14 hosts listed in the table below. Each host can perform an access,
concurrently with others, to an available client. The MATRIX operates at the main system bus clock
(MCK) frequency. Each host has its own decoder, which is defined specifically for each host. In order
to simplify the addressing, all the hosts have the same decodings.

Table 15.1. List of MATRIX Hosts

0 ISC DMA with QoS support

1 LCDC DMA with QoS support

2 GMAC DMA
3,4 XDMA controller with QoS support

5 GFX2D DMA

6 SDMMCO DMA

7 SDMMC1 DMA

8 USB high-speed device port (UDPHS) DMA

9 USB high-speed host port (UHPHS) EHCI DMA
10 USB high-speed host port (UHPHS) OHCI DMA
(N Reserved

12 Arm926 instruction

13 Arm926 data

MATRIX Clients

The MATRIX manages the 12 clients listed in the table below. Each client has its own arbiter,
providing a dedicated arbitration per client.

Table 15.2. List of MATRIX Clients
0 MPDDRC port 4 with QoS support
EBI/MPDDRC port 0
MPDDRC port 1
MPDDRC port 2
MPDDRC port 3
SRAMO
OTPC client interface (ROM and OTP memory)
CSI12DC
APBO

0o N oA WN -

@ MICROCHIP

46



Table 15.2. List of MATRIX Clients (continued)

9 APB 1
10 QSPI
UDPHS dual port RAM
UHPHS OHCI configuration registers

iy UHPHS EHCI configuration registers
SDMMCO configuration registers

SDMMC1 configuration registers
SRAM1 port 1

Notes:

+ APBO is running @ MCK (up to 266 MHz) and includes TCO-1, FLEXCOM1,2,3,6,7,8,9,10, PWM, ADC,
CANO-1, PUF

« APB1 is running @ MCK (up to 266 MHz) and includes high-performance peripherals: SSC,
CLASSD, 12SMCC, TRNG, TDES, SHA, AES PIT64B0-1, FLEXCOM4,5,11,12

15.1.3. Host to Client Access

MATRIX interconnections are versatile and can be modified depending on MPDDRC multiport
configuration and NAND Flash usage.

15.1.3.1.MATRIX Configuration for MPDDRC Single Port Setting (Default)

The default configuration is single port, with all devices accessed on D0O-D15: SDRAM and/or NAND
Flash and/or SMC. This configuration is the Reset state SFR_CCFG_EBICSA.DDR_MP_EN = 0.

As the DDRC multiport feature is disabled, all hosts access DDR-SDRAM using MATRIX Client 1
(MPDDRC port 0), sharing it with EBI accesses.

The NAND Flash can be located either on DO-D7 or on D16-D23 depending on
SFR_CCFG_EBICSA.NFDO_ON_D16, respectively 0 (default) or 1.

Table 15.3. MATRIX Interconnections with MPDDRC Single Port Conﬁguration (Default)

ﬂ--_ | 8 | 9 |10 [ 11 | 12 |

ISC |XLCDC|GMAC SDMMCO SDMMC1 UDPHS|UHPHS|UHPHS Arm926 Arm926
MPDDRC
port4
EBI
(NAND
Flash,
SMCQ)
MPDDRC
port 0
MPDDRC
port 1
MPDDRC
port 2
MPDDRC
port 3
SRAMO v/ v v
OTPC
client I/F
CSI2DC - - -
APBO - - -
9 APB1 - - -
10 QSPI - v -

oo N oo U b~
I
I
I
ASENENENEENREN
ASENENE
1 I
I I
I I
1 I
I I
I I
1 I
1 I
ASANENENERNREN
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Table 15.3. MATRIX Interconnections with MPDDRC Single Port Configuration (Default) (continued)

Hosts | 0 | 1 2

Clients

(T2 3 [ 4 [5] 6 [ 7 [ 8 |9 [0 n [ 1213
ISC |XLCDC{GMAC SDMMCO|[SDMMC1|UDPHS|UHPHS|UHPHS Arm926(Arm926

UDPHS
DPRAM
UHPHS
EHCI
config.
register
UHPHS
OHCI

11

config.

reg.
SDMMCO
config.
reg.
SDMMC1
config.
reg.
SRAM1
Port 1

15.1.3.2.MATRIX Configuration for MPDDRC Multiport Setting

If the NAND Flash is located on D16-D23, the MPDDRC multiport feature can be enabled. The NAND
Flash has its own dedicated port (Client 1) and other peripherals are distributed across four other
MATRIX clients (0, 2, 3 and 4), respectively on DDR ports 4, 1, 2 and 3.

This configuration is achieved by setting the bits SFR_CCFG_EBICSA.NFDO_ON_D16 and
SFR_CCFG_EBICSA.DDR_MP_EN.

By default, the round-robin arbitration scheme is enabled in MPDDRC. If the system is
latency-sensitive, the quality of service (QoS) policy can be enabled in MPDDRC by setting
MPDDRC_CONF_ARBITER.ARB to 3.

Table 15.4. MPDDRC Port MATRIX Interconnections with MPDDRC Multiport Configuration

| Hosts [o] 1 [ 2] 3 | 4 [5] 6 | 7 |8 ]9 |10] 1 [ 12| 13 |

1
. ISC (XLCDC|GMAC SDMMCO{SDMMC1|UDPHS|UHPHS|UHPHS Arm926(Arm926
DMA | DMA XDMAC IFO|XDMAC IF1|GFX2D DMA DMA DMA | EHCI | OHCI Reserved

0

15.1.3.

@ MICROCHIP

M
MPDDRC
port 4 / / /
NAND
Flash
MPDDRC
port 0
MPDDRC
port 1
MPDDRC
port 2
MPDDRC
port 3

- - v v - - - - - - - v v

- - - - - - - v v v - - -

No change

3.MATRIX Alternate Configurations

If the NAND Flash is located on D16-D23 (SFR_CCFG_EBICSA.NFDO_ON_D16 = 1) and more flexibility
is required, an alternate configuration can be achieved with one bit per host to control port
distribution.

Configure MPDDRC in single port (SFR_CCFG_EBICSA.DDR_MP_EN = 0) and remap individual ports
via the Remap Multiport DDR register (SFR_REMAP_MP_DDR).

48



Note: SFR_REMAP_MP_DDR =14'b11111111111111 is equivalent to MPDDRC multi-port setting with
SFR_CCFG_EBICSA.DDR_MP_EN = 1.

Configuration Example

When SFR_REMAP_MP_DDR = 14'b11111111011111, all hosts have a multiport MATRIX client
configuration except GFX2D (Host_5), which keeps the single port MATRIX client configuration
(MATRIX Client 1).

Performance is increased, since GFX2D uses MATRIX Client 1 (used only for NAND Flash in this
configuration), avoiding an arbitration stage with Arm926 data on MATRIX Client 3.

Table 15.5. MPDDRC Port MATRIX Interconnections Example with Dedicated Port Remapping

“----

ISC [XLCDC|GMAC SDMMCO SDMMC1 UDPHS UHPHS UHPHS Arm926 Arm926
MPDDRC
port 4
NAND

Flash
MPDDRC
port 0
MPDDRC
port 1
MPDDRC
port 2

4 MPDDRC B _ _ B _ B B v v v B _ _
port 3

5-11 No change

15.2. Embedded Characteristics
+ 14 Configurable Host Ports
+ 12 Configurable Client Ports
+ One Decoder for Each Host
* One Remap Function for Each Host
« Support for Long Bursts of Length 32, 64, 128 and Up to the Limit of 256-bit Burst Beats of Words

+ Enhanced Programmable Mixed Arbitration for Each Client
- Round-robin

- Fixed priority
- Latency Quality of Service

+ Programmable Default Host for Each Client
- No default host

- Last accessed default host
- Fixed default host
« Deterministic Maximum Access Latency for Hosts
+ Zero or One Cycle Arbitration Latency for the First Access of a Burst
+ Bus Lock Forwarding to Clients
« Host Number Forwarding to Clients
+ Register Write Protection of User Interface Registers
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15.3.

15.4.

15.5.

15.6.

Special Bus Granting Techniques

The MATRIX provides some speculative bus granting techniques in order to anticipate access
requests from hosts. Hence, latency is reduced at first access of a burst or, for a single transfer,

as long as the client is free from any other host access. It does not provide any benefit if the client
is continuously accessed by more than one host, since arbitration is pipelined and has no negative
effect on the client bandwidth or access latency.

This bus granting technique sets a different default host for every client.

At the end of the current access, if no other request is pending, the client remains connected to its
associated default host. A client can be associated with three kinds of default hosts:

« no default host
+ last access host
+ fixed default host

To change from one type of default host to another, the user interface provides Client

Configuration registers (MATRIX_SCFGx), one for every client, which set a default host for each client.

MATRIX_SCFGXx contain two fields to manage host selection: DEFMSTR_TYPE and FIXED_DEFMSTR.
The 2-bit DEFMSTR_TYPE field selects the default host type (no default, last access host, fixed
default host), whereas the 4-bit FIXED_DEFMSTR field selects a fixed default host provided that
DEFMSTR_TYPE is set to fixed default host. See MATRIX_SCFGx.

No Default Host

After the end of the current access, if no other request is pending, the client is disconnected from all
hosts. This saves power by preventing useless bus activity, in particular when the bus target clock is
disabled by software.

This configuration incurs one latency clock cycle for the first access of a burst after bus Idle.
Arbitration without default host may be used for hosts that perform significant bursts or several
transfers with no Idle cycle in-between, or if the client bus bandwidth is widely used by one or more
hosts.

This configuration provides no benefit on access latency or bandwidth when reaching maximum
client bus throughput whatever the number of requesting hosts.

Last Access Host

After the end of the current access, if no other request is pending, the client remains connected to
the last host that performed an access request.

This enables the MATRIX to remove the one latency cycle for the last host that accessed the client.
Other non-privileged hosts still get one latency clock cycle if they need to access the same client.
This technique is useful for hosts that mainly perform single accesses or short bursts with some Idle
cycles in-between.

This configuration provides no benefit on access latency or bandwidth when reaching maximum
client bus throughput whatever is the number of requesting hosts.

Fixed Default Host

After the end of the current access, if no other request is pending, the client connects to its fixed
default host. Unlike the last access host, the fixed default host does not change unless the user
modifies it by software (FIXED_DEFMSTR field of the related MATRIX_SCFG).

This allows the MATRIX arbiters to remove the one latency clock cycle for the fixed default host of
the client. All requests attempted by the fixed default host do not cause any arbitration latency,
whereas other non-privileged hosts get one latency cycle. This technique is useful for a host that
mainly performs single accesses or short bursts with Idle cycles in-between.

@ MICROCHIP
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15.7.

15.7.1.

This configuration provides no benefit on access latency or bandwidth when reaching maximum
client bus throughput, regardless of the number of requesting hosts.
Arbitration

The MATRIX provides an arbitration technique that reduces latency when conflicts occur, i.e., when
two or more hosts try to access the same client at the same time. One arbiter per client is provided,
thus arbitrating each client specifically.

The user can either choose one of the following arbitration types, or mix them for each client:

1. Round-robin Arbitration (default)
2. Fixed Priority Arbitration

The resulting algorithm may be complemented by selecting a default host configuration for each
client.

When re-arbitration must be done, specific conditions apply. See Arbitration Scheduling.

Arbitration Scheduling

Each arbiter has the ability to arbitrate between two or more different host requests. In order to
avoid burst breaking as well as to provide the maximum throughput for client interfaces, arbitration
may only take place during the following cycles:

+ Idle Cycles: When a client is not connected to any host or is connected to a host which is not
currently accessing it.

+ Single Cycles: When a client is currently doing a single access.

* End of Burst Cycles: When the current cycle is the last cycle of a burst transfer. For defined length
burst, predicted end of burst matches the size of the transfer but is managed differently for
undefined length burst. See Undefined Length Burst Arbitration.

+ Slot Cycle Limit: When the slot cycle counter has reached the limit value indicating that the
current host access is too long and must be broken. See Slot Cycle Limit Arbitration.

15.7.1.1.Undefined Length Burst Arbitration

In order to prevent long burst lengths that can lock the access to the client for an excessive
period of time, the user can trigger the re-arbitration before the end of the incremental bursts.
The re-arbitration period can be selected from the following Undefined Length Burst Type (ULBT)
possibilities:

« Unlimited: no predetermined end of burst is generated. This value enables 1 Kbyte burst lengths.

+ 1-beat bursts: predetermined end of burst is generated at each single transfer during the INCR
transfer.

* 4-beat bursts: predetermined end of burst is generated at the end of each 4-beat boundary
during INCR transfer.

+ 8-beat bursts: predetermined end of burst is generated at the end of each 8-beat boundary
during INCR transfer.

« 16-beat bursts: predetermined end of burst is generated at the end of each 16-beat boundary
during INCR transfer.

+ 32-beat bursts: predetermined end of burst is generated at the end of each 32-beat boundary
during INCR transfer.

* 64-beat bursts: predetermined end of burst is generated at the end of each 64-beat boundary
during INCR transfer.

+ 128-beat bursts: predetermined end of burst is generated at the end of each 128-beat boundary
during INCR transfer.
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Undefined-length bursts lower than 8 beats should not be used since this may decrease the overall
bus bandwidth due to arbitration and client latencies at each first access of a burst.

However, if the length of undefined-length bursts is known for a host, it is recommended to
configure MATRIX_MCFG.ULBT accordingly.

15.7.1.2.Slot Cycle Limit Arbitration

15.7.2.

The MATRIX contains specific logic to break long accesses, such as very long bursts on a very slow
client (e.g., an external low speed memory). At each arbitration time, a counter is loaded with the
value previously written in MATRIX_SCFGx.SLOT_CYCLE and decreased at each clock cycle. When
the counter elapses, the arbiter has the ability to re-arbitrate at the end of the current system bus
access cycle.

The default reset value of MATRIX_SCFGx.SLOT_CYCLE does not need to be changed.

/A WARNING This feature cannot prevent any client from locking its access indefinitely.

Arbitration Priority Scheme

The MATRIX arbitration scheme is organized in priority pools, each corresponding to an access
criticality class as shown in the “Latency Quality of Service” column in the table below. When
the Latency Quality of Service is enabled for a host-client pair through the MATRIX, the priority
pool number to use for arbitration at the client port is determined from the host. When the
Latency Quality of Service is disabled, it is determined through the MATRIX user interface. See
MATRIX_PRASX.

After reset, the Latency Quality of Service is enabled by default on all of the host ports that are
connected to a host driving the Latency Quality of Service signals, as shown in the bit LQOSEN of
MATRIX_PRASx and MATRIX_PRBSx.

Table 15.6. Arbitration Priority Pools

Priority Pool Latency Quality of Service

3 Latency Critical

2 Latency Sensitive

1 Bandwidth Sensitive
0 Background Transfers

Round-robin priority is used in the highest and lowest priority pools 3 and 0, whereas fixed level
priority is used between priority pools and in the intermediate priority pools 2 and 1.

For each client, each host is assigned to one of the client priority pools based on the Latency
Quality of Service inputs or to the priority registers for clients (MxPR fields of MATRIX_PRAS and
MATRIX_PRBS). When evaluating host requests, this priority pool level always takes precedence.

After reset, most of the hosts belong to the lowest priority pool (MxPR = 0, Background Transfer)
and are therefore granted bus access in a true round-robin order.

The highest priority pool must be specifically reserved for hosts requiring very low access latency. If
more than one host belongs to this pool, those hosts are granted bus access in a biased round-robin
manner which enables tight and deterministic maximum access latency from system bus requests.
In the worst case, any currently occurring high-priority host request is granted after the current bus
host access has ended and any other high priority pool host requests have been granted once each.

The lowest priority pool shares the remaining bus bandwidth between hosts.
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Intermediate priority pools enable fine priority tuning. Typically, a latency-sensitive host or a
bandwidth-sensitive host use such a priority level. The higher the priority level (MxPR value), the
higher the host priority.

For good CPU performance, it is recommended to let the CPU priority configured with the default
reset value 2 (Latency Sensitive).

All combinations of MxPR values are allowed for all hosts and clients. For example, some hosts
might be assigned the highest priority pool (round-robin), and remaining hosts the lowest priority
pool (round-robin), with no host for intermediate fixed priority levels.

15.7.2.1.Fixed Priority Arbitration

The fixed priority arbitration algorithm is the first and only arbitration algorithm applied between
hosts from distinct priority pools. It is also used in priority pools other than the highest and lowest
priority pools (intermediate priority pools).

Fixed priority arbitration enables the MATRIX arbiters to dispatch the requests from different hosts
to the same client by using the fixed priority defined by the user in the MxPR field for each host in
the registers, MATRIX_PRAS and MATRIX_PRBS. If two or more host requests are active at the same
time, the host with the highest priority MxPR number is serviced first.

In intermediate priority pools, if two or more host requests with the same priority are active at the
same time, the host with the highest number is serviced first.

15.7.2.2.Round-Robin Arbitration

15.8.

This algorithm is only used in the highest and lowest priority pools. It allows the MATRIX arbiters
to properly dispatch requests from different hosts to the same client. If two or more host requests
are active at the same time in the priority pool, they are serviced in a round-robin increasing host
number order.

Register Write Protection

To prevent any single software error from corrupting MATRIX behavior, certain registers in the
address space can be write-protected by setting the WPEN bit in the Write Protection Mode register
(MATRIX_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the Write Protection
Status register (MATRIX_WPSR) is set and the field WPVSRC indicates the register in which the write
access has been attempted.

The WPVS flag is reset by writing the MATRIX_WPMR with the appropriate access key WPKEY.

The registers listed below can be write-protected.
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Related Links
MATRIX_MCFGXx

MATRIX Host Configuration Register x
MATRIX_SCFGXx

MATRIX Client Configuration Register x
MATRIX_PRASx

MATRIX Priority Register A For Clients x
MATRIX_PRBSx

MATRIX Priority Register B For Clients x
MATRIX_MRCR

MATRIX Host Remap Control Register
MATRIX_MEIER

MATRIX Host Error Interrupt Enable Register
MATRIX_MEIDR

MATRIX Host Error Interrupt Disable Register
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15.9. Register Summary

I S T B T S S S N

0x00 MATRIX_MCFGO 23116
- 15:8
7:0 ULBT[2:0]
31:24
0x34 MATRIX_MCFG13 2316
15:8
7:0 ULBT[2:0]
0x38
Reserved
O0x3F
31:24
23:16 FIXED_DEFMSTR[3:0] DEFMSTR_TYPE[1:0]
0x40 MATRIX_SCFGO SLOT_CYCLE[
15:8
8]
7:0 SLOT_CYCLE[7:0]
31:24
23:16 FIXED_DEFMSTR[3:0] DEFMSTR_TYPE[1:0]
0x6C MATRIX_SCFG11 15:8 SLOT_CYCLE[
8]
7:0 SLOT_CYCLE[7:0]
0x70
Reserved
O0x7F
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
0x80 MATRIX_PRASO 23:16 LQOSENS MS5PR[1:0] LQOSEN4 M4PR[1:0]
15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
31:24
x84 MATRIX_PRBSO 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS M8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
0x88 MATRIX_PRAS 23:16 LQOSENS MS5PR[1:0] LQOSEN4 M4PR[1:0]
15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
31:24
OX8C MATRIX_PRBS 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS M8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
0x90 MATRIX_PRAS2 23:16 LQOSENS MS5PR[1:0] LQOSEN4 M4PR[1:0]
15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
31:24
0x94 MATRIX_PRBS2 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS M8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
0x98 MATRIX_PRAS3 23:16 LQOSENS MS5PR[1:0] LQOSEN4 M4PR[1:0]
15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
31:24
0XOC MATRIX_PRBS3 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS M8PR[1:0]
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Register Summary (continued)

I S T 2 T N S N S N

LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
0XAO VATRIX PrAsa | 23116 LQOSENS MS5PR[1:0] LQOSEN4 MA4PR[1:0]
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]

31:24
oxAd VIATRIX Presa | 2316 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS MB8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
O0xAS VATRIX PRASS 23:16 LQOSENS MS5PR[1:0] LQOSEN4 MA4PR[1:0]
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]

31:24
OXAC VATRIX PRBSS 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS MB8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
OxB0 VATRIX PRASG 23:16 LQOSENS MS5PR[1:0] LQOSEN4 MA4PR[1:0]
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]

31:24
oxBa VATRIX PRBSG 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS MB8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
oxB8 VATRIX PRAS 23:16 LQOSENS M5PR[1:0] LQOSEN4 MA4PR[1:0]
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]

31:24
OxBC VATRIX PRBS7 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS MB8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
23:16 LQOSENS M5PR[1:0] LQOSEN4 MA4PR[1:0]
0xCo MATRIX_PRASS 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]

31:24
o0xCd VIATRIX PRBSS 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS MB8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
23:16 LQOSENS M5PR[1:0] LQOSEN4 MA4PR[1:0]
0xc8 MATRIX_PRASS 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]

31:24
23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
oxce MATRIX_PRBS3 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS MB8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
000 MATRIX PRASTO 2316 LQOSENS MS5PR[1:0] LQOSEN4 MA4PR[1:0]
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]

31:24
o004 MATRIX PRESTO 2316 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 M9PR[1:0] LQOSENS MB8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
008 MATRIX PRAS1] 2316 LQOSENS MS5PR[1:0] LQOSEN4 MA4PR[1:0]
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
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Register Summary (continued)

I S T S S S N

0xDC MATRIX PRBS11 23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 MO9PR[1:0] LQOSENS8 MB8PR[1:0]
OxEO
Reserved
OxFF
31:24
0x0100 MATRIX_MRCR 2316
- 15:8 RCB13 RCB12 RCB11 RCB10 RCB9 RCB8
7:0 RCB7 RCB6 RCB5 RCB4 RCB3 RCB2 RCB1 RCBO
0x0104
Reserved
0x014F
31:24
23:16
0x0150 MATRIX_MEIER
15:8 MERR13 MERR12 MERR11 MERR10 MERR9 MERR8
7:0 MERR7 MERR6 MERR5S MERR4 MERR3 MERR2 MERR1 MERRO
31:24
23:16
0x0154 MATRIX_MEIDR
15:8 MERR13 MERR12 MERR11 MERR10 MERR9 MERR8
7:0 MERR7 MERR6 MERR5S MERR4 MERR3 MERR2 MERR1 MERRO
31:24
23:16
0x0158 MATRIX_MEIMR
15:8 MERR13 MERR12 MERR11 MERR10 MERR9 MERR8
7:0 MERR7 MERR6 MERR5S MERR4 MERR3 MERR2 MERR1 MERRO
31:24
23:16
0x015C MATRIX_MESR
15:8 MERR13 MERR12 MERR11 MERR10 MERR9 MERR8
7:0 MERR7 MERR6 MERR5S MERR4 MERR3 MERR2 MERR1 MERRO
31:24 ERRADD[31:24]
23:16 ERRADD[23:16]
0x0160 MATRIX_MEARO
15:8 ERRADDI[15:8]
7:0 ERRADD[7:0]
31:24 ERRADD[31:24]
0x0194 MATRIX_MEAR13 2316 ERRADD[23:16]
15:8 ERRADDI[15:8]
7:0 ERRADD[7:0]
0x0198
Reserved
0x01E3
31:24 WPKEVY[23:16]
23:16 WPKEY[15:8]
0x01E4 MATRIX_WPMR
15:8 WPKEY[7:0]
7:0 CFGFRZ WPEN
31:24
23:16 WPVSRC[15:8]
0x01E8 MATRIX_WPSR
15:8 WPVSRC[7:0]
7:0 WPVS
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15.9.1. MATRIX Host Configuration Register x

Name: MATRIX_MCFGx
Offset: 0x00 + x*0x04 [x=0..13]
Reset: 0x00000004

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| | | | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
ULBT[2:0]
Access R/W R/W R/W
Reset 1 0 0

Bits 2:0 - ULBT[2:0] Undefined Length Burst Type

Value Name Description

0 UNLIMITED Unlimited Length Burst—No predicted end of burst is generated, therefore INCR bursts coming
from this host can only be broken if the Client Slot Cycle Limit is reached. If the Slot Cycle Limit is
not reached, the burst is normally completed by the host, at the latest, on the next system bus 1
Kbyte address boundary, allowing up to 256-beat word bursts or 128-beat double-word bursts.

This value should not be used in the very particular case of a host capable of performing back-
to-back undefined length bursts on a single client, since this could indefinitely freeze the client
arbitration and thus prevent another host from accessing this client.

1 SINGLE Single Access—The undefined length burst is treated as a succession of single accesses, allowing
re-arbitration at each beat of the INCR burst or bursts sequence.

2 4_BEAT 4-beat Burst—The undefined length burst or bursts sequence is split into 4-beat bursts or less,
allowing re-arbitration every 4 beats.

3 8_BEAT 8-beat Burst—The undefined length burst or bursts sequence is split into 8-beat bursts or less,
allowing re-arbitration every 8 beats.

4 16_BEAT  16-beat Burst—The undefined length burst or bursts sequence is split into 16-beat bursts or less,
allowing re-arbitration every 16 beats.

5 32_BEAT  32-beat Burst—The undefined length burst or bursts sequence is split into 32-beat bursts or less,
allowing re-arbitration every 32 beats.

6 64_BEAT  64-beat Burst—The undefined length burst or bursts sequence is split into 64-beat bursts or less,
allowing re-arbitration every 64 beats.

7 128_BEAT  128-beat Burst—The undefined length burst or bursts sequence is split into 128-beat bursts or

less, allowing re-arbitration every 128 beats.

Unless duly needed, the ULBT should be left at its default 0 value for power saving.
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15.9.2. MATRIX Client Configuration Register x

Name: MATRIX_SCFGx

Offset: 0x40 + x*0x04 [x=0..11]
Reset: 0Ox000001FF

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | FIXED_DEFMSTR[3:0] | DEFMSTR_TYPE[1:0] |
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
SLOT_CYCLE[
8]
Access R/W
Reset 1
Bit 7 6 5 4 3 2 1 0
SLOT_CYCLE[7:0]
Access R/W RIW RIW R/W RIW R/W R/W RIW
Reset 1 1 1 1 1 1 1 1

Bits 21:18 - FIXED_DEFMSTR[3:0] Fixed Default Host
This is the number of the Default Host for this client. Only used if DEFMSTR_TYPE is 2. Specifying
the number of a host which is not connected to the selected client is equivalent to setting
DEFMSTR_TYPE to O.

Bits 17:16 - DEFMSTR_TYPE[1:0] Default Host Type

Value Name Description

0 NONE No Default Host—At the end of the current client access, if no other host request is pending, the client
is disconnected from all hosts.
This results in a one clock cycle latency for the first access of a burst transfer or for a single access.

1 LAST Last Default Host—At the end of the current client access, if no other host request is pending, the client
stays connected to the last host having accessed it.
This results in not having one clock cycle latency when the last host tries to access the client again.

2 FIXED Fixed Default Host—At the end of the current client access, if no other host request is pending, the
client connects to the fixed host the number that has been written in the FIXED_DEFMSTR field.

This results in not having one clock cycle latency when the fixed host tries to access the client again.

Bits 8:0 - SLOT_CYCLE[8:0] Maximum Bus Grant Duration for Hosts
When SLOT_CYCLE system bus clock cycles have elapsed since the last arbitration, a new arbitration
takes place to let another host access this client. If another host is requesting the client bus, then the
current host burst is broken.
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If SLOT_CYCLE = 0, the Slot Cycle Limit feature is disabled and bursts always complete unless broken
according to the ULBT.

This limit has been placed in order to enforce arbitration so as to meet potential latency constraints
of hosts waiting for client access.

This limit must not be too small. Unreasonably small values break every burst and the MATRIX
arbitrates without performing any data transfer. The default maximum value is usually an optimal
conservative choice.

In most cases, this feature is not needed and should be disabled for power saving.

See Slot Cycle Limit Arbitration for details.
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15.9.3. MATRIX Priority Register A For Clients x

Name: MATRIX_PRASX
Offset: 0x80 + x*0x08 [x=0..11]
Reset: -

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Table 15.7. MATRIX_PRASx Register Reset Values

PRASO 0x00000777
PRAS1, PRAS5 0x00077777
PRAS2 0x00007700
PRAS3 0x00070000
PRAS4 0x00000077
PRAS6, PRASS8, PRAS9 0x00077000
PRAS7 0x00007000
PRAS10 0x00077070
PRAST1 0x00000000
Bit 31 30 29 28 27 26 25 24
| | LQOSEN7 M7PR[1:0] | | LQOSEN6 M6PR[1:0]
Access R/W R/W R/W R/W R/W R/W
Reset - - - - - -
Bit 23 22 21 20 19 18 17 16
| | LQOSEN5 M5PR[1:0] | | LQOSEN4 M4PR[1:0]
Access R/W R/W R/W R/W R/W R/W
Reset - - - - - -
Bit 15 14 13 12 11 10 9 8
| LQOSEN3 M3PR[1:0] | LQOSEN2 M2PR[1:0]
Access R/W R/W R/W R/W R/W R/W
Reset - - - - - -
Bit 7 6 5 4 3 2 1 0
| LQOSENT M1PR[1:0] | LQOSENO MOPRI[1:0]
Access R/W R/W R/W R/W R/W R/W
Reset - - - - - -

Bits 2, 6, 10, 14, 18, 22, 26, 30 - LQOSENXx Latency Quality of Service Enable for Host x

0 Disables propagation of Latency Quality of Service from the Host x to the Client and apply MxPR priority for all
access from Host x to the Client.
1 Enables the propagation of Latency Quality of Service from the Host x to the Client if supported by the Host x.

Bits 0:1, 4:5, 8:9, 12:13, 16:17, 20:21, 24:25, 28:29 - MxPR Host x Priority
Fixed priority of Host x for accessing the selected client. The higher the number, the higher the
priority.
All the hosts programmed with the same MxPR value for the client make up a priority pool.
Round-robin arbitration is used in the lowest (MxPR = 0) and highest (MxPR = 3) priority pools.
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Fixed priority is used in intermediate priority pools (MxPR = 1) and (MxPR = 2).

See Arbitration Priority Scheme for details.

If LQOSENX bit is cleared, then this priority value is used as it for arbitration and downward
propagation to the client. If LQOSENXx bit is set, then this priority acts as the upper limit for the
Latency Quality of Service from Host x.

For hosts other than the CPU, the usual value of this field should be 0x0 if LQOSENX bit is cleared,
and 0x1 if LQOSENX bit is set. For the CPU host, the usual value of this field should be 0x2.
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15.9.4. MATRIX Priority Register B For Clients x

Name: MATRIX_PRBSx
Offset: 0x84 + x*0x08 [x=0..11]
Reset: -

Property: Read/Write

Table 15.8. MATRIX_PRBSx Register Reset Values

PRBSO, PRBS4, PRBS7 0x00000000
PRBS1, PRBS5, PRBS6, PRBS10, PRBS11 0x00110000
PRBS2 0x00010000
PRBS3, PRBS8, PRBS9 0x00100000

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | LQOSEN13 | M13PR[1:0] | LQOSEN12 | M12PR[1:0]
Access R/W R/W R/W R/W R/W R/W
Reset - - - - - -
Bit 15 14 13 12 11 10 9 8
| LQOSENT1 M11PR[1:0] | LQOSEN10 M10PR[1:0]
Access R/W RIW R/W R/W RIW R/W
Reset - - - - - -
Bit 7 6 5 4 3 2 1 0
| LQOSEN9 M9PR[1:0] | LQOSENS MB8PR[1:0]
Access RIW RIW RIW RIW RIW RIW
Reset - - - - - -

Bits 2, 6, 10, 14, 18, 22 - LQOSENX Latency Quality of Service Enable for Host x

0 Disables propagation of Latency Quality of Service from the Host x to the Client and apply MxPR priority for all
access from Host x to the Client.
1 Enables the propagation of Latency Quality of Service from the Host x to the Client if supported by the Host x.

Bits 0:1, 4:5, 8:9, 12:13, 16:17, 20:21 - MxPR Host x Priority
Fixed priority of Host x for accessing the selected client. The higher the number, the higher the
priority.
All the hosts programmed with the same MxPR value for the client make up a priority pool.
Round-robin arbitration is used in the lowest (MxPR = 0) and highest (MxPR = 3) priority pools.
Fixed priority is used in intermediate priority pools (MxPR = 1) and (MxPR = 2).
See Arbitration Priority Scheme for details.
If LQOSENX bit is cleared, then this priority value is used as it for arbitration and downward
propagation to the client. If LQOSENX bit is set, then this priority acts as the upper limit for the
Latency Quality of Service from Host x.
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For hosts other than the CPU, the usual value of this field should be 0x0 if LQOSENX bit is cleared,
and 0x1 if LQOSENX bit is set. For the CPU host, the usual value of this field should be 0x2.
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15.9.5. MATRIX Host Remap Control Register

Name: MATRIX_MRCR
Offset: 0x0100

Reset: 0x00000000
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| RCB13 | RCB12 | RCB11T | RCB10O | RCB9 | RCB8 |
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
RCB7 RCB6 RCB5 RCB4 RCB3 RCB2 RCB1 RCBO
Access R/W R/W RIW R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12, 13 - RCBx Remap Command Bit for Host x

0 Disables remapped address decoding for the selected host.
1 Enables remapped address decoding for the selected host.
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15.9.6. MATRIX Host Error Interrupt Enable Register

Name: MATRIX_MEIER
Offset: 0x0150

Reset: -

Property: Write-only

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| | | | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| MERR13 | MERR12 | MERR11T | MERR10 | MERR9 | MERR8 |
Access W W W W W w
Reset - - - - - -
Bit 7 6 5 4 3 2 1 0
MERR7 MERR6 MERR5 MERR4 MERR3 MERR2 MERR1 MERRO
Access W W W W W W W w
Reset - - - - - - - -

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13 - MERRXx Host x Access Error

0 No effect.
1 Enables Host x Access Error interrupt source.
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15.9.7. MATRIX Host Error Interrupt Disable Register

Name: MATRIX_MEIDR
Offset: 0x0154

Reset: -

Property: Write-only

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| | | | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| MERR13 | MERR12 | MERR11T | MERR10 | MERR9 | MERR8 |
Access W W W W W w
Reset - - - - - -
Bit 7 6 5 4 3 2 1 0
MERR7 MERR6 MERR5 MERR4 MERR3 MERR2 MERR1 MERRO
Access W W W W W W W w
Reset - - - - - - - -

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13 - MERRXx Host x Access Error

0 No effect.
1 Disables Host x Access Error interrupt source.
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15.9.8. MATRIX Host Error Interrupt Mask Register

Name: MATRIX_MEIMR
Offset: 0x0158
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| MERR13 | MERR12 | MERR11T [ MERR10 | MERR9 | MERRS
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MERR7 MERR6 MERR5 MERR4 MERR3 MERR2 MERR1 MERRO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13 - MERRXx Host x Access Error

Value Description

0 Host x Access Error does not trigger any interrupt.
1 Host x Access Error triggers the MATRIX interrupt line.

@ MICROCHIP

68



15.9.9. MATRIX Host Error Status Register

Name: MATRIX_MESR
Offset: 0x015C
Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| MERR13 | MERR12 | MERR11T [ MERR10 | MERR9 | MERRS
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MERR7 MERR6 MERR5 MERR4 MERR3 MERR2 MERR1 MERRO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13 - MERRXx Host x Access Error

0 No Host Access Error has occurred since the last read of the MATRIX_MESR.
1 At least one Host Access Error has occurred since the last read of the MATRIX_MESR.
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15.9.10. MATRIX Host Error Address Register x

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bits 31:0 - ERRADD[31:0] Host Error Address

Name:

Offset:

Reset:

MATRIX_MEARX

0x0160 + x*0x04 [x=0..13]

0x00000000

Property: Read-only

31 30 29 28 27 26 25 24
| ERRADD[31:24]
R R R R R R R R
0 0 0 0 0 0 0 0
23 22 21 20 19 18 17 16
| ERRADDI[23:16]
R R R R R R R R
0 0 0 0 0 0 0 0
15 14 13 12 11 10 9 8
ERRADDI15:8]
R R R R R R R R
0 0 0 0 0 0 0 0
7 6 5 4 3 2 1 0
ERRADDI[7:0]
R R R R R R R R
0 0 0 0 0 0 0 0

32 most significant bits of the last access error address
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15.9.11. MATRIX Write Protection Mode Register

Name: MATRIX_WPMR
Offset: 0x01E4

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| WPKEY[23:16] |
Access W W w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| WPKEY[15:8] |
Access W W w W W w W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPKEY[7:0]
Access W W w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CFGFRZ WPEN
Access R/W R/W
Reset 0 0

Bits 31:8 - WPKEY[23:0] Write Protection Key

Value Name Description
0x4D4154 PASSWD Writing any other value in this field aborts the write operation of the WPEN and CFGFRZ bits.
Always reads as 0.

Bit 7 - CFGFRZ Configuration Freeze

Value Description

0 The MATRIX configuration is not frozen.

1 Freezes the MATRIX configuration until hardware reset. The registers that can be protected by the WPEN bit
and the Write Protection Mode Register are no longer modifiable.

Bit 0 - WPEN Write Protection Enable
See Register Write Protection for the list of registers that can be write-protected.

Value Description

0 Disables the write protection if WPKEY corresponds to 0x4D4154 (“MAT" in ASCII).
1 Enables the write protection if WPKEY corresponds to 0x4D4154 (“MAT" in ASCII).
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15.9.12. MATRIX Write Protection Status Register

Name:
Offset:
Reset:

MATRIX_WPSR
Ox01E8
0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| WPVSRC[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
| WPVSRC[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPVS
Access R
Reset 0

Bits 23:8 - WPVSRC[15:0] Write Protection Violation Source
When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been

attempted.

Bit 0 - WPVS Write Protection Violation Status

Value Description

No write protection violation has occurred since the last write of the MATRIX_WPMR.

0
1

A write protection violation has occurred since the last write of the MATRIX_WPMR. If this violation is an
unauthorized attempt to write a protected register, the associated violation is reported into field WPVSRC.
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16. DMA Controller (XDMAC)

16.1. Description

The DMA Controller (XDMAC) is a central direct memory access controller. It performs peripheral
data transfer and memory move operations over one or two bus ports through the unidirectional
communication channel. Each channel is fully programmable and provides both peripheral or
memory-to-memory transfers.

16.2. Embedded Characteristics

2 System Bus Host Interfaces
16 DMA Channels

51 Hardware Requests

4 Kbytes Embedded FIFO

Supports Peripheral-to-Memory, Memory-to-Peripheral, or Memory-to-Memory Transfer
Operations

Peripheral DMA Operation Runs on Bytes (8-bit), Half-Word (16-bit) and Word (32-bit)
Memory DMA Operation Runs on Bytes (8 bit), Half-Word (16-bit) and Word (32 -bit)
Supports Hardware and Software Initiated Transfers

Supports Linked List Operations

Supports Incrementing or Fixed Addressing Mode

Supports Programmable Independent Data Striding for Source and Destination
Supports Programmable Independent Microblock Striding for Source and Destination
Configurable Priority Group and Arbitration Policy

Programmable AHB Burst Length

Configuration Interface on Peripheral Bus

XDMAC Architecture Includes Multiport FIFO

Supports Multiple View Channel Descriptor

Automatic Flush of Channel Trailing Bytes

Automatic Coarse-Grain and Fine-Grain Clock Gating

Hardware Acceleration of Memset Pattern

Supports Configurable Quality of Service per Channel
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16.3. Block Diagram

Figure 16.1. XDMAC Block Diagram
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16.4. DMA Controller Peripheral Connections

DMA Controller 0 manages transfers between peripherals and memory, and receives the triggers
from the peripherals listed in the following table.

Table 16.1. DMA Channels Definitions (XDMACOQ)

Channel T/R Interface Number

FLEXCOMO Transmit 0

FLEXCOMO Receive 1

FLEXCOM1 Transmit 2

FLEXCOM1 Receive 3
FLEXCOM2 Transmit 4
FLEXCOM2 Receive 5
FLEXCOM3 Transmit 6
FLEXCOM3 Receive 7
FLEXCOM4 Transmit 8
FLEXCOM4 Receive 9
FLEXCOM5 Transmit 10
FLEXCOM5 Receive 11
FLEXCOM6 Transmit 12
FLEXCOM6 Receive 13
FLEXCOM7 Transmit 14
FLEXCOM7 Receive 15
FLEXCOMS8 Transmit 16
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Table 16.1. DMA Channels Definitions (XDMACO) (continued)

Channel T/R Interface Number

FLEXCOMS8 Receive 17
FLEXCOM9 Transmit 18
FLEXCOM9 Receive 19
FLEXCOM10 Transmit 20
FLEXCOM10 Receive 21
FLEXCOM11 Transmit 22
FLEXCOM11 Receive 23
FLEXCOM12 Transmit 24
FLEXCOM12 Receive 25
QSPI Transmit 26
QSPI Receive 27
DBGU Transmit 28
DBGU Receive 29
TDES Receive 30
TDES Transmit 31
AES Transmit 32
AES Receive 33
SHA Transmit 34
CLASSD Transmit 35
[12SMCC Transmit 36
12SMCC Receive 37
SSC Transmit 38
SSC Receive 39
ADC Receive 40
TCO Receive 41
TC1 Receive 42
TC1_CPA Compare Counter A, Timer Channel 1 43
TC4_CPA Compare Counter A, Timer Channel 4 44
TC1_CPB Compare Counter B, Timer Channel 1 45
TC4_CPB Compare Counter B Timer Channel 4 46
TC1_CPC Compare Counter C, Timer Channel 1 47
TC4_CPC Compare Counter C, Timer Channel 4 48
TC1_ETRG External Event trigger, timer channel 1 for TC1_ETRG 49
TC4_ETRG External Event trigger, timer channel 1 for TC4_ETRG 50

16.5. Functional Description

16.5.1. Basic Definitions

Source Peripheral: Client device, memory mapped on the interconnection network, from where the
XDMAC reads data. The source peripheral teams up with a destination peripheral to form a channel.
A data read operation is scheduled when the peripheral transfer request is asserted.

Destination Peripheral: Client device, memory mapped on the interconnection network, to which
the XDMAC writes. A write data operation is scheduled when the peripheral transfer request is
asserted.

Channel: The data movement between source and destination creates a logical channel.
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Stride: Number of address locations between successive elements/data measured in bytes.

Transfer Type: The transfer is hardware-synchronized when it is paced by the peripheral hardware
request, otherwise the transfer is self-triggered (memory to memory transfer).

XDMAC Host Transfer: The host transfer is composed of a linked list of blocks. The channel
address, control and configuration registers can be modified at the inter block boundary. The
descriptor structure modifies the channel registers conditionally. Interrupts can be generated on a
per block basis or when the end of linked list event occurs.

XDMAC Block: An XDMAC block is composed of a programmable number of microblocks. The
channel configuration registers remain unchanged at the inter microblock boundary. The source
and destination addresses are conditionally updated with a programmable signed number.

XDMAC Microblock: The microblock is composed of a programmable number of data. The channel
configuration registers remain unchanged at the data boundary. The data address may be fixed (a
FIFO location, a peripheral transmit or receive register), incrementing (a memory-mapped area) by a
programmable signed number.

XDMAC Burst and Incomplete Burst: In order to improve the overall performance when accessing
dynamic external memory, burst access is mandatory. Each data of the microblock is considered

as a part of a memory burst. The programmable burst value indicates the largest memory burst
allowed on a per channel basis. When the microblock length is not an integral multiple of the burst
size, an incomplete burst is performed to read or write the last trailing bytes.

XDMAC Chunk and Incomplete Chunk: When a peripheral synchronized transfer is activated, the
microblock splits into a number of data chunks. The chunk size is programmable. The larger the
chunk is, the better the performance is. When the transfer size is not a multiple of the chunk size,
the last chunk may be incomplete.
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16.5.2. Data Striding Diagram

Figure 16.2. Data Striding Diagram
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16.5.3. Transfer Hierarchy Diagrams

Figure 16.3. XDMAC Memory Transfer Hierarchy
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16.5.4. Peripheral Synchronized Transfer

A peripheral hardware request interface is used to control the pace of the chunk transfer. When a
peripheral is ready to transmit or receive a chunk of data, it asserts its request line and the DMA
Controller transfers a data to or from the memory to the peripheral.

16.5.4.1.Peripheral to Memory Transfer
XDMAC reads data from the source peripheral and writes to the destination memory location.

Figure 16.4. Peripheral to Memory Transfer Hierarchy

Host Transfer
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M\
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It is a peripheral synchronized transfer, which means the memory transaction is synchronized
with the hardware trigger that comes from the corresponding peripheral. It is also possible to use
software trigger to initiate data transfer. Peripheral to memory transfer has a total of five levels
of data transactions. They are Host, Block, Microblock, Burst, and Chunk level transactions. Host,
Block, Microblock, and Burst level transactions work exactly the same way as explained earlier in
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the memory to memory data transfer section. In peripheral to memory data transfer, the burst level
transaction is further split into chunk level data transaction to have higher granularity.

XDMAC Chunk and Incomplete Chunk: When a peripheral to memory transfer is activated, the
burst level transaction is further split into a number of data chunks. The chunk size is configured
in CSIZE field of XDMAC Channel Configuration Register (XDMAC_CCx). The chunk size denotes the
number of ‘data’ to be transferred from the corresponding peripheral receive register to memory.
In general, the chunk size is set as 1 data’ in most of the peripherals (example: - UART, SPI, TWI,
etc.), as the maximum size of their receive register is ‘1 data'. In specific scenarios, the chunk size is
chosen more than 1 data. For example, the data receive/input registers of AES and HSMCI modules
can hold more than ‘1 data’. So, the chunk size can be chosen as '2/4/8/16 data' accordingly. In

this case, the larger the chunk size is, the better the performance is. When the amount of data
chunks read becomes equal to the memory burst size, the actual data transaction starts (as a
memory burst). During ‘peripheral to memory’ transfer, the data chunks are first read and stored
into XDMAC's internal FIFO buffer. If their size becomes equal to the memory burst size, the FIFO
buffer gets flushed out automatically, which makes ‘memory burst transfer’. When the microblock
size is not a multiple of the chunk size, the last chunk being transferred contains the last trailing
data.

Note: If the chunk size is chosen as more than '1 data' for peripherals like UART, SPI, TWI, etc.,
XDMAC reads the same data register (receive/input register) multiple times. As a result, multiple
copies of the same data are stored in the memory.

16.5.4.2.Memory to Peripheral Transfer
XDMAC reads data from the source memory location and writes to the destination peripheral.

Figure 16.5. Memory to Peripheral Transfer Hierarchy
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Memory to Peripheral transfer is also a peripheral synchronized transfer. It has a total of four levels
of data transactions. They are Host, Block, Microblock, and Chunk level transactions. Host, Block,
and Microblock level transactions work exactly the same way as explained earlier in the memory to
memory data transfer section. In memory to peripheral data transfer, the burst level transaction is
not present. The microblock is directly split into a chunk level data transaction.

XDMAC Chunk and Incomplete Chunk: When a memory to peripheral transfer is activated, the
microblock level transaction is directly split into a number of data chunks. The chunk size is
configured in the CSIZE field of XDMAC Channel Configuration Register (XDMAC_CCx). The chunk
size denotes the number of ‘data’ to be transferred from memory to the corresponding peripheral
transmit register. In general, the chunk size is set as ‘1 data’ in most of the peripherals (example: -
UART, SPI, TWI, etc.), as the maximum size of their transmit register is ‘1 data’. In specific scenarios,
the chunk size chosen is more than 1 data. For example, the data transmit/output registers of AES
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and HSMCI modules can hold more than ‘1 data’. So, the chunk size can be chosen as '2/4/8/16 data'
accordingly. In this case, the larger the chunk size is, the better the performance. During ‘memory
to peripheral’ transfer, the data chunks are immediately transferred when there is a hardware/
software trigger. Memory burst size doesn't play any role here. When the microblock size is not a
multiple of the chunk size, the last chunk being transferred contains the last trailing data.

Note: In case the chunk size is chosen as more than '1 data' for peripherals like UART, SPI, TWI, etc.,
then XDMAC will overwrite the same data register (transmit/output register) with multiple data. As a
result, only the last data gets transmitted.

16.5.4.3.Software Triggered Synchronized Transfer

The Peripheral hardware request can be software controlled using the SWREQ field of the XDMAC
Global Channel Software Request Register (XDMAC_GSWR). The peripheral synchronized transfer

is paced using a processor write access in the XDMAC_GSWR. Each bit of that register triggers

a transfer request. The XDMAC Global Channel Software Request Status Register (XDMAC_GSWS)

indicates the status of the request; when set, the request is still pending.

16.5.5. XDMAC Transfer Software Operation
Note: When performing a memory-to-memory transfer, configure the field XDMAC_CCx.PERID
(where ‘X' is the index of the channel used for the transfer) to 0x7F.

16.5.5.1.Single Block Transfer With Single Microblock
1. Read the XDMAC Global Channel Status Register (XDMAC_GS) to select a free channel.

2. Clear the pending Interrupt Status bit(s) by reading the selected XDMAC Channel x Interrupt
Status Register (XDMAC_CISx).

3. Write the XDMAC Channel x Source Address Register (XDMAC_CSAX) for channel x.
Write the XDMAC Channel x Destination Address Register (XDMAC_CDAX) for channel x.

5. Program field UBLEN in the XDMAC Channel x Microblock Control Register (XDMAC_CUBCx) with
the number of data.

6. Program the XDMAC Channel x Configuration Register (XDMAC_CCx):
a. Clear XDMAC_CCx.TYPE for a memory-to-memory transfer, otherwise set this bit.

b. Configure XDMAC_CCx.MBSIZE to the memory burst size used.

c. Configure XDMAC_CCx.SAM and DAM to Memory Addressing mode.

d. Configure XDMAC_CCx.DSYNC to select the peripheral transfer direction.
e

Configure XDMAC_CCx.CSIZE to configure the channel chunk size (only relevant for
peripheral synchronized transfer).

Configure XDMAC_CCx.DWIDTH to configure the transfer data width.

g. Configure XDMAC_CCx.SIF, XDMAC_CCx.DIF to configure the host interface used to read data
and write data, respectively.

—h

h. Configure XDMAC_CCx.PERID to select the active hardware request line (only relevant for a
peripheral synchronized transfer).

i. Set XDMAC_CCx.SWREQ to use a software request (only relevant for a peripheral
synchronized transfer).

7. Clear the following five registers:
- XDMAC Channel x Next Descriptor Control Register (XDMAC_CNDCx)

- XDMAC Channel x Block Control Register (XDMAC_CBCx)

- XDMAC Channel x Data Stride Memory Set Pattern Register (XDMAC_CDS_MSPx)
- XDMAC Channel x Source Microblock Stride Register (XDMAC_CSUSXx)

- XDMAC Channel x Destination Microblock Stride Register (XDMAC_CDUSX)
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10.

This indicates that the linked list is disabled, there is only one block and striding is disabled.

Enable the Microblock interrupt by writing a ‘1’ to bit BIE in the XDMAC Channel x Interrupt
Enable Register (XDMAC_CIEx). Enable the Channel x Interrupt Enable bit by writing a ‘1’ to bit IEx
in the XDMAC Global Interrupt Enable Register (XDMAC_GIE).

Enable channel x by writing a 1" to bit ENx in the XDMAC Global Channel Enable Register
(XDMAC_GE). XDMAC_GS.STx (XDMAC Channel x Status bit) is set by hardware.

Once completed, the DMA channel sets XDMAC_CISx.BIS (End of Block Interrupt Status bit) and
generates an interrupt. XDMAC_GS.STx is cleared by hardware. The software can either wait for
an interrupt or poll the channel status bit.

16.5.5.2.Single Block Transfer With Multiple Microblock

1.

O No Uk LN

10.
11.

Read the XDMAC_GS register to choose a free channel.
Clear the pending Interrupt Status bit by reading the chosen XDMAC_CISx register.
Write the XDMAC_CSAX register for channel x.
Write the XDMAC_CDAX register for channel x.
Program XDMAC_CUBCx.UBLEN with the number of data.
Program XDMAC_CCx register (see “Single Block Transfer With Single Microblock”).
Program XDMAC_CBCx.BLEN with the number of microblocks of data.
Clear the following registers:
- XDMAC_CNDCx
- XDMAC_CDS_MSPx

- XDMAC_CSUSx XDMAC_CDUSx
This indicates that the linked list is disabled and striding is disabled.

Enable the Block interrupt by writing a ‘1’ to XDMAC_CIEx.BIE, enable the Channel x Interrupt
Enable bit by writing a ‘1" to XDMAC_GIEX.IEx.

Enable channel x by writing a ‘1" to the XDMAC_GE.ENx. XDMAC_GS.STx is set by hardware.

Once completed, the DMA channel sets XDMAC_CISx.BIS (End of Block Interrupt Status bit) and
generates an interrupt. XDMAC_GS.STx is cleared by hardware. The software can either wait for
an interrupt or poll the channel status bit.

16.5.5.3.Host Transfer

1.
2.
3.
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Read the XDMAC_GS register to choose a free channel.
Clear the pending Interrupt Status bit by reading the chosen XDMAC_CISx register.

Build a linked list of transfer descriptors in memory. The descriptor view is programmable on a
per descriptor basis. The linked list items structure must be word aligned. MBR_UBC.NDE must
be configured to 0 in the last descriptor to terminate the list.

Configure field NDA in the XDMAC Channel x Next Descriptor Address Register (XDMAC_CNDAX)
with the first descriptor address and bit XDMAC_CNDAXx.NDAIF with the host interface identifier.

Configure the XDMAC_CNDCx register:
a. Set XDMAC_CNDCx.NDE to enable the descriptor fetch.

b. Set XDMAC_CNDCx.NDSUP to update the source address at the descriptor fetch time,
otherwise clear this bit.

c. Set XDMAC_CNDCx.NDDUP to update the destination address at the descriptor fetch time,
otherwise clear this bit.

d. Configure XDMAC_CNDCx.NDVIEW to define the length of the first descriptor.
Enable the End of Linked List interrupt by writing a ‘1’ to XDMAC_CIEX.LIE.
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Enable channel x by writing a "1’ to XDMAC_GE.ENx. XDMAC_GS.STx is set by hardware.

Once completed, the DMA channel sets XDMAC_CISx.BIS (End of Block Interrupt Status bit) and
generates an interrupt. XDMAC_GS.STx is cleared by hardware. The software can either wait for
an interrupt or poll the channel status bit.

16.5.5.4.Disabling A Channel Before Transfer Completion

Under normal operation, the software enables a channel by writing a ‘1’ to XDMAC_GE.ENX, then
the hardware disables a channel on transfer completion by clearing bit XDMAC_GS.STx. To disable a
channel, write a ‘1" to bit XDMAC_GD.DIx and poll the XDMAC_GS register.

16.6. Linked List Descriptor Operation
16.6.1. Linked List Descriptor View
16.6.1.1.Channel Next Descriptor View 0-3 Structures

Table 16.2. Channel Next Descriptor View 0-3 Structures

Channel Next Descriptor Offset Structure Member m

View 0 Structure

View 1 Structure

View 2 Structure

View 3 Structure

DSCR_ADDR+0x00
DSCR_ADDR+0x04
DSCR_ADDR+0x08
DSCR_ADDR+0x00
DSCR_ADDR+0x04
DSCR_ADDR+0x08
DSCR_ADDR+0x0C
DSCR_ADDR+0x00
DSCR_ADDR+0x04
DSCR_ADDR+0x08
DSCR_ADDR+0x0C
DSCR_ADDR+0x10
DSCR_ADDR+0x00
DSCR_ADDR+0x04
DSCR_ADDR+0x08
DSCR_ADDR+0x0C
DSCR_ADDR+0x10
DSCR_ADDR+0x14
DSCR_ADDR+0x18
DSCR_ADDR+0x1C
DSCR_ADDR+0x20

Next Descriptor Address Member
Microblock Control Member
Transfer Address Member

Next Descriptor Address Member
Microblock Control Member
Source Address Member
Destination Address Member
Next Descriptor Address Member
Microblock Control Member
Source Address Member
Destination Address Member
Configuration Register

Next Descriptor Address Member
Microblock Control Member
Source Address Member
Destination Address Member
Configuration Member

Block Control Member

Data Stride Member

Source Microblock Stride Member

Destination Microblock Stride Member

16.6.2. Descriptor Structure Members Description
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XDMAC_MBR_NDA
XDMAC_MBR_UBC
XDMAC_MBR_TA
XDMAC_MBR_NDA
XDMAC_MBR_UBC
XDMAC_MBR_SA
XDMAC_MBR_DA
XDMAC_MBR_NDA
XDMAC_MBR_UBC
XDMAC_MBR_SA
XDMAC_MBR_DA
XDMAC_MBR_CFG
XDMAC_MBR_NDA
XDMAC_MBR_UBC
XDMAC_MBR_SA
XDMAC_MBR_DA
XDMAC_MBR_CFG
XDMAC_MBR_BC
XDMAC_MBR_DS
XDMAC_MBR_SUS
XDMAC_MBR_DUS
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16.6.2.1.Descriptor Structure Microblock Control Member

Name: MBR_UBC
Property: Read-only

Bit 31 30 29 28 27 26 25 24
| | QOSI[1:0] | NVIEW[1:0] | NDEN | NSEN | NDE
Access R R R R R R R
Reset
Bit 23 22 21 20 19 18 17 16
| UBLEN[23:16] |
Access R R R R R R R R
Reset
Bit 15 14 13 12 11 10 9 8
UBLEN[15:8] |
Access R R R R R R R R
Reset
Bit 7 6 5 4 3 2 1 0
UBLEN[7:0] |
Access R R R R R R R R
Reset

Bits 30:29 - QOS[1:0] Channel Quality of Service Level
This field indicates the current quality of service level for the channel. Refer to the section “Bus
Matrix (MATRIX)".

Bits 28:27 - NVIEW[1:0] Next Descriptor View

NDVO Next Descriptor View 0
1 NDV1 Next Descriptor View 1
2 NDV2 Next Descriptor View 2
3 NDV3 Next Descriptor View 3

Bit 26 - NDEN Next Descriptor Destination Update

Destination parameters remain unchanged.
1 Destination parameters are updated when the descriptor is retrieved.

Bit 25 - NSEN Next Descriptor Source Update

Source parameters remain unchanged.
1 Source parameters are updated when the descriptor is retrieved.

Bit 24 - NDE Next Descriptor Enable

Descriptor fetch is disabled.
1 Descriptor fetch is enabled.
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Bits 23:0 - UBLEN[23:0] Microblock Length
This field indicates the number of data in the microblock. The microblock contains UBLEN data.

16.7. XDMAC Maintenance Software Operations

16.7.1. Disabling a Channel

A disable channel request occurs when a write operation is performed in the XDMAC_GD

register. If the channel is source peripheral synchronized (bit XDMAC_CCx.TYPE is set and bit
XDMAC_CCx.DSYNC is cleared), then pending bytes (bytes located in the FIFO) are written to memory
and bit XDMAC_CISx.DIS is set. If the channel is not source peripheral synchronized, the current
channel transaction (read or write) is terminated and XDMAC_CISx.DIS is set. XDMAC_GS.STx is
cleared by hardware when the current transfer is completed. The channel is no longer active and
can be reused.

16.7.2. Suspending a Channel

A disable channel request occurs when a write operation is performed in the XDMAC_GD

register. If the channel is source peripheral synchronized (bit XDMAC_CCx.TYPE is set and bit
XDMAC_CCx.DSYNC is cleared), then pending bytes (bytes located in the FIFO) are written to memory
and bit XDMAC_CISx.DIS is set. If the channel is not source peripheral synchronized, the current
channel transaction (read or write) is terminated and XDMAC_CISx.DIS is set. XDMAC_GS.STx is
cleared by hardware when the current transfer is completed. The channel is no longer active and
can be reused.

16.7.3. Flushing a Channel

A FIFO flush command is issued by writing to the XDMAC_SWEF register. The content of the FIFO is
written to memory. XDMAC_CISx.FIS (End of Flush Interrupt Status bit) is set when the last byte is
successfully transferred to memory. The channel is not disabled. The flush operation is not blocking,
meaning that read operation can be scheduled during the flush write operation. The flush operation
is only relevant for peripheral to memory transfer where pending peripheral bytes are buffered into
the channel FIFO.

16.7.4. Maintenance Operation Priority

16.7.4.1.Disable Operation Priority
* When a disable request occurs on a suspended channel, the XDMAC_GWS.WSx (Channel x Write

Suspend bit) is cleared. If the transfer is source peripheral synchronized, the pending bytes are
drained to memory. The bit XDMAC_CISx.DIS is set.

+ When a disable request follows a flush request, if the flush last transaction is not yet scheduled,
the flush request is discarded and the disable procedure is applied. Bit XDMAC_CISx.FIS is not set.
Bit XDMAC_CISx.DIS is set when the disable request is completed. If the flush request transaction
is already scheduled, the XDMAC_CISx.FIS is set. XDMAC_CISx.DIS is also set when the disable
request is completed.

16.7.4.2.Flush Operation Priority

+ When a flush request occurs on a suspended channel, if there are pending bytes in the FIFO, they
are written out to memory, XDMAC_CISX.FIS is set. If the FIFO is empty, XDMAC_CISx.FIS is also
set.

+ If the flush operation is performed after a disable request, the flush command is ignored.
XDMAC_CISx.FIS is not set.

16.7.4.3.Suspend Operation Priority

If the suspend operation is performed after a disable request, the write suspend operation is
ignored.
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16.8. XDMAC Software Requirements

Write operations to channel registers are not be performed in an active channel after the channel
is enabled. If any channel parameters must be reprogrammed, this can only be done after
disabling the XDMAC channel.

XDMAC_CSAx and XDMAC_CDAXx channel registers must be programmed with a byte, half-word
or word aligned address depending on the Channel x Data Width field (DWIDTH) of the XDMAC
Channel x Configuration Register. When a memory-to-peripheral transfer is performed, the
XDMAC_CSAXx address register has no alignment requirement.

When a memory-to-memory transfer is performed, configure the field XDMAC_CCx.PERID (where
‘X" is the index of the channel used for the transfer) to peripheral ID 127 (refer to the table
“Peripheral Identifiers”).

When XDMAC_CC.INITD is set to 0, XDMAC_CUBC.UBLEN and XDMAC_CNDA.NDA field values are
unreliable when the descriptor is being updated. The following procedure applies to get the
buffer descriptor identifier and the residual bytes:

Read XDMAC7CNDAX.NDA(ndaO)

Read XDMAC CCx.INITD(initdO)

Read XDMAC_CCX.INITD(initdO)

Read XDMAC CUBCx.UBLEN (ublen)

Read XDMAC CCx.INITD(initdl)

Read XDMA_CNDAX.NDA(ndal)

If (nda0 == ndal && initd0 == 1 && initdl == 1).
Then the ublen is correct, the buffer id is nda.
Else retry

See the figure below.

Figure 16.6. INITD Timing Diagram

XDMAC_CUBCx.UBLEN

buffer0 buffer1 7\ bufferd buffer1 buffer0
v AN
s N
v N
s AN
7 N
e AN
7 AN
7 N
7 N
XDMAC_CCx.INITD | |
XDMAC_CUBCx.UBLEN 0 X buffer1.ublen X buffer0.ublen
XDMAC_CNDAx.NDA buffer1.nda X buffer0.nda
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16.9. Register Summary

[Offset | Name [ Bitpos| 7| 6 | 5 | 4 | 3 | 2 | 1 | o
31:24

23:1 NB_REQI6:

0x00 XDMAC_GTYPE 316 -REQIE:0]
15:8 FIFO_SZ[10:3]
7:0 FIFO_SZ[2:0] NB_CH[4:0]
31:24
23:16

0x04 XDMAC_GCFG
15:8 BXKBEN
7:0 CGDISIF CGDISFIFO ~ CGDISPIPE =~ CGDISREG
31:24
23:16

0x08 XDMAC_GWAC
15:8 PW3[3:0] PW2[3:0]
7:0 PW1[3:0] PWO0[3:0]
31:24
23:16

0x0C XDMAC_GIE
15:8 IE15 IE14 IE13 IE12 IE11 IE10 IE9 IE8
7:0 IE7 IE6 IE5 IE4 IE3 IE2 IE1 IEO
31:24
23:16

0x10 XDMAC_GID
15:8 ID15 ID14 ID13 ID12 ID11 ID10 D9 ID8
7:0 ID7 ID6 ID5 D4 ID3 ID2 ID1 IDO
31:24
23:16

0x14 XDMAC_GIM
15:8 IM15 IM14 IM13 IM12 IM11 IM10 IM9 IM8
7:0 IM7 IM6 IM5 IM4 IM3 IM2 IM1 IMO
31:24
23:16

0x18 XDMAC_GIS
15:8 IS15 IS14 IS13 1S12 IS11 IS10 1S9 IS8
7:0 IS7 1S6 IS5 1S4 IS3 1S2 IS1 1SO
31:24
23:16

0x1C XDMAC_GE
15:8 EN15 EN14 EN13 EN12 EN11 EN10 EN9 EN8
7:0 EN7 EN6 EN5 EN4 EN3 EN2 EN1 ENO
31:24
23:16

0x20 XDMAC_GD
15:8 DI15 DI14 DI13 DI12 DI11 DI10 DI9 DI8
7:0 DI7 DI6 DI5 DI4 DI3 DI2 DI DIO
31:24
23:16

0x24 XDMAC_GS
15:8 ST15 ST14 ST13 ST12 ST11 ST10 ST9 ST8
7:0 ST7 ST6 ST5 ST4 ST3 ST2 ST1 STO
31:24
23:16

0x28 XDMAC_GRS
15:8 RS15 RS14 RS13 RS12 RS11 RS10 RS9 RS8
7:0 RS7 RS6 RS5 RS4 RS3 RS2 RS1 RSO
31:24
23:16

0x2C XDMAC_GWS
15:8 WS15 WS14 WS13 WS12 WS11 WS10 WS9 WSs8
7:0 WS7 WS6 WS5 WS4 WS3 WS2 WS1 WSO
31:24
23:16

0x30 XDMAC_GRWS
15:8 RWS15 RWS14 RWS13 RWS12 RWS11 RWS10 RWS9 RWS8
7:0 RWS7 RWS6 RWS5 RWS4 RWS3 RWS2 RWS1 RWSO
31:24
23:16

0x34 XDMAC_GRWR
15:8 RWR15 RWR14 RWR13 RWR12 RWR11 RWR10 RWR9 RWR8
7:0 RWR7 RWR6 RWR5 RWR4 RWR3 RWR2 RWR1 RWRO
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Register Summary (continued)

I S T S S S N

23:16
0x38 XDMAC_GSWR
- 15:8 SWREQ15 = SWREQ14  SWREQ13 = SWREQ12  SWREQ11 = SWREQ10 SWREQ9 SWREQS
7:0 SWREQ7 SWREQ6 SWREQ5 SWREQ4 SWREQ3 SWREQ2 SWREQ1 SWREQO
31:24
0x3C XDMAC_GSWS 2316
- 15:8 SWRS15 SWRS14 SWRS13 SWRS12 SWRS11 SWRS10 SWRS9 SWRS8
7:0 SWRS7 SWRS6 SWRS5 SWRS4 SWRS3 SWRS2 SWRS1 SWRSO
31:24
0x40 XDMAC_GSWF 2316
- 15:8 SWF15 SWF14 SWF13 SWF12 SWF11 SWF10 SWF9 SWF8
7:0 SWF7 SWF6 SWF5 SWF4 SWF3 SWF2 SWF1 SWFO
0x44
Reserved
Ox4F
31:24
23:16
0x50 XDMAC_CIEO
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x54 XDMAC_CIDO
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x58 XDMAC_CIMO
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x5C XDMAC_CISO
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x60 XDMAC_CSAQO
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x64 XDMAC_CDAO
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x68 XDMAC_CNDAO
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x6C XDMAC_CNDCO
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x70 XDMAC_CUBCO
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x74 XDMAC_CBCO
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x78 XDMAC_CCO
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
0x7C  XDMAC_CDS_MSPO
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x80 XDMAC_CSUSO L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16]
0x84 XDMAC_CDUSO
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x88
Reserved
Ox8F
31:24
23:16
0x90 XDMAC_CIE1T
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x94 XDMAC_CID1
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x98 XDMAC_CIM1
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x9C XDMAC_CIS1T
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
O0xAO0 XDMAC_CSA1
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0xA4 XDMAC_CDA1
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
OxA8 XDMAC_CNDAT1
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
OxAC XDMAC_CNDC1
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0xBO XDMAC_CUBC1
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0xB4 XDMAC_CBC1
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0xB8 XDMAC_CC1
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
0xBC  XDMAC_CDS_MSP1
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0xCO XDMAC_CSUS1 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16]
0xC4 XDMAC_CDUS1
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0xC8
Reserved
OxCF
31:24
23:16
0xDO XDMAC_CIE2
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0xD4 XDMAC_CID2
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0xD8 XDMAC_CIM2
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0xDC XDMAC_CIS2
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
OxEO XDMAC_CSA2
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
OxE4 XDMAC_CDA2
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
OxE8 XDMAC_CNDA2
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
OxEC XDMAC_CNDC2
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
OxFO XDMAC_CUBC2
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
OxF4 XDMAC_CBC2
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
OxF8 XDMAC_CC2
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
O0xFC XDMAC_CDS_MSP2
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0100 XDMAC_CSUS2 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0104 XDMAC_CDUS2 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0108
Reserved
0x010F
31:24
23:16
0x0110 XDMAC_CIE3
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0114 XDMAC_CID3
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0118 XDMAC_CIM3
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x011C XDMAC_CIS3
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x0120 XDMAC_CSA3
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x0124 XDMAC_CDA3
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x0128 XDMAC_CNDA3
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x012C XDMAC_CNDC3
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x0130 XDMAC_CUBC3
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x0134 XDMAC_CBC3
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x0138 XDMAC_CC3
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
0x013C XDMAC_CDS_MSP3
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0140 XDMAC_CSUS3 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16]
0x0144 XDMAC_CDUS3
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0148
Reserved
0x014F
31:24
23:16
0x0150 XDMAC_CIE4
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0154 XDMAC_CID4
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0158 XDMAC_CIM4
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x015C XDMAC_CIS4
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x0160 XDMAC_CSA4
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x0164 XDMAC_CDA4
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x0168 XDMAC_CNDA4
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x016C XDMAC_CNDC4
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x0170 XDMAC_CUBC4
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x0174 XDMAC_CBC4
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x0178 XDMAC_CC4
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
0x017C XDMAC_CDS_MSP4
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0180 XDMAC_CSUS4 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0184 XDMAC_CDUS4 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0188
Reserved
0x018F
31:24
23:16
0x0190 XDMAC_CIES
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0194 XDMAC_CID5
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0198 XDMAC_CIM5
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x019C XDMAC_CIS5
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x01A0 XDMAC_CSA5S
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x01A4 XDMAC_CDA5S
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x01A8 XDMAC_CNDA5S
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x01AC XDMAC_CNDC5
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x01BO XDMAC_CUBC5
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x01B4 XDMAC_CBC5
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x01B8 XDMAC_CC5
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
0x01BC XDMAC_CDS_MSP5
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x01CO XDMAC_CSUS5 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x01C4 XDMAC_CDUS5 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x01C8
Reserved
0x01CF
31:24
23:16
0x01D0 XDMAC_CIE6
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x01D4 XDMAC_CID6
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x01D8 XDMAC_CIM6
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x01DC XDMAC_CIS6
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
Ox01EO XDMAC_CSA6
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
Ox01E4 XDMAC_CDA6
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
Ox01E8 XDMAC_CNDA6
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
Ox01EC XDMAC_CNDC6
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x01F0 XDMAC_CUBC6
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
Ox01F4 XDMAC_CBC6
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x01F8 XDMAC_CC6
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
0x01FC XDMAC_CDS_MSP6
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0200 XDMAC_CSUS6 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0204 XDMAC_CDUS6 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0208
Reserved
0x020F
31:24
23:16
0x0210 XDMAC_CIE7
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0214 XDMAC_CID7
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0218 XDMAC_CIM7
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x021C XDMAC_CIS7
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x0220 XDMAC_CSA7
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x0224 XDMAC_CDA7
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x0228 XDMAC_CNDA7
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x022C XDMAC_CNDC7
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x0230 XDMAC_CUBC7
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x0234 XDMAC_CBC7
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x0238 XDMAC_CC7
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0
0x023C XDMAC_CDS_MSP7 = [7:0]
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0240 XDMAC_CSUS7 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0244 XDMAC_CDUS7 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0248
Reserved
0x024F
31:24
23:16
0x0250 XDMAC_CIE8
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0254 XDMAC_CID8
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0258 XDMAC_CIM8
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x025C XDMAC_CIS8
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x0260 XDMAC_CSA8
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x0264 XDMAC_CDAS8
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x0268 XDMAC_CNDAS8
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x026C XDMAC_CNDC8
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x0270 XDMAC_CUBCS8
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x0274 XDMAC_CBC8
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x0278 XDMAC_CC8
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
0x027C XDMAC_CDS_MSP8
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0280 XDMAC_CSUS8 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0284 XDMAC_CDUSS8 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0288
Reserved
0x028F
31:24
23:16
0x0290 XDMAC_CIE9
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0294 XDMAC_CID9
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0298 XDMAC_CIM9
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x029C XDMAC_CIS9
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x02A0 XDMAC_CSA9
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x02A4 XDMAC_CDA9
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x02A8 XDMAC_CNDA9
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x02AC XDMAC_CNDC9
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x02B0 XDMAC_CUBC9
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x02B4 XDMAC_CBC9
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x02B8 XDMAC_CC9
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

23:16 DDS_MSP[7:0]
0x02BC XDMAC_CDS_MSP9
15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x02C0 XDMAC_CSUS9 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x02C4 XDMAC_CDUS9 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x02C8
Reserved
0x02CF
31:24
23:16
0x02D0 XDMAC_CIET0
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x02D4 XDMAC_CID10
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x02D8 XDMAC_CIM10
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x02DC XDMAC_CIS10
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x02EO0 XDMAC_CSA10
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x02E4 XDMAC_CDA10
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
Ox02E8 XDMAC_CNDA10
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x02EC ~ XDMAC_CNDC10 158
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x02F0 XDMAC_CUBC10
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x02F4 XDMAC_CBC10
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x02F8 XDMAC_CC10
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

OX02FC XDMAC_CDS_MSP1 23:16 DDS_MSP[7:0]
0 15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0300 XDMAC_CSUS10 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0304 XDMAC_CDUS10 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0308
Reserved
0x030F
31:24
23:16
0x0310 XDMAC_CIET1
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0314 XDMAC_CID11
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0318 XDMAC_CIM11
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x031C XDMAC_CIS11
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x0320 XDMAC_CSA11
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x0324 XDMAC_CDA11
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x0328 XDMAC_CNDA11
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x032C  XDMAC_CNDC11
15:8
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x0330 XDMAC_CUBC11
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x0334 XDMAC_CBC11
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x0338 XDMAC_CC11
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

XDMAC_CDS_MSP1 23:16 DDS_MSP[7:0]
0x033C
1 15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0340 XDMAC_CSUS11 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0344 XDMAC_CDUS11 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0348
Reserved
0x034F
31:24
23:16
0x0350 XDMAC_CIE12
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0354 XDMAC_CID12
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0358 XDMAC_CIM12
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x035C XDMAC_CIS12
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x0360 XDMAC_CSA12
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x0364 XDMAC_CDA12
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x0368 XDMAC_CNDA12
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x036C  XDMAC_CNDC12 158
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x0370 XDMAC_CUBC12
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x0374 XDMAC_CBC12
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x0378 XDMAC_CC12
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

0x037C XDMAC_CDS_MSP1 23:16 DDS_MSP[7:0]
2 15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0380 XDMAC_CSUS12 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0384 XDMAC_CDUS12 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0388
Reserved
0x038F
31:24
23:16
0x0390 XDMAC_CIE13
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0394 XDMAC_CID13
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0398 XDMAC_CIM13
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x039C XDMAC_CIS13
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x03A0 XDMAC_CSA13
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x03A4 XDMAC_CDA13
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x03A8 XDMAC_CNDA13
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0Ox03AC XDMAC_CNDC13 158
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x03B0 XDMAC_CUBC13
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x03B4 XDMAC_CBC13
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x03B8 XDMAC_CC13
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

0x03BC XDMAC_CDS_MSP1 23:16 DDS_MSP[7:0]
3 15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x03C0 XDMAC_CSUS13 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x03C4 XDMAC_CDUS13 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x03C8
Reserved
0x03CF
31:24
23:16
0x03D0 XDMAC_CIE14
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x03D4 XDMAC_CID14
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x03D8 XDMAC_CIM14
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x03DC XDMAC_CIS14
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x03E0 XDMAC_CSA14
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
Ox03E4 XDMAC_CDA14
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
Ox03E8 XDMAC_CNDA14
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
Ox03EC = XDMAC_CNDC14 158
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x03F0 XDMAC_CUBC14
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x03F4 XDMAC_CBC14
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x03F8 XDMAC_CC14
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE

@ MICROCHIP



Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

OX03EC XDMAC_CDS_MSP1 23:16 DDS_MSP[7:0]
4 15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
23:16 SUBS[23:16
0x0400 XDMAC_CSUS14 L ]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16
0x0404 XDMAC_CDUS14 L ]
15:8 DUBS[15:8]
7:0 DUBS[7:0]
0x0408
Reserved
0x040F
31:24
23:16
0x0410 XDMAC_CIE15
15:8
7:0 ROIE WBIE RBIE FIE DIE LIE BIE
31:24
23:16
0x0414 XDMAC_CID15
15:8
7:0 ROID WBEID RBEID FID DID LID BID
31:24
23:16
0x0418 XDMAC_CIM15
15:8
7:0 ROIM WBEIM RBEIM FIM DIM LIM BIM
31:24
23:16
0x041C XDMAC_CIS15
15:8
7:0 ROIS WBEIS RBEIS FIS DIS LIS BIS
31:24 SA[31:24]
23:16 SA[23:16]
0x0420 XDMAC_CSA15
15:8 SA[15:8]
7:0 SA[7:0]
31:24 DA[31:24]
23:16 DA[23:16]
0x0424 XDMAC_CDA15
15:8 DA[15:8]
7:0 DA[7:0]
31:24 NDA[29:22]
23:16 NDA[21:14]
0x0428 XDMAC_CNDA15
15:8 NDA[13:6]
7:0 NDA[5:0] NDAIF
31:24
23:16
0x042C  XDMAC_CNDC15 158
7:0 QOS[1:0] NDVIEW[1:0] NDDUP NDSUP NDE
31:24
23:16 UBLEN[23:16]
0x0430 XDMAC_CUBC15
15:8 UBLEN[15:8]
7:0 UBLENI[7:0]
31:24
23:16
0x0434 XDMAC_CBC15
15:8 BLEN[11:8]
7:0 BLEN[7:0]
31:24 PERID[6:0]
23:16 WRIP RDIP INITD DAM[1:0] SAM[1:0]
0x0438 XDMAC_CC15
15:8 DIF SIF DWIDTHI[1:0] CSIZE[2:0]
7:0 MEMSET SWREQ DSYNC MBSIZE[1:0] TYPE
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Register Summary (continued)

I S T T S S NN

DDS_MSP[15:8]

0x043C XDMAC_CDS_MSP1 ~ 23:16 DDS_MSP[7:0]
5 15:8 SDS_MSP[15:8]
7:0 SDS_MSP[7:0]
31:24
0x0440 = XDMAC_CSUS15 23116 SUBS[23:16]
15:8 SUBS[15:8]
7:0 SUBS[7:0]
31:24
23:16 DUBS[23:16]
0x0444  XDMAC_CDUS15
15:8 DUBS[15:8]
7:0 DUBS[7:0]
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16.9.1. XDMAC Global Type Register

Name: XDMAC_GTYPE

Offset: 0x00
Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | NB_REQ[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
FIFO_SZ[10:3]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
FIFO_SZ[2:0] NB_CHI[4:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 22:16 - NB_REQ[6:0] Number of Peripheral Requests Minus One

Bits 15:5 - FIFO_SZ[10:0] Number of Bytes

Bits 4:0 - NB_CH[4:0] Number of Channels Minus One
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16.9.2. XDMAC Global Configuration Register

Name: XDMAC_GCFG
Offset: 0x04

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | BXKBEN |
Access R/W
Reset 0
Bit 7 6 5 4 3 2 1 0
CGDISIF CGDISFIFO | CGDISPIPE | CGDISREG
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bit 8 - BXKBEN Boundary X Kilobyte Enable

XDMAC generates a non-sequential attribute on the system bus when address crosses the 1-Kilobyte boundary
with a burst access.

1 XDMAC does not generate a non-sequential attribute on the system bus when address crosses the 1-Kilobyte
boundary with a burst access.

Bit 3 - CGDISIF Bus Interface Clock Gating Disable

The automatic clock gating is enabled for the system bus interface.
1 The automatic clock gating is disabled for the system bus interface.

Bit 2 - CGDISFIFO FIFO Clock Gating Disable

The automatic clock gating is enabled for the main FIFO.
1 The automatic clock gating is disabled for the main FIFO.

Bit 1 - CGDISPIPE Pipeline Clock Gating Disable

The automatic clock gating is enabled for the main pipeline.
1 The automatic clock gating is disabled for the main pipeline.

Bit 0 - CGDISREG Configuration Registers Clock Gating Disable
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Value Description

0 The automatic clock gating is enabled for the configuration registers.
1 The automatic clock gating is disabled for the configuration registers.
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16.9.3. XDMAC Global Weighted Arbiter Configuration Register

Name: XDMAC_GWAC
Offset: 0x08

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
PW3[3:0] PW2[3:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
PW1[3:0] PWOI[3:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 15:12 - PW3[3:0] Pool Weight 3

This field indicates the weight of pool 3 in the arbitration scheme of the DMA scheduler.

Bits 11:8 - PW2[3:0] Pool Weight 2

This field indicates the weight of pool 2 in the arbitration scheme of the DMA scheduler.

Bits 7:4 - PW1[3:0] Pool Weight 1

This field indicates the weight of pool 1 in the arbitration scheme of the DMA scheduler.

Bits 3:0 - PW0[3:0] Pool Weight 0

This field indicates the weight of pool 0 in the arbitration scheme of the DMA scheduler.
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16.9.4. XDMAC Global Interrupt Enable Register

Name: XDMAC_GIE
Offset: 0x0C
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
IE15 E14 [ €13 | E12 | IEMT | EW0 [ IE9 [ IE8 |
Access W W W W W W W w
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
IE7 IE6 IES IE4 IE3 IE2 IE1 IEO
Access W W W W W W W w
Reset - - - - - - - -

Bits 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - IEx XDMAC Channel x Interrupt Enable

0 This bit has no effect. The Channel x Interrupt Mask bit (XDMAC_GIM.IMx) is not modified.

1 The corresponding mask bit is set. The XDMAC Channel x Interrupt Status register (XDMAC_GIS) can generate
an interrupt.
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16.9.5. XDMAC Global Interrupt Disable Register

Name: XDMAC_GID
Offset: 0x10

Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
ID15 14 | m3 [ 12 [ 11 | 1o | D9 | b8 |
Access W W W W W W W w
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
ID7 ID6 ID5 ID4 ID3 ID2 ID1 IDO
Access W W W W W W W w
Reset - - - - - - - -

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - IDx XDMAC Channel x Interrupt Disable

0 This bit has no effect. The Channel x Interrupt Mask bit (XDMAC_GIM.IMx) is not modified.
1 The corresponding mask bit is reset. The Channel x Interrupt Status register interrupt (XDMAC_GIS) is masked.
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16.9.6. XDMAC Global Interrupt Mask Register

Name: XDMAC_GIM
Offset: 0x14

Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
IM15 M4 [ m13 | m12 | m11 [ m10 | M9 | M8 |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
IM7 IM6 IM5 IM4 IM3 IM2 IM1 IMO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - IMx XDMAC Channel x Interrupt Mask

0 This bit indicates that the channel x interrupt source is masked. The interrupt line is not raised.
1 This bit indicates that the channel x interrupt source is unmasked.
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16.9.7. XDMAC Global Interrupt Status Register

Name: XDMAC_GIS
Offset: 0x18

Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
1S15 IS14 | 1s13 [ is12 [ sttt | 1st0 | 1s9 | 1s8 |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
IS7 IS6 IS5 IS4 IS3 IS2 IS1 SO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - ISx XDMAC Channel x Interrupt Status

0 This bit indicates that either the interrupt source is masked at the channel level or no interrupt is pending for
channel x.
1 This bit indicates that an interrupt is pending for the channel x.
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16.9.8. XDMAC Global Channel Enable Register

Name: XDMAC_GE
Offset: 0x1C
Reset: -
Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
EN15 EN14 | EN13 | EN12 | EN11 | EN10 [ EN9 [ EN8 |
Access W W W W W W W w
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
EN7 EN6 ENS EN4 EN3 EN2 EN1 ENO
Access W W W W W W W w
Reset - - - - - - - -

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - ENx XDMAC Channel x Enable

0 This bit has no effect.
1 Enables channel n. This operation is permitted if the Channel x Status bit (XDMAC_GS.STx) was read as '0'.
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16.9.9. XDMAC Global Channel Disable Register

Name: XDMAC_GD
Offset: 0x20
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
DI15 pt4 | on3 | b2 [ bt | bro | D9 | D8 |
Access W W W W W W W w
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
DI7 DI6 DI5 D4 DI3 DI2 DI DIO
Access W W W W W W W w
Reset - -

Bits0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15 - DIx XDMAC Channel x Disable

Value Description
0 This bit has no effect.
1 Disables channel x.
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16.9.10. XDMAC Global Channel Status Register

Name: XDMAC_GS
Offset: 0x24

Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
ST15 sT14 | sm3 | sm2 | st | sti0 | sT9 | sT8 |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
ST7 ST6 STS ST4 ST3 ST2 ST1 STO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - STx XDMAC Channel x Status

0 This bit indicates that the channel x is disabled.

1 This bit indicates that the channel x is enabled. If a channel disable request is issued, this bit remains asserted
until pending transaction is completed.
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16.9.11. XDMAC Global Channel Read Suspend Register

Name: XDMAC_GRS
Offset: 0x28

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
RS15 RS14 | Rs13 | RS12 | RS11 | RS10 | RS9 | RS8 |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
RS7 RS6 RS5 RS4 RS3 RS2 RST RSO
Access R/W R/W RIW R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - RSx XDMAC Channel x Read Suspend

0 The read channel is not suspended.
1 The source requests for channel n are no longer serviced by the system scheduler.
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16.9.12. XDMAC Global Channel Write Suspend Register

Name: XDMAC_GWS
Offset: 0x2C

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
WS15 ws14 [ ws13 | ws12 | ws1t | wsto [ ws9 [ wss |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WS7 WS6 WS5 WS4 WS3 WS2 WS1 WSO
Access R/W R/W RIW R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - WSx XDMAC Channel x Write Suspend

0 The write channel is not suspended.
1 Destination requests are no longer routed to the scheduler.
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16.9.13. XDMAC Global Channel Read Write Suspend Register

Name: XDMAC_GRWS
Offset: 0x30

Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
RWS15 RWS14 | RWS13 [ RWS12 | RWS11 | RWS10 | RWS9 | RwSs |
Access W W W W W W W w
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
RWS7 RWS6 RWS5 RWS4 RWS3 RWS2 RWS1 RWSO
Access W W W W W W W w
Reset - - - - - - - -

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - RWSx XDMAC Channel x Read Write Suspend

0 No effect.
1 Read and write requests are suspended.
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16.9.14. XDMAC Global Channel Read Write Resume Register

Name: XDMAC_GRWR
Offset: 0x34

Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
RWR15 RWR14 | RWR13 | RWR12 | RWR11 | RWRI0 | RWR9 [ RWR8 |
Access W W W W W W W w
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
RWR7 RWR6 RWR5 RWR4 RWR3 RWR2 RWR1 RWRO
Access W W W W W W W w
Reset - - - - - -

Bits0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15 - RWRx XDMAC Channel x Read Write Resume

Value Description
0 No effect.

1 Read and write requests are serviced.
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16.9.15. XDMAC Global Channel Software Request Register

Name: XDMAC_GSWR
Offset: 0x38

Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| SWREQ15 | SWREQ14 | SWREQ13 | SWREQ12 | SWREQ11 | SWREQT0 | SWREQ9 | SWREQ8 |
Access W W W W W W W w
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
| SWREQ7 | SWREQ6 | SWREQ5 | SWREQ4 | SWREQ3 | SWREQ2 | SWREQ1 | SWREQO |
Access W W W w w w W w
Reset - - - - - - - -

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - SWREQx XDMAC Channel x Software Request

0 No effect.
1 Requests a DMA transfer for channel x.
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16.9.16. XDMAC Global Channel Software Request Status Register

Name: XDMAC_GSWS
Offset: 0x3C
Reset: 0x00000000
Property: Read-only
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
SWRS15 SWRS14 | SWRS13 | SWRS12 | SWRST1 | SWRS10 | SWRS9 | SWRS8 |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SWRS7 SWRS6 SWRS5 SWRS4 SWRS3 SWRS2 SWRS1 SWRSO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - SWRSx XDMAC Channel x Software Request Status

Value Description
0 Channel x source request is serviced.
1 Channel x source request is pending.
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16.9.17. XDMAC Global Channel Software Flush Request Register

Name: XDMAC_GSWF
Offset: 0x40

Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
SWF15 SWF14 | SWF13 [ SWF12 | SWF11 | SWF10 | SWF9 | SWF8 |
Access W W W W W W W w
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
SWF7 SWF6 SWF5 SWF4 SWF3 SWF2 SWF1 SWFO
Access W W W W W W W w
Reset - - - - -

Bits0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15 - SWFx XDMAC Channel x Software Flush Request

Value Description
0 No effect.
1 Requests a DMA transfer flush for channel x. This bit is only relevant when the transfer is source peripheral

synchronized.
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16.9.18. XDMAC Channel x Interrupt Enable Register [x=0..15]

Name: XDMAC_CIE

Offset: 0x50 + n*0x40 [n=0..15]
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
ROIE WBIE RBIE FIE DIE LIE BIE
Access W w W W W W W
Reset - - - - - - _

Bit 6 - ROIE Request Overflow Error Interrupt Enable

Value Description
0 No effect.
1 Enables request overflow error interrupt.

Bit 5 - WBIE Write Bus Error Interrupt Enable

Value Description
0 No effect.
1 Enables write bus error interrupt.

Bit 4 - RBIE Read Bus Error Interrupt Enable

Value Description
0 No effect.
1 Enables read bus error interrupt.

Bit 3 - FIE End of Flush Interrupt Enable

Value Description
0 No effect.
1 Enables end of flush interrupt.

Bit 2 - DIE End of Disable Interrupt Enable

Value Description
0 No effect.
1 Enables end of disable interrupt.
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Bit 1 - LIE End of Linked List Interrupt Enable

Value Description

0 No effect.
1 Enables end of linked list interrupt.

Bit 0 - BIE End of Block Interrupt Enable

Value Description

0 No effect.
1 Enables end of block interrupt.
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16.9.19. XDMAC Channel x Interrupt Disable Register [x = 0..15]

Name: XDMAC_CID

Offset: 0x54 + n*0x40 [n=0..15]
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
ROID WBEID RBEID FID DID LID BID
Access W w W W W W W
Reset - - - - - - _

Bit 6 - ROID Request Overflow Error Interrupt Disable

Value Description
0 No effect.
1 Disables request overflow error interrupt.

Bit 5 - WBEID Write Bus Error Interrupt Disable

Value Description
0 No effect.
1 Disables bus error interrupt.

Bit 4 - RBEID Read Bus Error Interrupt Disable

Value Description
0 No effect.
1 Disables bus error interrupt.

Bit 3 - FID End of Flush Interrupt Disable

Value Description
0 No effect.
1 Disables end of flush interrupt.

Bit 2 - DID End of Disable Interrupt Disable

Value Description
0 No effect.
1 Disables end of disable interrupt.
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Bit 1 - LID End of Linked List Interrupt Disable

Value Description

0 No effect.
1 Disables end of linked list interrupt.

Bit 0 - BID End of Block Interrupt Disable

Value Description

0 No effect.
1 Disables end of block interrupt.
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16.9.20. XDMAC Channel x Interrupt Mask Register [x = 0..15]

Name: XDMAC_CIM

Offset: 0x58 + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
ROIM WBEIM RBEIM FIM DIM LIM BIM
Access R R R R R R R
Reset 0 0 0 0 0 0 0

Bit 6 - ROIM Request Overflow Error Interrupt Mask

Value Description
0 Request overflow interrupt is masked.
1 Request overflow interrupt is activated.

Bit 5 - WBEIM Write Bus Error Interrupt Mask

Value Description
0 Bus error interrupt is masked.
1 Bus error interrupt is activated.

Bit 4 - RBEIM Read Bus Error Interrupt Mask

Value Description
0 Bus error interrupt is masked.
1 Bus error interrupt is activated.

Bit 3 - FIM End of Flush Interrupt Mask

Value Description
0 End of flush interrupt is masked.
1 End of flush interrupt is activated.

Bit 2 - DIM End of Disable Interrupt Mask

Value Description
0 End of disable interrupt is masked.
1 End of disable interrupt is activated.
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Bit 1 - LIM End of Linked List Interrupt Mask

Value Description

0 End of linked list interrupt is masked.
1 End of linked list interrupt is activated.

Bit 0 - BIM End of Block Interrupt Mask

Value Description

0 Block interrupt is masked.
1 Block interrupt is activated.
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16.9.21. XDMAC Channel x Interrupt Status Register [x = 0..15]

Name: XDMAC_CIS

Offset: 0x5C + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
ROIS WBEIS RBEIS FIS DIS LIS BIS
Access R R R R R R R
Reset 0 0 0 0 0 0 0

Bit 6 - ROIS Request Overflow Error Interrupt Status

Value Description
0 Overflow condition has not occurred.
1 Overflow condition has occurred at least once. (This information is only relevant for peripheral synchronized

transfers.)

Bit 5 - WBEIS Write Bus Error Interrupt Status

Value Description
0 Write bus error condition has not occurred.
1 At least one bus error has been detected in a write access since the last read of the Status register.

Bit 4 - RBEIS Read Bus Error Interrupt Status

Value Description
0 Read bus error condition has not occurred.
1 At least one bus error has been detected in a read access since the last read of the Status register.

Bit 3 - FIS End of Flush Interrupt Status

Value Description
0 End of flush condition has not occurred.
1 End of flush condition has occurred since the last read of the Status register.

Bit 2 - DIS End of Disable Interrupt Status

Value Description
0 End of disable condition has not occurred.
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Value Description

1 End of disable condition has occurred since the last read of the Status register.

Bit 1 - LIS End of Linked List Interrupt Status

Value Description

0 End of linked list condition has not occurred.
1 End of linked list condition has occurred since the last read of the Status register.

Bit 0 - BIS End of Block Interrupt Status

Value Description

0 End of block interrupt has not occurred.
1 End of block interrupt has occurred since the last read of the Status register.
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16.9.22. XDMAC Channel x Source Address Register [x = 0..15]

Name: XDMAC_CSA

Offset: 0x60 + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| SA31:24] |
Access  R/W R/W RIW R/W RIW RIW R/W RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| SA[23:16] |
Access  R/W R/W RIW R/W RIW RIW R/W RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
SA[15:8]
Access  R/W R/W RIW R/W RIW RIW R/W RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SA[7:0]
Access  R/W RIW RIW R/W RIW RIW R/W RIW
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - SA[31:0] Channel x Source Address
Program this register with the source address of the DMA transfer.
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16.9.23. XDMAC Channel x Destination Address Register [x = 0..15]

Name:
Offset:
Reset:

XDMAC_CDA

0x64 + n*0x40 [n=0..15]
0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| DABT:24]
Access  R/W RIW RIW R/W RIW RIW R/W RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| DA[23:16]
Access  R/W R/W RIW R/W R/W RIW R/W RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DA[15:8]
Access  R/W R/W RIW R/W RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DA[7:0]
Access  R/W R/W RIW R/W RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - DA[31:0] Channel x Destination Address

Program this register with the destination address of the DMA transfer.
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16.9.24. XDMAC Channel x Next Descriptor Address Register [x = 0..15]

Name: XDMAC_CNDA

Offset: 0x68 + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| NDA[29:22] |
Access  R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| NDA[21:14] |
Access  R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
NDA[13:6]
Access  R/W R/W RIW R/W RIW R/W RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
NDA[5:0] NDAIF
Access  R/W R/W RIW R/W RIW R/W RIW
Reset 0 0 0 0 0 0 0

Bits 31:2 - NDA[29:0] Channel x Next Descriptor Address
The 30-bit width of the NDA field represents the next descriptor address range 31:2. The descriptor
is word-aligned and the two least significant register bits 1:0 are ignored.

Bit 0 - NDAIF Channel x Next Descriptor Interface

Value Description

0 The channel descriptor is retrieved through system interface 0.
1 The channel descriptor is retrieved through system interface 1.
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16.9.25. XDMAC Channel x Next Descriptor Control Register [x = 0..15]

Name: XDMAC_CNDC

Offset: 0x6C + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
QOS[1:0] NDVIEWT[1:0] | NDDUP NDSUP NDE
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0

Bits 6:5 - QOS[1:0] Channel Quality Of Service level
This field indicates the current quality of service level for the channel. Refer to the section “Bus
Matrix (MATRIX)".

Bits 4:3 - NDVIEW[1:0] Channel x Next Descriptor View

0 NDVO Next Descriptor View 0
1 NDV1 Next Descriptor View 1
2 NDV2 Next Descriptor View 2
3 NDV3 Next Descriptor View 3

Bit 2 - NDDUP Channel x Next Descriptor Destination Update

Value Name Description
0 DST_PARAMS_UNCHANGED Destination parameters remain unchanged.
1 DST_PARAMS_UPDATED Destination parameters are updated when the descriptor is retrieved.

Bit 1 - NDSUP Channel x Next Descriptor Source Update

Value Name Description
0 SRC_PARAMS_UNCHANGED Source parameters remain unchanged.
1 SRC_PARAMS_UPDATED Source parameters are updated when the descriptor is retrieved.

Bit 0 - NDE Channel x Next Descriptor Enable

Value Name Description
0 DSCR_FETCH_DIS Descriptor fetch is disabled.
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Value Name Description
1 DSCR_FETCH_EN Descriptor fetch is enabled.
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16.9.26. XDMAC Channel x Microblock Control Register [x = 0..15]

Name: XDMAC_CUBC
Offset: 0x70 + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| UBLEN[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
| UBLEN[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
UBLEN[7:0]
Access RIW RIW R/W R/W RIW R/W R/W RIW
Reset 0 0 0 0 0 0 0 0

Bits 23:0 - UBLEN[23:0] Channel x Microblock Length
This field indicates the number of data in the microblock. The microblock contains UBLEN data.
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16.9.27. XDMAC Channel x Block Control Register [x = 0..15]

Name: XDMAC_CBC

Offset: 0x74 + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | BLEN[11:8] |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
BLEN[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 11:0 - BLEN[11:0] Channel x Block Length
The length of the block is (BLEN+1) microblocks.

. 136
ﬁ\ MICROCHIP



16.9.28. XDMAC Channel x Configuration Register [x = 0..15]

Name: XDMAC_CC

Offset: 0x78 + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| | PERID[6:0] |
Access R/W RIW R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| WRP | RDIP [ INTD | | DAM[1:0] | SAM[1:0] |
Access R R R R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DIF SIF DWIDTHI[1:0] | CSIZE[2:0]
Access R/W RIW R/W RIW R/W RIW RIW
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MEMSET SWREQ | DSYNC MBSIZE[1:0] | TYPE
Access RIW R/W R/W R/W R/W RIW
Reset 0 0 0 0 0 0

Bits 30:24 - PERID[6:0] Channel x Peripheral Hardware Request Line Identifier
This field contains the peripheral hardware request line identifier. PERID refers to identifiers defined
in “DMA Controller Peripheral Connections”.
Note: When a memory-to-memory transfer is performed, configure PERID to Ox7F.

Bit 23 - WRIP Write in Progress

Value Name Description
0 DONE No active write transaction on the bus.
1 IN_PROGRESS A write transaction is in progress.

Bit 22 - RDIP Read in Progress

Value Name Description
0 DONE No active read transaction on the bus.
1 IN_PROGRESS A read transaction is in progress.

Bit 21 - INITD Channel Initialization Done
When set to 0, XDMAC_CUBC.UBLEN and XDMAC_CNDA.NDA field values are unreliable each time a
descriptor is being updated. See XDMAC Software Requirements.

Value Name Description
0 IN_PROGRESS Channel initialization is in progress.
1 TERMINATED Channel initialization is completed.

Bits 19:18 - DAM[1:0] Channel x Destination Addressing Mode
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Value Name Description

0 FIXED_AM The address remains unchanged.

1 INCREMENTED_AM The addressing mode is incremented (the increment size is set to the data size).

2 UBS_AM The microblock stride is added at the microblock boundary.

3 UBS_DS_AM The microblock stride is added at the microblock boundary; the data stride is added at the

data boundary.

Bits 17:16 - SAM[1:0] Channel x Source Addressing Mode

Value Name Description

0 FIXED_AM The address remains unchanged.

1 INCREMENTED_AM The addressing mode is incremented (the increment size is set to the data size).

2 UBS_AM The microblock stride is added at the microblock boundary.

3 UBS_DS_AM The microblock stride is added at the microblock boundary, the data stride is added at the

data boundary.

Bit 14 - DIF Channel x Destination Interface Identifier

Value Name Description
0 AHB_IFO The data is written through system bus interface 0.
1 AHB_IF1 The data is written through system bus interface 1.

Bit 13 - SIF Channel x Source Interface Identifier

Value Name Description
0 AHB_IFO The data is read through system bus interface 0.
1 AHB_IF1 The data is read through system bus interface 1.

Bits 12:11 - DWIDTH[1:0] Channel x Data Width

Value Name Description

0 BYTE The data size is set to 8 bits
1 HALFWORD The data size is set to 16 bits
2 WORD The data size is set to 32 bits

Bits 10:8 - CSIZE[2:0] Channel x Chunk Size

Value Name Description

0 CHK_1 1 data transferred
1 CHK_2 2 data transferred
2 CHK 4 4 data transferred
3 CHK_8 8 data transferred
4 CHK_16 16 data transferred

Bit 7 - MEMSET Channel x Fill Block of Memory

Value Name Description
0 NORMAL_MODE Memset is not activated.
1 HW_MODE Sets the block of memory pointed by DA field to the specified value. This operation is

performed on 8-, 16- or 32-bit basis.

Bit 6 - SWREQ Channel x Software Request Trigger

Value Name Description
0 HWR_CONNECTED Hardware request line is connected to the peripheral request line.
1 SWR_CONNECTED Software request is connected to the peripheral request line.

Bit 4 - DSYNC Channel x Synchronization
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Value Name Description
0 PER2MEM Peripheral-to-memory transfer
1 MEM2PER Memory-to-peripheral transfer

Bits 2:1 - MBSIZE[1:0] Channel x Memory Burst Size

Value Name Description

0 SINGLE The memory burst size is set to one.

1 FOUR The memory burst size is set to four.

2 EIGHT The memory burst size is set to eight.

3 SIXTEEN The memory burst size is set to sixteen.

Bit 0 - TYPE Channel x Transfer Type

Value Name Description
0 MEM_TRAN Self-triggered mode (memory-to-memory transfer)
1 PER_TRAN Synchronized mode (peripheral-to-memory or memory-to-peripheral transfer)
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16.9.29. XDMAC Channel x Data Stride Memory Set Pattern Register [x = 0..15]

Name: XDMAC_CDS_MSP
Offset: 0x7C + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| DDS_MSP[15:8]
Access  R/W R/W R/W R/W R/W RIW R/W RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| DDS_MSP[7:0]
Access  R/W R/W R/W R/W R/W RIW R/W RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
SDS_MSP[15:8]
Access  R/W R/W RIW R/W RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SDS_MSP[7:0]
Access  R/W R/W RIW R/W RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 31:16 - DDS_MSP[15:0] Channel x Destination Data Stride or Memory Set Pattern
When XDMAC_CCx.MEMSET = 0, this field indicates the destination data stride.
Number of bytes for the data stride of channel x (two's complement). If the field is set to zero the
data is contiguous (see Data Striding Diagram).
The DDS_MSP field is only relevant when XDMAC_CCx.SAM=UBS_DS_AM.
When XDMAC_CCx.MEMSET = 1, this field indicates the memory set pattern.

Bits 15:0 - SDS_MSP[15:0] Channel x Source Data Stride or Memory Set Pattern
When XDMAC_CCx.MEMSET = 0, this field indicates the source data stride.
Number of bytes for the data stride of channel x (two's complement). If the field is set to zero the
data is contiguous (see Data Striding Diagram).
The SDS_MSP field is only relevant when XDMAC_CCx.SAM=UBS_DS_AM.
When XDMAC_CCx.MEMSET = 1, this field indicates the memory set pattern.
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16.9.30. XDMAC Channel x Source Microblock Stride Register [x = 0..15]

Name: XDMAC_CSUS

Offset: 0x80 + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| SUBS[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
| SUBS[15:8] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SUBS[7:0]
Access R/W RIW RIW R/W RIW R/W R/W RIW
Reset 0 0 0 0 0 0 0 0

Bits 23:0 - SUBS[23:0] Channel x Source Microblock Stride
Number of bytes for the microblock stride for channel x (two's complement). If the field is set to zero
the data is contiguous (see Figure 16.2).
The SUBS field is only relevant when XDMAC_CCx.SAM=UBS_AM or XDMAC_CCx.SAM=UBS_DS_AM.
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16.9.31. XDMAC Channel x Destination Microblock Stride Register [x = 0..15]

Name: XDMAC_CDUS

Offset: 0x84 + n*0x40 [n=0..15]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DUBS[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
| DUBS[15:8] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DUBS[7:0]
Access R/W RIW RIW R/W RIW R/W R/W RIW
Reset 0 0 0 0 0 0 0 0

Bits 23:0 - DUBS[23:0] Channel x Destination Microblock Stride
Number of bytes for the microblock stride for channel x (two's complement). If the field is set to zero
the data is contiguous (see Figure 16.2).
The DUBS field is only relevant when XDMAC_CCx.SAM=UBS_AM or XDMAC_CCx.SAM=UBS_DS_AM.
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17. Boot Strategies
17.1. Standard Boot Strategy

17.1.1. Description
The chip always boots from the ROM memory at start-up or after a reset.

The ROM code is a boot program contained in the embedded ROM. It is also called “Bootloader”.

By default, the chip starts in Standard Boot mode. The user can choose to enable the Secure Boot
mode. To know how to set up and configure the Secure Boot mode, see Secure Boot Strategy.

Note: JTAG access is disabled during the main part of the execution of the ROM code. It is re-
enabled when the Standard SAM-BA Monitor is executed or when jumping into a valid bootstrap.

17.1.2. Flow Diagram
The following figure shows the ROM code global flow.

Figure 17.1. ROM Code Flow Diagram

Chip setup

OTPC UID invalid
or
corruption error found
in OTPC_SR

while(1)

Valid boot code
found in one
NVM

Copy boot code and
run it in internal SRAM

Monitor disabled while(1)

SAM-BA Monitor

17.1.3. Chip Setup

When the chip is powered on, the system source clock is the Main RC oscillator. No external crystal
or clock is needed during the external memories boot sequence.

The ROM code performs a low-level initialization that follows the steps described below:
1. PLLA initialization
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2. Main system bus clock selection: when the PLLA is stabilized, the main system bus clock source
is switched from the main clock to the PLLA clock. The PMC Status register is polled to wait for
MCK Ready.

Once the clock configuration is done, the ROM code initializes the ROM code console interface and
sends a RomBOOT character string on it.

For clock frequencies, see Table 17.14.

Note: The ROM code only seeks an external clock source before launching the SAM-BA Monitor to
get a more accurate clock signal for USB.

17.1.4. Boot Configuration

The boot sequence is controlled using a Boot Configuration Packet, stored in the OTP User area and
accessed through the OTP Controller (OTPC).

17.1.4.1.Default Boot Sequence
When no Boot Configuration Packet is available in the OTP User area, the ROM code uses a default
boot configuration and tries to boot from the following external memories:

+ SD Card/e.MMC (SDMMC 0) - PAO to PA5

« SD Card/e.MMC (SDMMC 1) - PA6 to PA11

* QSPINOR Flash (QSPI) - PB15 to PB26

*  NAND Flash (SMC) - PDO to PD14

*  SPI(FLEXCOM 5) - PA14 to PA17

See Table 17.15 for further details.

If no bootable file is found in any of these memories, the ROM code runs the SAM-BA Monitor.

17.1.4.2.Using a Boot Configuration Packet

Several boot configuration parameters can be customized by writing a Boot Configuration Packet in
the OTP User area:

+ 10 configuration of boot memories (see Hardware and Software Constraints for a description of
the 10s)

* Boot sequence
« UART port for the ROM code console
+ Monitor disable

See Boot Configuration Packet for a detailed description of all the fields in this packet.
Out of factory, the OTP User area is empty and thus contains no Boot Configuration Packet.
OTP Emulation Mode

During a prototyping phase or for test purposes, it is possible to use the OTP Emulation mode. In
this mode, the OTP matrix is replaced by an internal SRAM1. Once the Emulation mode is enabled,
every OTP packet read and write is done in the internal SRAM1 instead of the OTP matrix. To
instruct the ROM code to use this feature, set the bit EMUL_EN in the Boot Sequence Controller
Configuration register (BSC_CR).

When using the emulated OTP, the user can test several boot configuration options, including the
Secure Boot mode, without programming the OTP.
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Notes:

+ The emulation SRAM is not backed up. After a power off/power on sequence, the configuration

and content are lost.

+ Once a packet is written in the OTP matrix, the OTP Emulation mode is no more available. Any
instruction from the user to enable this mode in BSC_CR will fail, and packets will be read or

written in the OTP memory.

Figure 17.2. Boot Configuration Loading
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17.1.4.3.Boot Sequence Controller Configuration Register

Name: BSC_CR

Address: OxFFFFFE54
Bit 31 30 29 28 27 26 25 24
| WPKEY[15:8]
Access
Reset
Bit 23 22 21 20 19 18 17 16
| WPKEY([7:0] |
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
| | | | | | EMULEN |
Access
Reset
Bits 31:16 - WPKEY[15:0] Write Protect Key
Value Name Description
0x6683 PASSWD  Writing any other value in this field aborts the write operation of EMUL_EN. Always read as 0.

Bit 0 - EMUL_EN Request to use the OTP Emulation Mode for Boot Features

Value Description

0 OTP Emulation mode is disabled.
1 The ROM code will use OTP Emulation mode for the boot features.

17.1.4.4.Boot Configuration Packet

Table 17.1. Boot Configuration Packet Structure

0x00 MON_DIS Disables the SAM-BA Monitor
0x04 RESERVED Reserved
0x08 CONSOLE_PIN Defines the ROM code console pin muxing

Array of two 32-bit words used to set memory
configurations for x=0..6

MEM_CFGX[O0]: this word contains mandatory options for the

OxC-Ox44 MEM_CFGx[2] connected external Flash memories.

MEM_CFGX[1]: this word contains optional data specific to
the memory described in word 0.
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17.1.4.4.1.Monitor Disable Word

Name: MON_DIS

Bit 31 30 29 28 27 26 25 24
DISABLE_MONITOR[31:24]
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DISABLE_MONITOR[23:16] |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| DISABLE_MONITOR[15:8] |
Access
Reset
Bit 7 6 5 4 3 2 1 0
DISABLE_MONITOR[7:0] |
Access
Reset

Bits 31:0 - DISABLE_MONITOR[31:0] SAM-BA Monitor Disable

0 If no bootstrap file is found in an external bootable Flash memory, the SAM-BA Monitor is launched.
Non-Zero The SAM-BA Monitor is never executed.
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17.1.4.4.2.ROM Code Console Pin Muxing Word

Name: CONSOLE_PIN

To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)"

/\WARNING bits
Bit 31 30 29 28 27 26 25 24
| DNU [ DNU | DNU | DNU [ DNU | DNU | DNU [ DNU |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU | DNU DNU [ DNU | DNU | DNU [ DNU | DNU |
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU | DNU | DNU | DNU | DNU | DNU [ DNU [ DNU |
Access
Reset
Bit 7 6 5 4 3 2 1 0
DNU | DNU | DNU DNU | CONSOLE_IOSET[3:0] |
Access
Reset

Bits 4,5, 6,7, 8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 - DNU DO
NOT USE

Bits 3:0 - CONSOLE_IOSET[3:0] Selects the pins and UART interface used for the ROM code console terminal

Value Name Description

0 DBGU Uses DBGU

1 FLEXCOMO Uses FLEXCOMO UART pins
2 FLEXCOM1 Uses FLEXCOM1 UART pins
3 FLEXCOM2 Uses FLEXCOM2 UART pins
4 FLEXCOMS3 Uses FLEXCOM3 UART pins
5 FLEXCOM4 Uses FLEXCOM4 UART pins
6 FLEXCOMS5 Uses FLEXCOMS5 UART pins
7 FLEXCOM6 Uses FLEXCOM®6 UART pins
8 FLEXCOM7 Uses FLEXCOM7 UART pins
9 FLEXCOMS Uses FLEXCOMS8 UART pins
10 FLEXCOM9 Uses FLEXCOM9 UART pins
11 FLEXCOM10 Uses FLEXCOM10 UART pins
12 FLEXCOM11 Uses FLEXCOM11 UART pins
13 FLEXCOM12 Uses FLEXCOM12 UART pins
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17.1.4.4.3.QSPI Memory Boot Configuration (First Word)

Name: MEM_CFGXx[0]

To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)"

WARNING | .
A bits.
Bit 31 30 29 28 27 26 25 24
| DNU [ DNU | DNU | DNU [ DNU | DNU | DNU [ DNU |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU | DNU DNU [ DNU | DNU | DNU [ DNU | DNU |
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU | DNU | DNU | DNU | IFACE_TYPE[3:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
INSTANCE_ID[3:0] | IFACE_IOSET[3:0] |
Access
Reset

Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 - DNU DO NOT USE

Bits 11:8 - IFACE_TYPE[3:0] Interface Type

Value Description
0 Memory boot interface disabled
1 Boot on QSPI memory enabled

Bits 7:4 - INSTANCE_ID[3:0] IP Instance ID

Value Description
0 QSPIO

Bits 3:0 - IFACE_IOSET[3:0] Memory IOSET

Value Description
0 PIO set 1
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17.1.4.4.4.QSPI Memory Boot Configuration (Second Word)

Name: MEM_CFGX[1]
Bit 31 30 29 28 27 26 25 24
| DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 11 10 9 8
| DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 7 6 5 4 3 2 1 0
DNU [ DNU DNU DNU DNU DNU DNU DNU
Access
Reset

Bits0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 -

DNU Do Not Use
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17.1.4.4.5.SDMMC Memory Boot Configuration (First Word)

Name: MEM_CFGXx[0]

To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)"

WARNING | .
A bits.
Bit 31 30 29 28 27 26 25 24
| DNU [ DNU | DNU | DNU [ DNU | DNU | DNU [ DNU |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU | DNU DNU [ DNU | DNU | DNU [ DNU | DNU |
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU | DNU | DNU | DNU | IFACE_TYPE[3:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
INSTANCE_ID[3:0] | IFACE_IOSET[3:0] |
Access
Reset

Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 - DNU DO NOT USE

Bits 11:8 - IFACE_TYPE[3:0] Boot memory interface type

Value Description
0 Memory boot interface disabled
3 Boot on SD card/e.MMC memory enabled

Bits 7:4 - INSTANCE_ID[3:0] IP Instance ID

Value Description
0 SDMMCO
1 SDMMC1

Bits 3:0 - IFACE_IOSET[3:0] Memory IOSET

Value Description
0 PIO set 1
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17.1.4.4.6.SD Card/e.MMC Memory Boot Configuration (Second Word)

Name: MEM_CFGx[1]

To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)"

WARNING | .
A bits.
Bit 31 30 29 28 27 26 25 24
| DNU [ DNU | DNU | DNU [ DNU | DNU | DNU [ DNU |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU | DNU DNU [ DNU | DNU | DNU [ DNU | DNU |
Access
Reset
Bit 15 14 13 12 11 10 9 8
WPKEY([7:0] |
Access
Reset
Bit 7 6 5 4 3 2 1 0
| USECD | PIO_ID[1:0] PIN[4:0] |
Access
Reset

Bits 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 - DNU DO NOT USE

Bits 15:8 - WPKEY[7:0] Write Protect Key

Value Name Description
0x96 PASSWD If any other value is written in this field, all other bit values are ignored.

Bit 7 - USE_CD Use a Card Detect pin

0 Use Card Detect disabled: the ROM code does not use any card detect pin and directly tries to boot from the
memory connected to the SDMMC controller.
1 Use Card Detect enabled: the ROM code checks the state of the card detect pin. If the pin level is O, the ROM

code tries to boot from a memory connected to the SDMMC interface. If the pin level is 1, the ROM code skips
the boot on SDMMC and jumps to the next interface in the boot sequence.

Bits 6:5 - PIO_ID[1:0] PIO Controller ID
ID of the PIO controller featuring the card detect pin.

0 PIOA
1 PIOB
2 PIOC
3 PIOD

Bits 4:0 - PIN[4:0] Card Detect Pin Index
Index of the card detect pin inside the PIO controller.
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17.1.4.4.7.SPI Memory Boot Configuration (First Word)

Name: MEM_CFGx[0]
A\ WARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)
Bit 31 30 29 28 27 26 25 24
| DNU DNU [ DNU | DNU DNU DNU [ DNU | DNU |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU DNU DNU | DNU DNU DNU | DNU | DNU |
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU DNU | DNU [ DNU IFACE_TYPE[3:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
INSTANCE_ID[3:0] IFACE_IOSET[3:0] |
Access
Reset
Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 - DNU DO NOT USE
Bits 11:8 - IFACE_TYPE[3:0] Interface Type
0 Memory boot interface disabled
2 Boot on SPI memory enabled
Bits 7:4 - INSTANCE_ID[3:0] IP Instance ID
0 FLEXCOMO SPI
1 FLEXCOM1 SPI
2 FLEXCOM?2 SPI
3 FLEXCOM3 SPI
4 FLEXCOM4 SPI
5 FLEXCOMS SPI
Bits 3:0 - IFACE_IOSET[3:0] Memory IOSET
0 P10 set 1
1 PIO set 2
2 PIO set 3
3 PIO set 4
4 PIO set 5
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Value Description

5 P1O set 6
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17.1.4.4.8.5PI Memory Boot Configuration (Second Word)

Name: MEM_CFGx[1]
A\ WARNING Tp avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)
bits.
Bit 31 30 29 28 27 26 25 24
| DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 7 6 5 4 3 2 1 0
DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset

Bits0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 -

DNU Do Not Use
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17.1.4.4.9.NAND Flash Memory Boot Configuration (First Word)

Name: MEM_CFGXx[0]

To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)"

WARNING | .
A bits.
Bit 31 30 29 28 27 26 25 24
| DNU [ DNU | DNU | DNU [ DNU | DNU | DNU [ DNU |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU | DNU DNU [ DNU | DNU | DNU [ DNU | DNU |
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU | DNU | DNU | DNU | IFACE_TYPE[3:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
INSTANCE_ID[3:0] | IFACE_IOSET[3:0] |
Access
Reset

Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 - DNU DO NOT USE

Bits 11:8 - IFACE_TYPE[3:0] Interface Type

Value Description
0 Memory boot interface disabled
4 Boot on NAND Flash memory enabled

Bits 7:4 - INSTANCE_ID[3:0] IP Instance ID

Value Description
0 SMC

Bits 3:0 - IFACE_IOSET[3:0] Memory IOSET

Value Description
0 PIO set 1
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17.1.4.4.10.NAND Flash Memory Boot Configuration (Second Word)

Name: MEM_CFGx[1]
A\ WARNING Tp avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)
bits.
Bit 31 30 29 28 27 26 25 24
| DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
| DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 7 6 5 4 3 2 1 0
DNU | DNU DNU DNU DNU DNU DNU DNU
Access
Reset

Bits0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 -

DNU DO NOT USE

17.1.4.5.NVM Boot Sequence

For each memory listed in the default boot sequence or enabled in the Boot Configuration Packet,
the ROM code performs the flash initialization and valid code detection as described below.
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Figure 17.3. NVM Bootloader Program
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Figure 17.4. NVM Boot Diagram

( Start )

Initialize NVM

Restore the reset values
‘ for the peripherals and jump
to the next boot solution

Initialization OK?

Valid code detection in NVM

NVM contains valid code

Copy the valid code
from external NVM to internal SRAMO

Restore reset values for the peripherals.
Perform remap and set the PC to 0
to jump to the downloaded application.

End

The NVM bootloader program first initializes the PIOs related to the NVM device. Then it configures
the right peripheral depending on the NVM and tries to access this memory. If the initialization
fails, it restores the reset values for the PIO and the peripheral, and then tries to perform the same
operations on the next NVM of the sequence.

If the initialization is successful, the NVM bootloader program reads the beginning of the NVM and
determines if the NVM contains a valid code.

If the NVM does not contain a valid code, the NVM bootloader program restores the reset value for
the peripherals and then tries to perform the same operations on the next NVM of the sequence.

If a valid code is found, this code is loaded from the NVM into the internal SRAMO and executed
by branching at address 0x0000_0000 after remap. This code may be the application code or a
second-level bootloader. The code size must be lower than 32 KB.
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Figure 17.5. Remap Action after Download Completion
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17.1.4.6.Valid Code Detection
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Two types of valid code detection are available:
* Arm Exception Vectors Check

* boot.bin File Check

17.1.4.6.1.Arm Exception Vectors Check
The ROM code reads and analyzes the first 28 bytes corresponding to the first seven Arm exception

vectors of the bootstrap.

Internal
SRAMO
Remap
—_—)
Internal
SRAMO

0x0000_0000

0x0030_0000

These exception vectors must implement either a branch or a load with PC-relative addressing Arm
instruction, except for the 6th vector.

More precisely, the ROM code must read either OXEA or OXE5 in bytes 3, 7, 11, 15 and 23.

The sixth vector (32 bits), at offset 0x14, must contain the size in bytes of the bootstrap to download

from the external NVM into the internal SRAM.

The bootstrap size must not exceed the maximum bootstrap size allowed.

Example of valid vectors:

00 ea000006
04 eafffffe
08 eafffffe
Oc eafffffe
10 eafffffe
14 00008000
18 eafffffe

17.1.4.6.2.boot.bin File Check

Wl 0wwww

0x20
0x04
0x08
0x0c
0x10
Code
0x18

size = 32 kbytes

This method is the one used on FAT-formatted SD card and e MMC. The boot program must be a file
named boot .bin written in the file system root directory. Its size must not exceed the maximum

bootstrap size allowed.

17.1.4.7.Detailed Memory Boot Procedures

17.1.4.7.1.NAND Flash Boot: NAND Flash Detection
After the NAND Flash interface configuration, a reset command is sent to the memory.

The reset time of the NAND memory, after this reset command, must not be higher than 100 ps.
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Hardware ECC detection and correction are provided by the PMECC peripheral. Refer to the section
Functional Description in Programmable Multibit Error Correction Code Controller (PMECC) for more
details.

The ROM code retrieves NAND Flash parameters and ECC requirements using a specific header
store at the beginning of the bootstrap.

Once the ROM code has got the ECC parameters, it reads the first page again, with or without ECC,
depending on the usePmecc parameter. Then it looks for a valid code programmed just after the
header offset 0xDO. If the code is valid, the program is copied at the beginning of the internal SRAM.

Note: Booting on 16-bit NAND Flash is not possible; only 8-bit NAND Flash memories are
supported.

Figure 17.6. Boot NAND Flash Download

Initialize NAND Flash interface

Send Reset command

A valid header is at the
beginning of the first page

Retrieve NAND Flash and PMECC
parameters from the header

No

Arm exception vectors are valid?

Copy the valid code from external NVM to
internal SRAMO

Restore reset values for the peripherals.
Perform remap and set the PC to 0 to jump
to the downloaded application

Restore the RESET values of

the NAND Flash interface and

PIOs and continue to the next
End step in the boot sequence
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NAND Flash Specific Header Detection

After receiving the Initialization and Reset command, the ROM code reads the first page without

an ECC check, to determine whether the NAND parameter header is present. The header is made
of 52 times the same 32-bit word (for redundancy reasons) which must contain NAND and PMECC
parameters used to correctly perform the read of the rest of the data in the NAND. This 32-bit word
is described below.

If the header is valid, the Boot program continues with the detection of a valid code.
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[NAND Flash Specific Header Detection]

Name: NAND Flash Specific Header Detection

Bit 31 30 29 28 27 26 25 24
key[3:0] eccOffset[8:6]
Access
Reset
Bit 23 22 21 20 19 18 17 16
| eccOffset[5:0] | sectorSize[1:0] |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| eccBitReq[2:0] | spareSize[8:4] |
Access
Reset
Bit 7 6 5 4 3 2 1 0
spareSize[3:0] | nbSectorPerPage[2:0] | usePmecc |
Access
Reset

Bits 31:28 - key[3:0] Value 0xC Must be Written here to Validate the Content of the Whole Word

Bits 26:18 - eccOffset[8:0] Offset of the First ECC Byte in the Spare Zone
A value below 2 is not allowed and is considered as 2.

Bits 17:16 - sectorSize[1:0] Size of the ECC Sector

0 For 512 bytes
1 For 1024 bytes per sector
Other values For future use

Bits 15:13 - eccBitReq[2:0] Number of ECC Bits Required

0 2-bit ECC
1 4-bit ECC
2 8-bit ECC
3 12-bit ECC
4 24-bit ECC

Bits 12:4 - spareSize[8:0] Size of the Spare Zone in Bytes

Bits 3:1 - nbSectorPerPage[2:0] Number of Sectors per Page

Value Description

0 1 sector per page

1 2 sectors per page
2 4 sectors per page
3 8 sectors per page
4 16 sectors per page
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Bit 0 - usePmecc Use PMECC

0 Do not use PMECC to detect and correct the data.
1 Use PMECC to detect and correct the data.

17.1.4.7.2.NAND Flash Boot: PMECC Error Detection and Correction

NAND Flash boot procedure uses PMECC to detect and correct errors during NAND Flash read
operations

The ROM memory embeds the Galois field tables. The user does not need to embed or generate
them in his/her own application.

The Galois field tables are mapped in the ROM just after the ROM code, as shown in the following
figure.

Figure 17.7. Galois Field Table Mapping

0x0000_0000

ROM code

0x0010_0000

Galois field
tables for
512-byte

sectors

correction
0x0010_8000

Galois field
tables for
1024-byte
sectors
correction

17.1.4.8.SD Card/e.MMC Boot

When the Card Detect pin option is enabled in the Boot Configuration Packet, and if the level of the
Card Detect pin is high (no card inserted), the ROM code will not try to initialize an SD card/e.MMC
(no PIO will toggle). Otherwise, the SD card/e.MMC access is initiated (SDMMC interface PIO will

toggle).
Supported SD Card Devices

SD Card Boot supports all SD card memories compliant with the SD Memory Card Specification V3.0.
This includes SDMMC cards.

e.MMC with Boot Partition

The ROM code first checks if the e. MMC Boot Partition is enabled. If enabled, the ROM code reads
the first “maximum bootstrap size” bytes of the boot partition, and copy them into the internal
SRAM.

FAT Filesystem Boot
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If no boot partition is enabled on an e.MMC, the boot process continues with a standard SD card/
e.MMC detection, and the ROM code looks for a boot .bin file in the root directory of a FAT12/16/32
file system.

17.1.4.9.SPI Flash Boot
Two types of SPI Flash are supported: SPI Serial Flash and SPI DataFlash.
The ROM code tries to boot on SPI, first looking for SPI Serial Flash, and then for SPI DataFlash.
It uses the analysis of Arm exception vectors to detect a valid bootstrap code.

The SPI Flash read is done by means of a “Continuous Read” command from address 0x0. This
command is OxE8 for DataFlash devices and 0x0B for Serial Flash devices.

Supported DataFlash Devices
The ROM code supports the DataFlash devices listed in the following table.

Table 17.2. DataFlash Devices

AT45DB011 1 Mbit 512

AT45DB021 2 Mbits 264 1024
AT45DB041 4 Mbits 264 2048
AT45DB081 8 Mbits 264 4096
AT45DB161 16 Mbits 528 4096
AT45DB321 32 Mbits 528 8192
AT45DB642 64 Mbits 1056 8192
AT45DB641 64 Mbits 264 37768

Supported Serial Flash Devices

The ROM code supports all SPI Serial Flash devices responding correctly to both “Get Status” and
“Continuous Read” standard commands.

17.1.4.10.QSPI NOR Flash Boot
Hardware Considerations
The ROM code configures the hardware so that:
+ the QSPI controller uses SPI Mode 0 (CPOL = 0 and CPHA =0),
+ the QSPIx_SCK clock frequency is < 50 MHz,
* QSPIx_SCK and QSPIx_CS do not use any internal pull-up/pull-down resistor,
+ each QSPIx_l0{0,1,2,3} uses the PIO controller's internal pull-up resistor.
Software Considerations

Before reading any data, the ROM code sends a software reset to the QSPI NOR memory. Then
the ROM code looks for the Serial Flash Discoverable Parameters (SFDP) of the QSPI NOR memory,
if available, to learn the parameters (instruction op code, timing settings) required to read the
user-programmed boot file.

If SFDP tables are not available, the ROM code uses hard-coded values as fallback settings to read
the boot file.

The ROM code supports any QSPI NOR memory which can provide its Serial Flash Discoverable
Parameters (SFDP) as defined in theJEDEC JESD216B standard.

The supported revisions of this JEDEC standard are:
+ JESD216 (version 1.0)
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+ JESD216 rev. A (version 1.5)
« JESD216 rev. B (version 1.6)

Refer to the QSPI NOR memory data sheet to check compliance with any of the above JEDEC
JESD216 standard revisions/versions.

QSPI NOR Memories with SFDP (JEDEC JESD216x Compliant)

The ROM code reads the memory SFDP tables to learn the factory settings (instruction op code,
number of dummy cycles, etc.). The ROM code also reads bits[22:20] in DWORD15 from the Basic
Flash Parameter table (refer to the JEDEC JESD216B specification) to select and then execute the
relevant procedure, if any, to set the Quad Enable (QE) bit in some internal register of the QSPI NOR
memory.

For most memory manufacturers, this QE bit is non-volatile and must be set before performing any
Quad SPI command. This is the only persistent setting that the ROM code may change in the internal
registers of the QSPI NOR memory. All other settings are kept unchanged.

Refer to the QSPI NOR memory data sheet to find which value was chosen by the memory
manufacturer and written into the SFDP tables.

Finally, the ROM code reads the boot file from the data area of the QSPI NOR memory, and then
continues its boot procedure.

QSPI NOR Memories without SFDP

This section only applies when the ROM code fails to read the SFDP tables from the QSPI NOR
memory.

The ROM code reads the JEDEC ID of the QSPI NOR memory, and then selects the read settings
based on the manufacturer ID (first byte of the JEDEC ID) from the following hard-coded values:

Table 17.3. QSPI NOR Memories Settings

e press i) wicron o) | Macronix (c2 winbnd (s others|

Fast Read protocol SPI1 1-4-4 SPI1 1-4-4 SP11-4-4 SP11-4-4 SP11-1-1
Fast Read op code EBh EBh EBh EBh 0Bh
Address width 24 bits 24 bits 24 bits 24 bits 24 bits
Number of mode clock cycles 2 1 2 2 0
Number of wait states 4 9 4 4 8
Oh
\éa‘:uf nc;fo rg;(dxﬁ Pc)ycles to enter the Aoh TSTPe k:to[g/l] icr?gﬁeﬂ\;ztljt?f: OFh ASh N/A
Configuration register (VCR)

"
XIP supported Yes Yes Yes Yes No

Those hard-coded parameters give a last chance to the ROM code to boot from a QSPI NOR memory
in either Normal mode or XIP (Continuous Read) mode.

Table 17.4. QSPI NOR Memories Tested with and Supported by ROM Code (Non Exhaustive)

Manufacturer Memories

SST26VF016B
SST26VF032B

SST26VF032BA
SST26VF064B

Microchip (SST)
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Table 17.4. QSPI NOR Memories Tested with and Supported by ROM Code (Non Exhaustive) (continued)

Manufacturer Memories

N25Q128A
N25Q128A13ESF

Micron N25Q256A13ESF
N25Q512A13
MT25QLO1G
MX25V4035FM2]
MX25V8035FM2!
MX25V1635FM2]
MX25L3233FM21-08G
MX25L3273FM21-08G
MX25L6433FM21-08G
MX25L6473FM21-08G

Macronix MX25L12835FM2I-10G
MX25L12845GMI-08G
MX25L12873GM21-08G
MX25L25645G
MX25L25673G
MX25L51245GMI-10G
MX66L1G45GMI-08G

S25FL127 (normal boot only; XIP fails)

Spansion S25FL164
S25FL512
Winbond W25M512

Note: For an updated list of memories, refer to the “Booting from External Non-Volatile Memory
(NVM) on SAM9X7 Series MPUs" (AN4971) application note, available on www.microchip.com.

17.1.5. SAM-BA Monitor
This part of the ROM code is executed when no valid bootstrap is found in an external NVM during
the boot sequence, and if the Monitor is not disabled in the Boot Configuration Packet.

The SAM-BA Monitor enables a serial communication link over either the USB Device peripheral or
the ROM code console interface. It offers a set of simple commands to communicate with the chip
using only a serial link controlled by an external device.

During the whole boot sequence, the Main RC oscillator is used as the main clock of the system.
However, to use the USB Device interface, an accurate external clock must be supplied. Thus, before
running the SAM-BA Monitor, the ROM code checks whether such an external clock is available. If a
valid external clock or crystal is found, the UPLL is configured to allow communication on the USB
Device link; otherwise, the USB Device interface is not activated and only the ROM code console is
used for the SAM-BA Monitor.

SAM-BA Monitor steps:
+ Initialize the ROM code console interface
+ Initialize the USB Device interface (if a valid external clock is available)
« Enter a loop waiting for
- the USB device enumeration by an external host, or
- a character reception on the ROM code console interface

Once the communication interface is identified, the application runs in an infinite loop waiting for
different commands as listed in Table 17.5.
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Figure 17.8. SAM-BA Monitor

No valid code
in NVM
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External clock
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Init USB

No

USB enumeration
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on UART?

Run Monitor.
Wait for command
on the UART link.

Run Monitor.
Wait for command
on the USB link.

17.1.5.1.Command List

Table 17.5. SAM-BA Monitor Commands

prgumentio

« Mode commands:

- Normal mode configures the SAM-BA Monitor to send/receive data in binary format.
- Terminal mode configures the SAM-BA Monitor to send/receive data in ASCII format.

N Set Normal mode No argument

T Set Terminal mode No argument T#

(o} Write a byte Address, Value# 0200001,CA#

o Read a byte Address,# 0200001,#

H Write a halfword Address, Value# H200002,CAFE#
h Read a halfword Address,# h200002,#

w Write a word Address, Value# W200000,CAFEDECA#
w Read a word Address,# w200000,#

S Send a file Address,NbOfBytes# $200000,1234#
R Receive a file Address, NbOfBytes# R200000,1234#
G Go Address# G200200#

\') Display version No argument V#

+  Write commands: Writes a byte (0), a halfword (H) or a word (W) to the target.

- Address: address in hexadecimal
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- Value: byte, halfword or word to write in hexadecimal
- Output: >
+ Read commands: Reads a byte (0), a halfword (h) or a word (w) from the target.
- Address: address in hexadecimal
- Output: the byte, halfword or word read in hexadecimal followed by >’
« Send afile (S): The host will send a buffer of data to be stored at a specified address in the device
- Address: address in hexadecimal
- NbOfBytes: number of bytes (in hexadecimal format) to be received from the host

- Output: >
Note: A timeout on this command is reached when the prompt >’ appears before the end of
the command execution.

+ Receive a file (R): The host requests to read a buffer of data from a specified address in the
device.

- Address: address in hexadecimal
- NbOfBytes: number of bytes (in hexadecimal format) to be sent to the host
- Output: >’
* Go (G): Jumps to a specified address and executes the code.
- Address: address to jump to in hexadecimal

- Output: > once returned from the program execution. If the executed program does not
manage the link register and does not return, the prompt is not displayed.

Get ROM code version (V): Returns the ROM code version.
- Output: version, date and time of ROM code followed by >’

17.1.5.2.ROM Code Console Interface

The ROM code console interface (DBGU or UART) can be configured in the Boot Configuration
Packet.

At the beginning of ROM code execution, the RomBOOT character string is sent on this same console
interface.

Communication settings:

+ 115200 bauds

+ 8 bits of data

* No parity

+ 1 stop bit
17.1.5.2.1.Xmodem Protocol

The “Send File” and “Receive File” commands use the Xmodem protocol. Any terminal using this
protocol can be used to send data buffers to this device. The size of the binary file to send depends
on the SRAM size embedded in the product. In all cases, the size of the binary file must be lower
than the SRAM size because the Xmodem protocol requires some SRAM memory in order to work.

The Xmodem protocol supported is the 128-byte length block. This protocol uses a two-character
CRC16 to guarantee detection of maximum bit errors.

Xmodem protocol with CRC is supported by successful transmission reports provided both by a
sender and by a receiver. Each transfer block is as follows:

<SOH><blk #><255-blk #><--128 data bytes--><checksum> in which:
* <SOH>=01 hex
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+ <blk #> = binary number, starts at 01, increments by 1, and wraps OFFH to 00H (not to 01)
« <255-blk #> = 1's complement of the blk#.
+ <checksum> = 2-byte CRC16

The following figure shows a transmission using this protocol.

Figure 17.9. Xmodem transfer example

Host Device

C

P

SOH 01 FE Data[128] CRC CRC

»

ACK

P

SOH 02 FD Data[128] CRC CRC

»

ACK

P

SOH 03 FC Data[100] CRC CRC

»

ACK

A

EOT

\4

ACK

A

17.1.5.3.USB Device Interface

17.1.5.3.1.Supported External Crystal or External Clocks

The SAM-BA Monitor requires an accurate external clock or crystal to use a USB connection. In other
cases, only a UART connection is available for the SAM-BA Monitor feature.

17.1.5.3.2.USB Class

The device uses the USB Communication Device Class (CDC) drivers to take advantage of the
installed PC Serial Communication software to talk over the USB. The CDC is supported by Linux,
macO0S°®, and Microsoft Windows®. The CDC document, available at www.usb.org, describes how to
implement devices such as ISDN modems and virtual COM ports.

The vendor ID is Ox03EB. The product ID is 0x6124. These references are used by the host operating
system to mount the correct driver. On Windows systems, INF files contain the correspondence
between vendor ID and product ID.

17.1.5.3.3.Enumeration Process

The USB protocol is a host/client protocol. The host starts the enumeration, sending requests to the
device through the control endpoint. The device handles standard requests as defined in the USB
specification.

Table 17.6. Handled Standard Requests

GET_DESCRIPTOR Returns the current device configuration value
SET_ADDRESS Sets the device address for all future device accesses
SET_CONFIGURATION Sets the device configuration

GET_CONFIGURATION Returns the current device configuration value
GET_STATUS Returns status for the specified recipient
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Table 17.6. Handled Standard Requests (continued)
SET_FEATURE Used to set or enable a specific feature
CLEAR_FEATURE Used to clear or disable a specific feature

The device also handles some class requests defined in the CDC class.

Table 17.7. Handled Class Requests
SET_LINE_CODING Configures DTE rate, stop bits, parity and number of character bits
GET_LINE_CODING Requests current DTE rate, stop bits, parity and number of character bits
SET_CONTROL_LINE_STATE RS-232 signal used to indicate to the DCE device that the DTE device is now present

Unhandled requests are stalled.

17.1.5.3.4.Communication Endpoints
Endpoint 0 is used for the enumeration process.

Endpoint 1 (64-byte Bulk OUT) and endpoint 2 (64-byte Bulk IN) are used as communication
endpoints.

SAM-BA Monitor commands are sent by the host through Endpoint 1. If required, the message is
split into several data payloads by the host driver.

If the command requires a response, the host sends IN transactions to pick up the response.

17.2. Secure Boot Strategy

17.2.1. Description

The Secure Boot mode authenticates and deciphers a boot file stored in an external Non-Volatile
Memory (NVM) prior to its execution. The boot file can be a bootstrap code or the user application.
The secure boot ensures that only authorized code is executed, thus protecting the customer IP and
providing a Root of Trust (RoT) in the hardware.

When the Secure Boot mode is enabled, the chip only allows booting on an authenticated and
ciphered boot file. The boot file can be authenticated and deciphered in two ways:
+ AES-CBC-CMAC mode:
- Authentication is performed using the customer private CMAC key stored in the OTP
memory and the AES-CMAC algorithm.
- Boot file decryption is performed using the customer private CBC key stored in the OTP
memory and the AES-CBC algorithm.
+ AES-CBC-RSA mode:
- Authentication is performed using the customer public key contained in the last X.509
certificate chain stored after the boot file.

- Boot file decryption is performed using the customer private CBC key stored in the OTP
memory and the AES-CBC algorithm.

Encryption is supported by an AES (using HW acceleration); in addition, either symmetric (AES-CMAC)
or asymmetric (RSA-based using an X.509 certificate chain) authentication is supported.

17.2.2. Secure Boot Configuration
In addition to the Boot Configuration Packet content, the secure part of the boot sequence flow is
controlled with data stored in the Secure Boot Configuration Packet.

The Secure Boot Configuration, stored in the Secure Boot Configuration Packet in the OTP user area,
contains all the information required to boot in Secure mode:
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+ Secure Boot mode enable

« Authentication mode (AES-CMAC or RSA)
+ Address of the regular packet containing the customer key wrapped with the PUF key

See Secure Boot Configuration Packet for a detailed description of the fields in the Secure Boot

Configuration Packet.

During the prototyping phase, the OTPC Emulation mode can be used to test several configurations
and the Secure Boot Mode without burning real OTP bits in the OTP matrix. See Boot Configuration

Packet for more details.

17.2.3. Secure Boot Configuration Packet

Table 17.8. Secure Boot Configuration Packet Content

et IName ———pesrpon

0x00 SEC_MODE_EN
0x04 AUTH_MODE
0x08 DNU

0x0C KEY_WRITTEN
0x10 v

0x14 RSA_HASH
0x18 CBC_KEY

0x1C CMAC_KEY

@ MICROCHIP

Secure Boot mode enabled

Authentication mode selection

Do Not Use (keep 0x0 value)

Key written

AES Initialization Vector packet address

RSA root certificate public key hash packet address
AES CBC key packet address

AES CMAC key packet address
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17.2.3.1.Secure Boot Mode Enable
Name: SEC_ BOOT_MODE_EN

Bit 31 30 29 28 27 26 25 24
SECURE_BOOT_MODE_ENABLE

Bit 23 22 21 20 19 18 17 16
SECURE_BOOT_MODE_ENABLE

Bit 15 14 13 12 1 10 9 8
SECURE_BOOT_MODE_ENABLE

Bit 7 6 5 4 3 2 1 0

SECURE_BOOT_MODE_ENABLE

SECURE_BOOT MODE_ENABLE
0: Secure Boot mode is disabled.

Different from 0: Secure Boot mode is enabled.
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17.2.3.2.Authentication Mode
Name: AUTH_MODE

Bit 31 30 29
Bit 23 22 21
Bit 15 14 13
Bit 7 6 5

AUTHENTICATION_MODE

0: AES-CMAC is used for authentication.

28 27
AUTHENTICATION_MODE
20 19
AUTHENTICATION_MODE
12 1
AUTHENTICATION_MODE
4 3

AUTHENTICATION_MODE

1: RSA signature verification is used for authentication.

@ MICROCHIP

26

18

10

25

17

24

16

174



17.2.3.3.Key Written
Name: KEY_WRITTEN

Bit 31 30 29 28 27
KEY_WRITTEN
Bit 23 22 21 20 19
KEY_WRITTEN
Bit 15 14 13 12 1
KEY_WRITTEN
Bit 7 6 5 4 3
KEY_WRITTEN
KEY_WRITTEN

0: Customer secret keys are not written in the OTP memory.

Different from 0: Customer secret keys are written in the OTP memory.
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17.2.3.4.Initialization Vector Address

Name: |V

Bit 31 30 29 28 27 26 25
IV_ADDRESS

Bit 23 22 21 20 19 18 17
IV_ADDRESS

Bit 15 14 13 12 1 10 9
IV_ADDRESS

Bit 7 6 5 4 3 2 1
IV_ADDRESS

IV_ADDRESS: Address of the OTP packet containing the AES Initialization Vector
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17.2.3.5.RSA Public Key Hash Address
Name: RSA_HASH

Bit 31 30 29 28 27 26 25 24
RSA_HASH_ADDRESS

Bit 23 22 21 20 19 18 17 16
RSA_HASH_ADDRESS

Bit 15 14 13 12 1 10 9 8
RSA_HASH_ADDRESS

Bit 7 6 5 4 3 2 1 0

RSA_HASH_ADDRESS

RSA_HASH_ADDRESS: Address of the OTP packet containing the hash of the root certificate CA
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17.2.3.6.AES-CBC Key Address
Name: CBC_KEY

Bit 31 30 29 28 27 26 25 24
AES_CBC_KEY_ADDRESS

Bit 23 22 21 20 19 18 17 16
AES_CBC_KEY_ADDRESS

Bit 15 14 13 12 1 10 9 8
AES_CBC_KEY_ADDRESS

Bit 7 6 5 4 3 2 1 0

AES_CBC_KEY_ADDRESS

AES_CBC_KEY_ADDRESS: Address of the OTP packet containing the secret key for AES-CBC
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17.2.3.7.AES-CMAC Key Address Register
Name: CMAC_KEY

Bit 31 30 29 28 27 26 25 24
AES_CMAC_KEY_ADDRESS

Bit 23 22 21 20 19 18 17 16
AES_CMAC_KEY_ADDRESS

Bit 15 14 13 12 1 10 9 8
AES_CMAC_KEY_ADDRESS

Bit 7 6 5 4 3 2 1 0

AES_CMAC_KEY_ADDRESS

AES_CMAC_KEY_ADDRESS: Address of the OTP packet containing the secret key for AES-CMAC
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17.2.4. Valid Code Detection in Secure Boot Mode

The valid code detection in Secure Boot mode is similar to the one in Standard Boot mode. However,
additional checks and operations are performed.

If the initialization of NVM is successful, the ROM code reads and deciphers the first 32 bytes of

the potential secure boot file to find a valid Arm exception vector table (see Arm Exception Vectors
Check). From the sixth vector, the ROM code extracts the size of the boot file including its signature.
When the AUTH_MODE field is set to 1 in the Secure Boot Configuration Packet, the size of the X.509
certificate chain is also extracted. The boot file size must be 16 bytes aligned (AES block size). The
sum of the boot file size and the certificate chain size must be lower than the maximum bootstrap
size. If these first validations fail, the ROM code restores the memory interface PIO and its settings
to their reset values and then tries to boot on the next NVM in the boot sequence.

Otherwise, the total size is used to copy the boot file, its signature and the X.509 certificate chain
from the NVM into the internal SRAM.

Next, depending on the AUTH_MODE field in the Secure Boot Configuration Packet, either the
AES-CMAC digest or the RSA signature of the boot file is checked. As usual, if this final validation
fails, the peripheral is reset and the ROM code jumps to the next NVM in the boot sequence.

If the boot file verification passes, the ROM code deciphers the boot file stored in the internal
SRAMO.

Since the NVM interface is no longer needed, the ROM code restores the memory interface PIO and
its settings to their reset values.

Finally, the ROM code locks access to the ROM area, enables JTAG and then branches to the
beginning of the internal SRAMO to execute the deciphered bootstrap.
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17.2.4.1.6'" Vector Format
When the AUTH_MODE field is cleared in the Secure Boot Configuration Packet, the sixth entry of
the Arm exception vector table stores the size of the boot file in bytes, including the 16 bytes of its
AES-CMAC signature.

When the AUTH_MODE field is set to 1 in the Boot Configuration word, the sixth entry of the Arm
exception vector table stores both the size of the boot file including its RSA signature and the size of
the X.509 certificate chain. The size of the RSA signature is also encoded.

Bit 31 30 29 28 27 26 25 24
CERTIFICATE_SIZE
Bit 23 22 21 20 19 18 17 16
CERTIFICATE_SIZE SIG_CODE BT_SIZE

Bit 15 14 13 12 1 10 9 8
BT_SIZE

Bit 7 6 5 4 3 2 1 0
BT_SIZE

BT_SIZE: Boot file size, in bytes

SIG_CODE: Code for the RSA signature length

00: 2048 bits

01: 3072 bits

10: 4096 bits

11: RFU

CERTIFICATE_SIZE: Size of the of X.509 certificate chain, in bytes

181

@ MICROCHIP



17.2.4.2.e.MMC/SD Card File System

In Secure Boot mode, the ROM code looks for a boot . cip file in the root directory of a FAT12/16/32
file system. The boot . cip file must contain the ciphered bootstrap, its signature and the chain of
X.509 certificates, in this order.

17.2.5. Encryption, Decryption and Authentication

All customer secret keys are stored securely (wrapped using the PUF feature) in a regular packet.
The customer’s AES Initialization Vector read from the OTP User area and the first key are used by
the AES-CBC algorithm, whereas the second is dedicated to the AES-CMAC computation.

Encryption and decryption are processed using the NIST-recommended AES-CBC mode defined in
NIST Special Publication 800-38A [NIST_MODE_OP].

When selected, the Message Authentication Code is processed using the NIST-recommended CMAC.
The CMAC used as a Message Authentication Code (MAC) is the CMAC based on the AES. The
AES-CMAC outputs a 128-bit digest.

Otherwise, the authentication is secured by an RSA signature. The public key cryptographic
implementation then relies on X.509 certificates. These certificates are chained and stored right
after the boot file and its signature in the NVM.

The first certificate in the chain (at the lowest address in memory) is called the “root certificate”.
The modulus and the exponent are extracted from the public key stored in the root certificate. A
SHA-256 digest is computed on the concatenation of the modulus and the exponent. This 256-bit
digest is compared to the “RSA hash” to validate the root certificate.

Then, except for the root certificate, every certificate is signed by the private key associated with
the previous certificate in the chain. So, its previous certificate is used to validate a certificate in a
recursive process.

Finally, the boot file is sighed with the private key associated with the last certificate. So, the last
certificate is used to validate the boot file signature.

17.2.6. Secure Monitor
When no bootable program is found in any external NVM memory during the boot sequence and
Secure Boot mode is enabled, the ROM code executes the Secure Monitor.

The set of commands implemented in the Secure Monitor enables the user to send commands to
configure the Secure Boot mode, to write the customer key and the RSA root certificate public key
hash, and to execute secure applets.

17.2.6.1.Generic Commands

The command format is composed of an opcode and arguments, and ends with a '#' character.
Depending on the command, a data payload can be added after the command. In this case, the
payload must be sent after the Secure Monitor has acknowledged the command and instructed how
the data payload must be split (size of the payload).

17.2.6.2.Command Format
The commands are formatted as follows:
#

opcode addr length not used rw
where:
* opcode—4 characters of the command.

+ addr—the address field is max 8 characters long, and contains the hexadecimal address value
without '0x'.
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* length—in case of a write command, this field indicates the size of the data to be sent, in
hexadecimal format without '0x'.

* not used—this field is not used for the moment.
+ rw—indicates a read or write operation (00 for read, 01 for write).

Table 17.9. Read Version Command

RVER Read ROM code version

Table 17.10. Key Management Commands

WCKY Send customer keys and initialization vector (640 bits) for AES-CMAC
WCKP Send customer key and RSA hash of root certificate public key for AES-RSA mode

Table 17.11. Applet-Related Commands

SAPT Send applet

SMBX Send applet mailbox content

RMBX Read applet mailbox content

EAPP Execute applet

SFIL Send file to an already loaded applet

RFIL Read file from the buffer filled by an applet after its execution

17.2.6.3.Monitor Answer

The Secure SAM-BA Monitor answers any command with an acknowledgment message formatted as
follows:

, , #[<payload>]

opcode errcode length

where:

* opcode—4 characters of the command
* errcode—value of the error code

* length—in cases where the Monitor must send data to SAM-BA, this field shows how much data
is in the payload, thus how much data SAM-BA has to read.

* payload—optional data, depends on the command.

Table 17.12. Command List

CACK SEND_CMD_ACK Returns the status of simple commands
ASTA SEND_APPLET_STATUS Returns the status after execution of an applet
SVER SEND_ROM_VERSION Returns the ROM code version

Table 17.13. Error Code

secCmdOK 0x000000000 Command OK
secCmdToolLong OxFFFFFFFF Whole command size too long
secCmdOpcodeSizeErr OXFFFFFFFE Opcode size too long
secCmdAddrSizeErr OXFFFFFFFD Address field size too long
secCmdLenSizeErr OXFFFFFFFC Length field size too long
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Table 17.13. Error Code (continued)

secCmdRWSizeErr OXFFFFFFFA RW field size too long
secCmdOpcodeUnknown OXFFFFFFF9 Unknown command op-code
secCmdCustKeyLengthErr OxFFFFFFF8 Customer key payload message size error
secCmdCustKeyNotWritten OXFFFFFFF7 Customer key not written in OTP
secCmdCustKeyAlreadyWritten OXFFFFFFF6 Customer key already written in OTP
secCmdCmacErr OxFFFFFFF5 Message CMAC error

secCmdDecryptErr OXFFFFFFF4 Error during message decryption
secCmdRsaHashAlreadyWritten OXFFFFFFEE RSA hash already written in OTP

17.2.6.4.Command Description

17.2.6.4.1.Read ROM Code Version

For this specific command, the Secure SAM-BA Monitor replies with the SVER opcode, and indicates
that the ROM code version string length is 30 bytes, so the external tool knows how many
characters should be received.

(PC to device) >> RVER,0,0,0,00#
(Device to PC) << SVER, 00000000,00000030#v1.0.pl.Feb 23 2021.18:35:56...

17.2.6.4.2.Write Customer Key

Sending the customer key to the chip involves sending a binary payload (the ciphered message
containing the customer key). This payload must be sent by the tool after receiving acknowledgment
from the Monitor, showing how many bytes are expected.

(PC to device) >> WCKY,0,70,0,01#
(Device to PC) << CACK, 00000000,00000070#
(PC to device) >> <key file.cip>
(Device to PC) << CACK,00000000,000000004#

17.2.6.4.3.Running a Secure Applet

Secure applets are small programs allowed by the ROM code to run in the internal SRAM of the
device. They are ciphered and signed, and only provided by Microchip as part of the SAM-BA tool.
They give the possibility to perform more operations than the one provided by the simple Secure
Monitor commands.

Several applets are available. For example, external memories can be programmed using memory-
programming algorithm applets, the Boot Configuration and Secure Boot Configuration Packets can
be programmed using dedicated applet, etc.

The first step is to send the ciphered applet to the target. This is done through the Send Applet
command:

(Device to PC) >> sAPT,0,9870,0,01#
(Device to PC) << CACK, 00000000,00009870#
(PC to device) >> <applet binary.cip>
(Device to PC) << CACK,00000000,000000004#

In the example above, the host computer requests sending an applet of size 0x9870, and this is

acknowledged by the Secure Monitor. Then the host computer sends the applet ciphered binary file
(applet_binary.cip), and after checking the signature and deciphering the applet in SRAM, the Secure
Monitor sends the acknowledgment message and error code (CACK and error code 0x0: successful).
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Once the applet is in the SRAM, before executing its code, its mailbox must be filled. The mailbox is a
32-word buffer used to exchange commands and arguments with the applet.

The number of commands and arguments in the mailbox can differ from one applet to another,
depending on each applet purpose.

To do so, the Send Applet Mailbox command must be issued.

The mailbox is not ciphered, and is automatically written at the correct address by the ROM code.
(PC to device) >> SMBX,0,80,0,01#

(Device to PC) << CACK, 00000000,00000080#

(PCto device) >> <applet init mailbox.bin>

(Device to PC) << CACK,00000000,000000004#

Now the applet can be run with the Execute Applet command:

(PC to device) >> EAPP,0,0,0,00#

(Device to PC) << ASTA,00000000,000000004#

The Secure Monitor replies with an acknowledgment and a status of the applet execution (0x0:
successful).

During this step, the ROM code retrieves the information that will be used when receiving the next
Write File command:

+ Status of the applet execution

+ If applicable, address and size of a data buffer for data exchange between the host computer and
the applet (for applets intended to program external Flash memories, for example)

A Send File command can then be issued, with the size:

(PC to device) >> SFIL,0,5000,0,01#

(Device to PC) << CACK, 00000000,00004000#

(PC to device) >> <first 0x4000 bytes of the file to be programmed>
(Device to PC) << CACK,00000000,00001000#

(PC to device) >> <next file chunk of 0x1000 bytes>

(Device to PC) << CACK, 00000000,000000004#

17.2.7. Secure Boot Mode Recommendations

This section provides recommendations to ensure a good security level when configuring and using
the Secure Boot mode, and some bootstrap development information.

17.2.7.1.Configuring Secure Boot Mode

The recommended procedure to configure the Secure Boot mode, using the SAM-BA tool (available
on www.microchip.com), is the following:

Write the Boot Configuration Packet, with the required boot settings and boot memory interface.
Set the Secure Boot mode.

Send the customer key.

Send the root certificate hash (in case an RSA signature is used).

Program the ciphered bootstrap.

oV A wWwN =

Program the other application files.
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7. Disable invalidation of the Boot and Secure Boot Configuration Packets by writing the
corresponding bits in the User Hardware Configuration Packet (see OTP Memory Controller
(OTPQ)).

8. Lock the Boot Configuration Packet and the Secure Boot Configuration Packet.
9. Disable the Secure SAM-BA Monitor to avoid any further access.

Note: Keeping the Secure Monitor enabled in order to update the bootstrap in the field or in house
is not recommended.

17.2.7.2.Bootstrap Development and Updates
This section provides information about the bootstrap and how to update the ciphered bootstrap on
a system already provisioned and having the Secure Monitor disabled.

In order to protect the CBC-ciphered bootstrap from known plain text attacks, it is strongly
recommended to follow several common rules:

+ Avoid compiling and linking “as is” source code that is publicly available.

* Apply secure software development basic principles (add custom parts, add random data,
change objects order, etc.).

+ Keep bootstrap sources (binary and ciphered versions) in safe places.
+ Keep bootstrap as small and robust as possible to reduce the number of updates.

17.2.7.2.1.Bootstrap Ciphering
Before update, the bootstrap must be ciphered in accordance with the Secure Boot mode selected.

The bootstrap can be prepared using the Secure SAM-BA Cipher tool, and then deployed for an
update on all devices.

Securing *.CIP files

Microchip’s Secure SAM-BA Cipher utility outputs encrypted *.cip files for use in provisioning at
final manufacturing. As these files contain both customer keys and firmware, they must be securely
stored with restricted and controlled access.

17.2.7.2.2.Bootstrap Update in the Field

Case 1: SAM-BA Monitor is disabled (the “MON_DIS” word is filled in the Boot Configuration
Packet)

In this case, the bootstrap itself or the customer application must be in charge to update the
bootstrap, by writing the new bootstrap in the boot memory in replacement of the existing one.

To do so, the program in charge of the update must be able to:
+ retrieve the new ciphered bootstrap,

+ erase the existing one,

* program the new one.

Important: The last two operations must not be interrupted, otherwise the boot
process could be broken.

Case 2: Secure SAM-BA Monitor is still available (the “MON_DIS” word is zeroed in the Boot
Configuration Packet - not recommended for systems in production)
1. Disable the access to the external boot memory (Chip Select pin, Card Detect pin, etc.,

depending on the chosen boot memory) to prevent its access by the ROM code on the next
reboot.

2. Connect a USB cable on the USB device port, or on the UART used as SAM-BA Monitor console
terminal.
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3. Reset the chip.
4. Enable access to the external boot memory.
5. Program the bootstrap using the SAM-BA tool.

17.2.7.3.Monitor Disabling by the Bootstrap

It is highly recommended to disable the Secure Monitor feature for systems in production. To do
so, the MON_DIS word must be filled and the Boot Configuration Packet must be locked at the
production stage.

If that has not been done, writing the “MON_DIS” word can be performed by the bootstrap or by the
customer application, but only if the Boot Configuration Packet has not been locked.

To write the “MON_DIS” word and lock the packet, an update of the Boot Configuration Packet in the
OTP memory is required. In the section OTP Memory Controller (OTPC), refer to:

+ Updating an Existing Packet from the User Interface
+ Locking a Packet

17.3. Software Considerations

17.3.1. Bootstrap Size
The maximum size allowed for the bootstrap for this chip is 0x8000 bytes (32 Kbytes).

17.3.2. PUF Activation Code Packet Copy in SRAM

When the ROM code launches a bootstrap or executes the SAM-BA Monitor, the PUF Activation Code
is made available for the user application in SRAMO at address 0x0030FBES8. The total size of this
data is Ox3E8 bytes.

Structure:

+ First 32 bits at address 0x0030FBES8 are 0x43414B51: “QKAC" in ASCII, "tag" used to identify the
beginning of the buffer

+ 0x0030FBEC to 0x0030FFCD: 0x3E4 bytes of actual activation code data

17.3.3. Boot Interface

Before jumping to the bootstrap entry address, the ROM code provides some information to the
bootstrap in CPU registers:

R4 Boot memory

17.4. Hardware Considerations
The table below provides clock frequencies configured by the ROM code during boot.

Table 17.14. Clock Frequencies During External Memory Boot Sequence

PLLA 1200 MHz
CPU_CLK 600 MHz

MCK 200 MHz
SDMMC (init/operational) 400 kHz/25 MHz
QSPI 50 MHz

The default UART used for ROM code console and SAM-BA Monitor UART link is given below:

Index Value in CONSOLE_IOSET[5:0] Bit Interface
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0 DBGU

The default can be changed by writing another index in the Boot Configuration Packet (refer to
CONSOLE_PIN).

The NVM drivers use several PIOs in Peripheral mode to communicate with external Flash memory
devices. Care must be taken when these PIOs are used by the application. The connected devices
could be unintentionally driven at boot time, and thus electrical conflicts between the output pins
used by the NVM drivers and the connected devices could occur.

The following table contains a list of pins that are driven during the boot program execution. These
pins are driven during the boot sequence for a period of less than 1 second if no correct boot
program is found. The drive strength of pull-up I/0 pins is set to High while the pins are used in
Peripheral mode by the ROM code.

Before performing the jump to the application in the internal SRAM, all the PIOs and peripherals
used in the boot program are set to their reset state.

Table 17.15. PIO Driven During Boot Program Execution

NVM Bootloader Peripheral PIO Line Pull- up enabled

SDMMCO_DATO PIO_PAOA
SDMMCO_CMD PIO_PA1A Y
SDMMCO_CK PIO_PA2A -
SDMMC_0 ' spmMCco_DATY PIO_PA3A Y
SDMMCO_DAT2 PIO_PA4A v
SDMMCO_DAT3 PIO_PASA Y
SD Card/e.MMC SDMMC1_DATO PIO_PA9B Y
SDMMC1_DAT1 PIO_PAGB y
SDMMC1_DAT2 PIO_PA7B v
SDMMC1 ' spmMmct_DAT3 PIO_PASB y
SDMMC1_CMD PIO_PA10B y
SDMMC1_CK PIO_PA11B -
NANDOE PIO_PDOA -
NANDWE PIO_PD1A -
NANDALE PIO_PD2A -
NAND Flash HSMC 1 NANDCLE PIO_PD3A -
NANDCS PIO_PD4A -
NAND WAIT PIO_PD14A -
DO-D7 PIO_PD6A-PIO_PD13A Y

188

@ MICROCHIP



Table 17.15. PIO Driven During Boot Program Execution (continued)

NVM Bootloader Peripheral PIO Line Pull-up enabled
Y

SPI Flash

@ MICROCHIP

FLEXCOMO

FLEXCOM1

FLEXCOM2

FLEXCOM3

MOSI PIO_PA31A
MISO PIO_PA30A
NPCSO PIO_PA3A
SPCK PIO_PASA
MOSI PIO_PAOA
MISO PIO_PA1A
NPCS1 PIO_PA2A
SPCK PIO_PA4A
MOSI PIO_PA5A
MISO PIO_PAGA
NPCSO PIO_PC28C
SPCK PIO_PC29C
MOSI PIO_PASA
MISO PIO_PAGA
NPCS1 PIO_PC27C
SPCK PIO_PC29C
MOSI PIO_PA7A
MISO PIO_PASA
SPCK PIO_PB1B
NPCSO PIO_PB2B
MOSI PIO_PA7A
MISO PIO_PASA
SPCK PIO_PB2B
NPCS1 PIO_PBOB
MOSI PIO_PC22B
MISO PIO_PC23B
NPCSO PIO_PC25B
SPCK PIO_PC26B
MOSI PIO_PC22B
MISO PIO_PC23B
NPCS1 PIO_PC24B
SPCK PIO_PC26B

Y
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Table 17.15. PIO Driven During Boot Program Execution (continued)

NVM Bootloader Peripheral PIO Line Pull-up enabled

SPI Flash

SPI Flash

QSPI NOR Flash
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FLEXCOM4

FLEXCOM5

QSPIO

MISO
MOS
SPCK
NPCSO
MISO
MOS
SPCK
NPCS1
MISO
MOS
SPCK
NPCS1
MISO
MOS
SPCK
NPCS2
MISO
MOS
SPCK
NPCS2
MISO
MOS
SPCK
NPCS3
NPCSO
MISO
MOS
SPCK
NPCS1
MISO
MOS
SPCK
MISO
MOS
SPCK
NPCS1
MISO
MOS
SPCK
NPCS2
MISO
MOS
SPCK
NPCS3
QSCK
QcCs
QIO0
QIO1
QIO2
QIO3

PIO_PAT1A
PIO_PA12A
PIO_PA13A
PIO_PA14A
PIO_PAT1A
PIO_PA12A
PIO_PA13A
PIO_PAOC

PIO_PAT1A
PIO_PA12A
PIO_PA13A
PIO_PA7B

PIO_PAT1A
PIO_PA12A
PIO_PA13A
PIO_PA1B

PIO_PAT1A
PIO_PA12A
PIO_PA13A
PIO_PASC

PIO_PAT1A
PIO_PA12A
PIO_PA13A
PIO_PB3B

PIO_PASB

PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PAOB

PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PA7C

PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PA31B
PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PA30B
PIO_PB19A
PIO_PB20A
PIO_PB21A
PIO_PB22A
PIO_PB23A
PIO_PB24A

Y
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Table 17.15. PIO Driven During Boot Program Execution (continued)

NVM Bootloader Peripheral PIO Line Pull-up enabled

ROM code console
and SAM-BA
Monitor
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FLEXCOMO

FLEXCOM1

FLEXCOM2

FLEXCOM3

FLEXCOM4

FLEXCOMS5

FLEXCOM6

FLEXCOM7

FLEXCOMS8

FLEXCOM9

FLEXCOM10

FLEXCOM11

FLEXCOM12

1

DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD

PIO_PA27A
PIO_PA26A
PIO_PA30A
PIO_PA31A
PIO_PA28A
PIO_PA29A
PIO_PA13A
PIO_PAT4A
PIO_PC22B
PIO_PC23B
PIO_PA10A
PIO_PA9A

PIO_PA16B
PIO_PA15B
PIO_PAT4A
PIO_PA15A
PIO_PCOC

PIO_PCI1C

PIO_PB4B

PIO_PB5B

PIO_PC8C

PIO_PC9C

PIO_PC16C
PIO_PC17C
PIO_PB15C
PIO_PB16C
PIO_PB17C
PIO_PB18C

X

<X 1 X

>
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Memories

18. Overview
18.1. Embedded Memories

18.1.1. Internal SRAM

SAMO9X7 Series devices embed 68 Kbytes of high-speed SRAM. SRAMO (64 KB) is always accessible at
address 0x0030 0000. After remap, SRAMO is also available at address 0x0000 0000. A 4-Kbyte SRAM
memory, SRAM1, is used for OTP emulation and is always accessible at address 0x0040 0000.

18.1.2. Internal ROM

The ROM contains a bootloader program mapped at address 0 after reset and the BCH (Bose,
Chaudhuri and Hocquenghem) code table mapped at address 0x0010_0000 for NAND Flash ECC
correction.

18.1.3. Boot Strategies
Refer to Boot Strategies.

18.2. External Memory

SAMO9X7 Series devices offer connections to a wide range of external memories or to parallel
peripherals.

18.2.1. External Bus Interface
The External Bus Interface (EBI) is an interface that features:
+ Three external memory controllers:
- a 16-bit Static Memory Controller (SMC)
- a NAND Flash Controller (NFC)
- a Multi-Port DDR-SDRAM Controller (MPDDRC) supporting 16-bit DDR3(L)/DDR2
+ 8- or 16-bit data bus
+ Up to 23-bit address bus
« Up to three chip selects with configurable assignment:
- Static Memory Controller on NCSO, NCS1, NCS2
- MPDDRC or Static Memory Controller on NCS1
- Optional NAND Flash support on NCS2

The drive levels are configured in the EBI I/0O Drive Configuration register
(SFR_CCFG_EBICSA.EBI_DRIVE) in Special Function Registers (SFR). At reset, the selected drive is low.
The user must make sure to program the correct drive. Refer to Electrical Characteristics.

18.2.2. Supported Memories on MPDDRC Interface
The MPDDRC supports the following memories:
+ DDR-SDRAM with four or eight internal banks (DDR2-SDRAM or DDR3(L)-SDRAM)
+ DDR-SDRAM with 16-bit data path for system-oriented word access
+ 2K, 4K, 8K, 16K row address memory parts
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18.2.3. Supported Memories on Static Memories and NAND Flash Interfaces
The SMC supports:

* Asynchronous SRAM-like memories and parallel peripherals

+ 8- or 16-bit data bus

The NFC supports:

+ 8-bit NAND Flash (SLC)

+ 24-bit Programmable Multi-bit Error Correcting Code (PMECC) with dedicated databus
NANDDATO-NANDDAT7

18.3. Product Dependencies

18.3.1. Clocks
Memory clocks are not controlled by the PMC.

18.3.2. Interrupts
Refer to the table Peripheral Identifiers.

18.3.3. Reset
SMC and NFC are connected to the processor and peripherals reset line.

18.3.4. 1/0s
DDR-SDRAM 1/0Os are high-speed specific I/0s powered by VDDIOM.

18.4. Special Functions in SFR

18.4.1. DDRC Multiport Enabling

The SFR_REMAP_MP_DDR configuration register includes 14 bits, one for each host. The register has
the same function as bit DDR_MP_EN in SFR_CCFG_EBICSA, and can be used instead of DDR_MP_EN
for more granularity. If DDR_MP_EN is not enabled, each bit in SFR_REMAP_MP_DDR can be used to
perform an individual DDR multiport remapping (bit 0 for Host_0, bit 1 for Host_1, etc.).

This register makes port 0 reachable. It is not used when DDR_MP_EN bit is used.
Refer to Bus Matrix (MATRIX) for a description of hosts and clients.

18.4.2. FLEXRAM Clocking

To save power consumption, the SFR_FLEXRAMS_CLKG_DIS register can be used to enable clock
gating on both FLEXRAM ports.

18.4.3. Memories Light Sleep Mode

To save power consumption in low-power modes, Light Sleep mode can be enabled in register
SFR_LS.
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19. External Bus Interface (EBI)
19.1. Description

The External Bus Interface (EBI) is designed to ensure successful data transfers between external
devices and the embedded memory controller of the SAM9X7 Series device.

The Static Memory, MPDDR and ECC Controllers are all featured external memory controllers on the
EBI. These external memory controllers are capable of handling several types of external memory
and peripheral devices, such as SRAM, PROM, EPROM, EEPROM, Flash and DDR3(L)/DDR2 SDRAM.

The EBI also supports the NAND Flash protocols via an integrated circuitry that greatly reduces

the requirements for external components. Furthermore, the EBI handles data transfers with up to
three external devices, each assigned to three address spaces defined by the embedded memory
controller. Data transfers are performed through a 16-bit data bus, an address bus of up to 23
bits, up to three chip select lines (NCS[2:0]) and several control pins that are generally multiplexed
between the different external memory controllers.

19.2. Embedded Characteristics

* Integrates Three External Memory Controllers:

- Static memory controller

- MPDDR controller

- 8-bit NAND Flash ECC controller
« Up to 23-bit Address Bus (up to 64 Mbytes linear per chip select)
+ Up to Three Chip Selects with Configurable Assignment:

- Static memory controller on NCSO, NCS1, NCS2

- MPDDR/SDRAM controller on NCS1 (SDCS)

- NAND Flash support on NCS2 (NANDCS)
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19.3. EBI Block Diagram

Figure 19.1. External Bus Interface Organization

Bus Matrix
A

External Bus Interface

<

System Bus

Address Decoders

@ MICROCHIP

-
MPDDR
Controller < >
Static
> Memory M
Controller
A
—>
NAND Flash
? Logic >
PMECC
=P PMERRLOC
Controllers
Chip Select
Assignor

User Interface

i

MUX
Logic

»[ ] RESETN

»[] D[15:0]

> Al15:2]

"] A16/BA0

"] A17/BA1

»[] A18/BA2

»[] NCS1/SDCS

»[] bam[1:0]

»[ ] DQS[1:0], DQSN[1:0]
»[ ] RAS, CAS

»[ ] SDWE, SDA10

»[ ] DDR_CAL

[ | DDR_VREF

< * >

Peripheral Bus

PIO

«——[] NCS2/NANDCS
—[] NANDOE
«——[ ] NANDWE
«——{] A21/NANDALE
«——[ ] A22/NANDCLE
«—[] NANDDAT[7:0]
«——] A1, A12, A19, A20
][] NCSO

e« [ ] NRD

. ,[1 NWRO/NWE

[] NWAIT/NANDRDY
«,[] AONBSO

] NWR1/NBS1

195

»[ ] SDCK, SDCK#, SDCKE



19.4. 1/0 Lines Description

Table 19.1. EBI I/O Lines Description

EBI

EBI_D[15:0] Data Bus 1/0 -
EBI_A[22:0] Address Bus Output -
EBI_NWAIT External Wait Signal Input Low
SMC
EBI_NCS[2:0] Chip Select Lines Output Low
EBI_NWRI[1:0] Write Signals Output Low
EBI_NRD Read Signal Output Low
EBI_NWE Write Enable Output Low
EBI_NBS[1:0] Byte Mask Signals Output Low
EBI for NAND Flash Support
EBI_NANDCS NAND Flash Chip Select Line Output Low
EBI_NANDOE NAND Flash Output Enable Output Low
EBI_NANDWE NAND Flash Write Enable Output Low
MPDDR Controllers
EBI_SDCK, EBI_SDCK# MPDDR Differential Clock Output -
EBI_SDCK MPDDR Clock Output -
EBI_SDCKE MPDDR Clock Enable Output High
EBI_DDRCS MPDDR Chip Select Line Output Low
EBI_BA[2:0] Bank Select Output -
EBI_SDWE MPDDR Write Enable Output Low
EBI_RAS-EBI_CAS Row and Column Signal Output Low
EBI_SDA10 SDRAM Address 10 Line Output -

The connection of some signals through the MUX logic is not direct and depends on the memory
controller currently in use.

The following table details the connections between the two memory controllers and the EBI pins.

Table 19.2. EBI Pins and Memory Controllers I/0 Lines Connections

EBIx Pins MPDDR /0 Lines SMC I/0 Lines

EBI_NWR1/NBS1 NBS1 NWR1
EBI_AO/NBSO Not Supported A0

EBI_A1 Not Supported A1

EBI_A[11:2] A[9:0] Al11:2]
EBI_SDA10 A10 Not Supported
EBI_A12 Not Supported A12
EBI_A[15:13] Al13:11] Al15:13]
EBI_A[22:16] Not Supported A[22:16]
EBI_D[15:0] D[15:0] D[15:0]

19.5. Application Examples

19.5.1. Hardware Interface

The following table details the connections to be applied between the EBI pins and the external
devices for each memory controller.
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Table 19.3. EBI Pins and External Static Device Connections

Signals: Pins of the Interfaced Device

EBL 8-bit 2 x 8-bit 16-bit
Static Device Static Devices Static Device

Controller

D[7:0] D[7:0] D[7:0] D[7:0]
D[15:8] - D[15:8] D[15:8]
A0/NBSO(") A0 - NLB
A1 Al A0 A0
A[22:21M A[20:2] A[19:1] Al19:1]
NCSso™M cs cs cs
NCS1/DDRCS cs cs cs
NCS2/NANDCS(™ cs cs cS
NRD(1) OE OE OE
NWRO/NWE(") WE WE®@ WE
NWR1/NBS1(M - WE® NUB
Notes:

1. AO/NBSO, A1, A12, A19 and A20, NCSO, NCS2/NANDCS, NRD, NWRO/NWE, NWR1/NBS1 are
multiplexed on PD[13:4].

2. NWRT1 enables upper byte writes. NWRO enables lower byte writes.

Table 19.4. EBI Pins and External Device Connections

Signals: Pins of the Interfaced Device
EBL Power supply DDR3(L)/DDR2 NAND Flash

[controller | MPDDRC _
D[7:0] VDDIOM D[7:0] NFD[7:0])
D[15:8] VDDIOM D[15:8] ,
NANDDAT[7:0] VDDNF . NFD[7:0]")
AO/NBSO VDDIOM - -

AT VDDNF , ,
DQM[1:0] VDDIOM DQM[1:0] -
DQS[1:0], DQSN[1:0] VDDIOM DQS[1:0], DQSN[1:0] -
A[10:2] VDDIOM Al8:0] ,

A1 VDDIOM A9 .

SDA10 VDDIOM A10 -

A12 VDDNF , ,
Al14:13] VDDIOM A[12:11] .

A15 VDDIOM A13 -
A16/BAO VDDIOM BAO ,
A17/BAT VDDIOM BAT .
A18/BA2 VDDIOM BA2 -

A19 VDDNF , ,

A20 VDDNF , ,
A21/NANDALE VDDNF - ALE
A22/NANDCLE VDDNF , CLE
NCSO VDDNF , ,
NCS1/5DCS VDDIOM DDRCS -
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Table 19.4. EBI Pins and External Device Connections (continued)

Signals: Pins of the Interfaced Device
EBL Power supply DDR3(L)/DDR2 NAND Flash

NCS2/NANDCS VDDNF - CE
NANDOE VDDNF - OE
NANDWE VDDNF - WE
NRD VDDNF - -
NWRO/NWE VDDNF - -
NWR1/NBS1 VDDNF - -
SDCK VDDIOM CK -
SDCK# VDDIOM CK# -
SDCKE VDDIOM CKE -
RAS VDDIOM RAS -
CAS VDDIOM CAS -
SDWE VDDIOM WE -
NWAIT/NANDRDY VDDNF - NANDRDY
Note:

1. The NFDO_ON_D16 switch is used to select NAND Flash path on D[7:0] or NANDDAT[7:0]
depending on memory power supplies. This switch is located in the SFR_CCFG_EBICSA register in
the Special Function Register.

19.5.2. Product Dependencies

19.5.2.1.1/0 Lines

The pins used for interfacing the External Bus Interface may be multiplexed with the PIO lines. The
programmer must first program the PIO controller to assign the External Bus Interface pins to their
peripheral function. If I/O lines of the External Bus Interface are not used by the application, they
can be used for other purposes by the PIO Controller.

19.5.3. Functional Description

The EBI transfers data between the internal AHB Bus (handled by the Bus Matrix) and the external
devices (memories, FPGA, etc.). It controls the waveforms and the parameters of the external
address, data and control buses and is composed of the following elements:

+ Static Memory Controller (SMC)

+ MPDDR Controller (MPDDRC)

*  Programmable Multibit ECC Controller (PMECC)

+ A chip select assignment feature that assigns an AHB address space to the external devices
+ A multiplex controller circuit that shares the pins between the different Memory Controllers
+ Programmable NAND Flash support logic

19.5.3.1.Bus Multiplexing
The EBI offers a complete set of control signals that share the 16-bit data lines, the address lines of
up to 23 bits and the control signals through a multiplex logic operating in function of the memory
area requests.

Multiplexing is specifically organized in order to guarantee the maintenance of the address and
output control lines at a stable state while no external access is being performed. Multiplexing is
also designed to respect the data float times defined in the Memory Controllers.
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19.5.3.2.Pull-Up and Pull-Down Control

The SFR_CCFG_EBICSA register in the Special Function Register User Interface enable on-chip pull-up
and pull-down resistors on data bus lines not multiplexed with the PIO Controller lines. The pull-
down resistors are enabled after reset. The bits, EBIx_DBPUC and EBI_DBPDC, control the pull-up
and pull-down resistors on the D[15:0] lines.

19.5.3.3.Power Supplies

The product embeds a dual power supply for the EBI: VDDNF for NAND Flash signals, and VDDIOM
for other signals. This makes it possible to use a 1.8V or 3.3V NAND Flash independently of the
SDRAM power supply.

The switch NFDO_ON_D16 is used to select the NAND Flash path on D[7:0] or NANDDAT[7:0]
depending on memory power supplies. This switch is located in the SFR_CCFG_EBICSA register
(refer to Special Function Registers (SFR)). At reset NFDO_ON_D16 = 0 and the NAND Flash bus is
connected to D[7:0].

The following figure illustrates an example of the NAND Flash and the external RAM (DDR2) in the
same power supply range (NFDO_ON_D16 = default).

Figure 19.2. NAND Flash and External RAM in Same Power Supply Range (NFDO_ON_D16 = default)

16-bit
DDR2 (1.8V)
D[15:0] > Dl15:0]
NAND Flash (1.8V)
———{ D[7:0]
A[22:21]

P ALE
EBI I_V CLE

The following figure illustrates an example of the NAND Flash and the external RAM (DDR3L) NOT in
the same power supply range (NFDO_ON_D16 = 1).

This can be used if the SMC connects to the NAND Flash only. Using this function with another
device on the SMC will lead to an unpredictable behavior of that device. In that case, the default
value must be selected.

Figure 19.3. NAND Flash and External RAM Not in Same Power Supply Range (NFDO_ON_D16 = 1)

16-bit
DDRS3L (1.35V)
D[15:0
oo p| D[15:0]
NAND Flash

NANDDAT[7:0] > D[7_(3].3v or 1.8V)
A[22:21] ol e

EBI » CLE
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19.5.3.4.Static Memory Controller
For information, refer to Static Memory Controller (SMC)

19.5.3.5.Multi-Port DDR and SDRAM Controllers

The product embeds a multi-port DDR Controller. This allows to use three additional ports on the
MPDDRC to lessen the EBI load from a part of SDRAM accesses. This increases the bandwidth when
DDR3(L)/DDR2 and NAND Flash devices are used.

It is controlled by the DDR_MP_EN bit in EBI Chip Select Assighment Register.

Figure 19.4. Multi-Port Enabled MPDDRC (DDR_MP_EN = 1)

MPDDRC
_’ Port 3
| Port 2 : ; DDR3(L)/DDR2
> | POt 1 Device
Bus Matrix
P Port 0
NAND Flash
¢ > Device
EBI

When:
+ a NAND Flash memory is connected to NANDDAT[7:0] and
+ a DDR2-SDRAM is connected to D[15:0],

the bits SFR_CCFG_EBICSA.DDR_MP_EN and SFR_CCFG_EBICSA.NFDO_ON_D16 must both be set
before performing the SDRAM initialization.

Figure 19.5. Multi-Port Disabled MPDDRC (DDR_MP_EN = 0)

MPDDRC
el | NOt USEA
> N0t USE DDR?2 Device
P> N0t USE
Bus Matrix
P Port0
NAND Flash
Device
EBI

19.5.3.6.Programmable Multibit ECC Controller

For information on the PMECC Controller, refer to Programmable Multibit Error Correction Code
Controller (PMECC) and Programmable Multibit ECC Error Location Controller (PMERRLOC). Also
refer to NAND Flash Boot: PMECC Error Detection and Correction.

19.5.3.7.NAND Flash Support
External Bus Interfaces integrate circuitry that interfaces to NAND Flash devices.

External Bus Interface

The NAND Flash logic is driven by the Static Memory Controller on the NCS2 address space.
Programming the EBI_CS2A field in the SFR_CCFG_EBICSA Register in the SFR User Interface to the
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appropriate value enables the NAND Flash logic. For details on this register, refer to Special Function
Registers (SFR). Access to an external NAND Flash device is then made by accessing the address
space reserved to NCS2 (i.e., between 0x3000 0000 and Ox3FFF FFFF).

The NAND Flash Logic drives the read and write command signals of the SMC on the NANDOE
and NANDWE signals when the NCS2 signal is active. NANDOE and NANDWE are invalidated as
soon as the transfer address fails to lie in the NCS2 address space. See the figure below for more
information. For details on these waveforms, refer to Static Memory Controller (SMC).

NAND Flash Signals

The address latch enable and command latch enable signals on the NAND Flash device are driven by
address bits A22 and A21 of the EBI address bus. The command, address or data words on the data
bus of the NAND Flash device are distinguished by using their addresses within the NCSx address
space. The chip enable (CE) signal of the device and the ready/busy (R/B) signals are connected

to PIO lines. The CE signal then remains asserted even when NCSx is not selected, preventing the
device from returning to Standby mode.

Figure 19.6. NAND Flash Application Example

D[7:0] or NANDDAT[7:0]
ADI[7:0]
A[22:21]
ALE
> CLE
EBI
NAND Flash
NANDOE I: NOE
NANDWE NWE
NCS2/NANDCS > CE
PIO | R/B

Note: The CE signal of the NAND Flash must be connected to PIOD4 (NCS2/NANDCS) if the user's
system boots out of NAND Flash.

19.5.4. Implementation Examples

The following hardware configurations are given for illustration only. The user should refer to the
memory manufacturer web site to check current device availability.
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19.5.4.1.1x16-bit DDR2 on EBI NCS1

19.5.4.1.1.Hardware Configuration

This configuration shows DDR2-SDRAM with a 1.8V power supply. The same configuration can apply
to DDR3L-SDRAM with a 1.35V power supply.
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Figure 19.7. Configuration Example:

16-bit DDR2 on EBI NCS1

DDR_AZ

DDA_A3

DOR_A4

DDR_AS

DDR_AB

DDR_AT

DOR_AS

DDR_A9

DDR_ALD

DDR_A1l

DOR_SDAL0

DDR_A13

DOR_A14

DOR_A1S

]

DDR_AlS

DDR_AL1T

—|—|— Tw)fw:ww'u:'u'n'uzzzz::z

YEAAN

DDR_A1S

DOR_CK_P S_= DIFF100 I8

DOR CK N =_= DIFF100 K§

DDR_CKE K g

DDR_WE K
DOR_RAS K

DOR_CAS L

DDR_C5 L%
K
P

DOR_DQSO_P =_= DIFF100 F

DOR_DOS0 N _=_= DIFF100

o]
DDR_DQS1_P =_= DIFF100 !%

DDR_DQSL_N == DIFF100
DOR_DGMO F3
DDR_DQM1 E—i
DDR_VREF
12
Co6
01uF
16Y
02
GMD
A2
E2

U2 A0C 1o +105C
A@ DO@
Al Q1
Az DQ2
A3 DQ3
A4 DQ4
AS DQs
A6 DO6
A7 Q7
A8 DOS
A9 DQ9
Al0 D16
A1l DO11
Al2 D12
AL3 DQ13
RFU/AL4 DQ14
RFU/ALS DO15
BAG VDD
BAL VDDO
BA2 VDO

VDDQ

K P VDO
K N VDO
CKE VDO
VDo)

WE# VDDQ
RASH VDO
CASH VDDL
C54 VDD
oDT VDD
VDD

LDQS, P VDD
LDOS N VDD
uDQs, P VSSQ
UDQS, N VS0
VSSQ

LDM VSSO
UDM VSSQ
VS0

VREF VS50
VSSO

VESQ

VSSQO

VSSDL

V55

VSE

V55

NC VSE
NC V55

DDR_DS

DDR_D3

DOR_D1

DDR_D7

DDR_D4

DDR_DO

DOR_D2

DDR_DE

DDR_D12

DOR_D10

DOR_D14

DDR_DS

DOR_D15

DOR_D11

DDR_D3

DDR_D13

WDDIOM([1VE)

F 1V
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F 16V
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F 1BV
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F 1By
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F 1BV

02071

F 1BV
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F16Y
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19.5.4.1.2.Software Configuration

+ Assign EBI_CS1 to the MPDDRC controller by setting the EBI_CS1A bit in the SFR_CCFG_EBICSA

register.

+ Initialize the MPDDR Controller depending on the DDR2 device and system bus frequency.

The DDR2 initialization sequence is described in the subsection “DDR2 Device Initialization” of DDR-

SDRAM Controller (MPDDRC).

19.5.4.2.Additional 1.8V 8-bit NAND Flash on NCS2 with NFDO_ON_D16 = 0, with DDR2-SDRAM

19.5.4.2.1.Hardware Configuration

In this configuration NAND Flash and DDR2-SDRAM are on the same data bus, with the same power
supply. As DDR2-SDRAM is used, NAND Flash must be 1.8V powered. So, VDDIOM and VDDNF must

be set to 1.8V.

Figure 19.8. Configuration Example: Additional 1.8V 8-bit NAND Flash on NCS2 with NFDO_ON_D16 = 0, with

DDR2-SDRAM
D[7:0] <>
U1
[ o9 D0/
CLE| 181 cLE 100 2/
ALE | o | ALE /01 D5/
NANDOE | 7a | RE V02 = >p3
NANDWE)‘ 5 WE 1/03 DA
(ANY PIO) CE Vo4 H4l—pz/
1105 A2 =27
< Py 7| g [ 43 D6 /]
NANDRDY = TR RB :;83 22—
3Vv3 19 1wp
R2 10K NG 48—
N.C FAL—<
~—11NC N.C 48—
—2-1N.C N.C 42—
»—31N.C N.C FA0—<
x—41NC N.C F32—<
~—31NC PRE —35—“1'
~—E81 N N.C 22—
101N N.C [34—<
x—}—l— N.C N.C 33—
N.C N.C 28—
201 N
214N vCC
<22 N.C VGe c2
231 N.C
2414 N
<—224 N C VSS ?g T TmONF
281 N.C VSS .-
2 Gb 100NF

M The CE must be connected to NCS2 PIOD4 if the NAND Flash is used by the ROM code.

TSOP48 PACKAGE

||I

Note: The CE signal of the NAND Flash must be connected to PIOD4 (NCS2/NANDCS) if the user's

system boots out of NAND Flash.
19.5.4.2.2.Software Configuration

The following configuration has to be performed:
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+ Set NFDO_ON_D16 = 0 in the SFR_CCFG_EBICSA register.

+ Assign the EBI CS2 to the NAND Flash by setting the EBI_CS2A bit in the SFR_CCFG_EBICSA
register.

* Reserve A21/A22 for ALE/CLE functions. Address and Command Latches are controlled
respectively by setting to 1 the address bits A21 and A22 during accesses.

+ Configure PD14 as an input to manage the Ready/Busy signal.

+ Configure Static Memory Controller CS2 Setup, Pulse, Cycle and Mode according to NAND Flash
timings, data bus width and system bus frequency.

19.5.4.3.16-bit DDR2/3L on NCS1 and 8-bit NAND Flash on NCS2 with NFDO_ON_D16 = 1 (1.8V or
3.3V)

19.5.4.3.1.Hardware Configuration
In this configuration, NAND Flash and DDR2-SDRAM are not on the same data bus and use separate
power supplies. DDR2-SDRAM is shown, but the same configuration applies to DDR3L-SDRAM with a
1.35V VDDIOM power supply. NAND Flash is separately powered by VDDNF and can be 1.8V or 3.3V
powered.

Figure 19.9. Configuration Example: 16-bit DDR2/3L on NCS1 and 8-bit NAND Flash on NCS2 with NFDO_ON_D16 =
1(1.8Vor3.3V)

LY OR_D3
;gil; (B DR_D12
DR_D13
D13 3 DR_DE
mE——— NAND Flash, 4Gb, 512x8, VFBGA-63
VDOIOM (1v35)
82 ok ] Al 020
i ! AT sing Ao brare innad .
] C3 Aul 0201 " 500 2 10% single-ended trace impedance
d T3 ful [T "
s T35 [ | our ey o201 |
o CI7 | (1 oo sev 201§ ;
b o uF_tev g0 i
T35 1 Fo1ur v 0o [ ul I
et a0 uF ey 02 | NAND DO 4 H e | NANDOLE
N [oZ§] uF 1V 0201 ] WAND D1 [ ] el T NANDALE
[ Ju 0603 NAND D2 01" e LD ] &
voog |2 ca3 AuF 18V 020 MAND D3 e (=] I T
voog ; g i AuF 1 %‘ T NN D4 i [t o NANDRDY
AT A 3 T L
vODQ I a5 o [ 1 mAND DS T ]: : [ ] ) N
VDOg D AT ul 020_‘ MNAND D& [ ]; ! [ ¢ I:? A 0
vDDQ g, [+ ul [T i MAND DT 0402 [ - a _ bessessessd
I (0] ful iy 000 e C
"o [ CE01 7 [CuF w6V az01 | <] ] by
m$ [ [5] Hul [T G | Vel _]_ _]_ _I_ j_
CEA T | ST OV GR0E | 2 s vee22 €1 ==C2 ==C3 ==C4
o - V2 00uE | 0duf | O.06F | @luF
vss _— ' 1 3 hY
vs (2 1 MT29FAGIRABAFAT-AAT :Izl\lﬁ .:\; LE* -
VS5 = = - - o -
vss [ GHD - <+ L L = L
V55 B} - - - - -
VS5 i GND GND iND GND GND HD
V55
vss [
VS5 (=
vss
vss LE
vss LE
B1
vssg
vssg 122
vssg
vssg
vssg
vssg
vssg
vssg
vssg
SRAT 1
IETD
19.5.4.3.2.Software Configuration

The following configuration must be performed:

1. Set NFDO_ON_D16 =1 in the SFR_CCFG_EBICSA register.

2. Assign the EBI CS2 to the NAND Flash by setting the EBI_CS2A bit in the SFR_CCFG_EBICSA
register.

3. Reserve A21/ A22 for ALE / CLE functions. Address and Command Latches are controlled
respectively by setting to 1 the address bits A21 and A22 during accesses.

4. Configure PD14 as an input to manage the Ready/Busy signal.
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5. Configure Static Memory Controller CS2 Setup, Pulse, Cycle and Mode according to NAND Flash
timings, data bus width and system bus frequency.

19.5.4.4.NOR Flash on NCSO

19.5.4.4.1.Hardware Configuration
In this configuration, NOR Flash and DDR2-SDRAM are on the same data bus and use the same
power supply. As DDR2-SDRAM is used, NOR Flash must be 1.8V powered. As some control signals
are powered by the VDDNF domain, this configuration forces VDDNF to be powered at 1.8V like

VDDIOM.

Figure 19.10. Configuration Example: NOR Flash on NCSO

D[15:0]
AR21 [ >
U1
2 Ao DQO
A 53| Al DQ1
M o5 | A2 DQ2
A5 51| A3 DQ3
A6 50| A4 DQ4
A5 15 ] A6 DQ6
A = A7 DQ7
AT 5| A10 DQ10
ATs 4] A1 DQ11
AT 5| A12 DQ12
AT 5| A13 DQ13
Ae | Al4 DQ14
A15 DQ15
A17 48
A16
A8 17
A17
A9 16 | /e
A20 15
A19
A21 10 |0 |8y
A2 9] :
B 12 veea F
NRST 15| RESET
NWE < WE
14 WP vee L C2
3V30—:;g VPP ol OONF
NCSO0 > CE T
NRD < 28 1 O vss |26
vss 2L
C1
100NF

19.5.4.4.2.Software Configuration
The default configuration for the Static Memory Controller, Byte Select mode, 16-bit data bus, Read/
Write controlled by Chip Select, allows boot on 16-bit non-volatile memory at slow clock.
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For another configuration, configure the Static Memory Controller CSO Setup, Pulse, Cycle and Mode
depending on Flash timings and system bus frequency.

19.5.4.5.Device (FPGA, Static Memory, etc.) on NCSO, DDR on NCS1 and NAND Flash on NCS2

In this configuration, the device on NCSO, DDR2-SDRAM and NAND Flash are on the same data
bus and use the same power supply. As DDR2-SDRAM is used, all components attached to the EBI
must be 1.8V powered. NFDO_ON_D16 must be set to 0 in this configuration (NFDO_ON_D16 =1 is
a forbidden configuration with three devices on the EBI). As a few control signals are powered by
the VDDNF domain, this configuration forces VDDNF to be powered at 1.8V like VDDIOM. Note this
configuration is not supported when using DDR3L-SDRAM.

Figure 19.11. Configuration Example: FPGA on NCSO, DDR on NCS1 and NAND Flash on NCS2

A18:13 + A11:2
D15:0
D7:0
SAMOIX75  /
EBI
MPDDRC
D15:0 | <=
+ DQSx/DQSNx NAND FPGA
—>> + DQMx Flash
DDR2
BAx + A15:13 + A11:2
+ SDA10
SMC
Control H
NANDEG P10 MUX
PD14 NWAIT/NANDRDY ‘
NFD7:0 ) PD4:0 | NANDOE, NANDWE, NCS2/NANDCS
A21/NANDALE, A22/NANDCLE ‘
CMD PD13:5 AO/NBSO0, A1, A12, A19, A20, NRD, NWRO/NWE, NWR1/NBS1

Note: For signal integrity purposes, it is good practice to give priority on the PCB layout to the
Processor - DDR2 interface and to isolate this interface from the FPGA and the NAND Flash with
serial resistors in the 50 to 200 Ohms range. This configuration implies speed limitation on both the
DDR2 interface depending on the layout performance and the device connected to the bus. A signal
integrity board simulation must be performed to assess the expected speed operation.
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20. Static Memory Controller (SMC)

20.1. Description

The Static Memory Controller (SMC) generates the signals that control the access to the external
memory devices or peripheral devices. It has 3 Chip Selects and a 23-bit address bus. The 16-bit
data bus can be configured to interface with 8- or 16-bit external devices. Separate read and write
control signals allow for direct memory and peripheral interfacing. Read and write signal waveforms
are fully parametrizable.

The SMC can manage wait requests from external devices to extend the current access. The
SMC is provided with an automatic Slow Clock mode. In Slow Clock mode, it switches from user-
programmed waveforms to slow-rate specific waveforms on read and write signals. The SMC
supports asynchronous burst read in Page mode access for page sizes up to 32 bytes.

20.2. Embedded Characteristics
* 3 Chip Selects Available
+ 8-Mbyte Address Space per Chip Select
+ 8- or 16-bit Data Bus
« Word, Halfword, Byte Transfers
+ Byte Write or Byte Select Lines
+ Programmable Setup, Pulse And Hold Time for Read Signals per Chip Select
* Programmable Setup, Pulse And Hold Time for Write Signals per Chip Select
+ Programmable Data Float Time per Chip Select
+ External Wait Request
+ Automatic Switch to Slow Clock Mode
+ Asynchronous Read in Page Mode Supported: Page Size Ranges from 4 to 32 Bytes

+ Functional Safety - Protection, Monitors and Reports:
- Register Write Protection

- Abnormal Software Access and Sequencer Integrity Error Reports
20.3. 1/0 Lines Description

Table 20.1. I/O Lines Description

T 7S T

NCS[2:0] Static Memory Controller Chip Select Lines Output

NRD Read Signal Output Low
NWRO/NWE Write 0/Write Enable Signal Output Low
AO/NBSO Address Bit 0/Byte 0 Select Signal Output Low
NWR1/NBS1 Write 1/Byte 1 Select Signal Output Low
A[22:2] Address Bus Output -
D[15:0] Data Bus 1/0 -
NWAIT External Wait Signal Input Low

20.4. Interrupt Source

The SMC has an interrupt line connected to the interrupt line of the external bus interface. The
external bus interface (SMC) interrupt line is connected to the interrupt controller. The external bus
interface interrupt line can be triggered by SMC.
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20.5. Multiplexed Signals

Table 20.2. Static Memory Controller (SMC) Multiplexed Signals

Multiplexed Signals Related Function

NWRO NWE - Byte-write or byte-select access, see Byte Write or Byte Select Access
AO NBSO - 8-bit or 16-bit data bus, see Data Bus Width
NWR1 NBS1 - Byte-write or byte-select access, see Byte Write or Byte Select Access

20.6. Application Example

20.6.1. Hardware Interface

Figure 20.1. SMC Connections to Static Memory Devices

DO0-D31

NS

NW‘;?&#\‘BV?E — 128K x 8 128K x 8
NWR1/NBS1 \ SRAM D1 SRAM
\ po-o7 p8-D18| o
cs cs
20 - A6 | A2-A18 0 - Ats |_A2-A18
NRD
OE NRD 1 oe
NWRONWE |, o NWETNBST | e
NCS[n..0] ®
N\
/
[ ]
A2 - A22 /

Static Memory
Controller

20.7. Product Dependencies

20.7.1. 1/0 Lines

The pins used for interfacing the Static Memory Controller may be multiplexed with the PIO lines.
The programmer must first program the PIO controller to assign the Static Memory Controller pins
to their peripheral function. If I/0 Lines of the SMC are not used by the application, they can be used
for other purposes by the PIO controller.

20.8. External Memory Mapping

The SMC provides up to 23 address lines, A[22:0]. This allows each chip select line to address up to
8 Mbytes of memory.

If the physical memory device connected on one chip select is smaller than 8 Mbytes, it wraps
around and appears to be repeated within this space. The SMC correctly handles any valid access to
the memory device within the page (see the figure below).

A[22:0] is only significant for an 8-bit memory, A[22:1] is used for a 16-bit memory.
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Figure 20.2. Memory Connections for External Devices

NCSI0] - NCS[2]
NRD
SMC NWE
Al22:0] NCS2 I Memory Enable
D[15:0] NCS1 I Memory Enable
NCSO0
Memory Enable
Output Enable
Write Enable
A[22:0] -
80r18 | pis0jorD7:0] b

20.9. Connection to External Devices

20.9.1. Data Bus Width

A data bus width of 8 or 16 bits can be selected for each chip select. This option is controlled by the
field DBW in the Mode register (SMC_MODE) for the corresponding chip select.

+ Figure 20.3 illustrates how to connect a 512K x 8-bit memory on NCS2.
+ Figure 20.4 illustrates how to connect a 512K x 16-bit memory on NCS2.

20.9.2. Byte Write or Byte Select Access

Each chip select with a 16-bit data bus can operate with one of two different types of write access:
byte write or byte select access. This is controlled by the BAT field of the SMC_MODE register for the
corresponding chip select.

Figure 20.3. Memory Connection for an 8-bit Data Bus

DI[7:0] DI[7:0]
A[18:2] A[18:2]
A0 A0
SMC A1 Al
NWE Write Enable
NRD Output Enable
NCS[2] Memory Enable
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Figure 20.4. Memory Connection for a 16-bit Data Bus

D[15:0] D[15:0]
A[19:2] A[18:1]
A1 A[0]
SMC NBSO Low Byte Enable

NBS1 High Byte Enable
NWE Write Enable
NRD Output Enable

NCS[2] Memory Enable

20.9.2.1.Byte Write Access
Byte Write Access supports one byte write signal per byte of the data bus and a single read signal.

Note that the SMC does not allow boot in Byte Write Access mode.

For 16-bit devices, the SMC provides NWRO and NWR1 write signals for respectively byte0 (lower
byte) and byte1 (upper byte) of a 16-bit bus. One single read signal (NRD) is provided.

Byte Write Access is used to connect 2 x 8-bit devices as a 16-bit memory.

The Byte Write option is illustrated in Figure 20.5.

20.9.2.2.Byte Select Access

In this mode, read/write operations can be enabled/disabled at a byte level. One byte-select line per
byte of the data bus is provided. One NRD signal and one NWE signal control read and write.

For 16-bit devices, the SMC provides NBSO and NBS1 selection signals for respectively byte0 (lower
byte) and byte1 (upper byte) of a 16-bit bus.

Byte Select Access is used to connect one 16-bit device.

Figure 20.5. Connection of 2 x 8-bit Devices on a 16-bit Bus: Byte Write Option

D[7:0] DI[7:0]
D[15:8] |—
A[22:2] A[21:1]
SMC A1 Al0]
NWRO Write Enable
NWR1
NRD Read Enable
NCS[2] Memory Enable
D[15:8]
A[21:1]
A[0]
Write Enable
Read Enable
L1 Memory Enable
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20.9.2.3.Signal Multiplexing
Depending on the Byte Access Type (BAT), only the write signals or the byte select signals are used.
To save |0s at the external bus interface, control signals at the SMC interface are multiplexed. The
table below shows signal multiplexing depending on the data bus width and the byte access type.

Table 20.3. SMC Multiplexed Signal Translation

Signal Name 16-bit Bus
Device Type 1 x 16-bit 2 x 8-bit 1 x 8-bit

Byte Access Type (BAT) Byte Select Byte Write -
NBSO_AO NBSO - AO
NWE_NWRO NWE NWRO NWE
NBS1_NWR1 NBS1 NWR1 -

20.10. Standard Read and Write Protocols

In the following sections, the byte access type is not considered. Byte select lines (NBSO to NBS1)
always have the same timing as the A address bus. NWE represents either the NWE signal in byte
select access type or one of the byte write lines (NWRO to NWR1) in byte write access type. NWRO
to NWR1 have the same timings and protocol as NWE. In the same way, NCS represents one of the
NCS[O0..2] chip select lines.

20.10.1. Read Waveforms

The following figure shows the read cycle. The read cycle starts with the address setting on the
memory address bus:

« {A[22:2], A1, A0} for 8-bit devices
« {A[22:2], A1} for 16-bit devices

Figure 20.6. Standard Read Cycle
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|
I
NRD :
|
|

| |
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| | '
NCS | 1\ | | :
| } )
! : | | | |
! | | | | |
! 1 | /—n—\ ! |
D[15:0] ; | | |
' ' | — :
| | |
| NRD_:SETUP | NRD_PULSE | NRD_HOLD |
D RN PSS e——————————
: | | |
| | 1 1
NCS_RD_SETUP NCS_RD_PULSE I NCS_RD_HOLD
le——>'< > < > :_
|
| NRD_CYCLE :
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20.10.1.1.NRD Waveform
The NRD signal is characterized by a setup timing, a pulse width and a hold timing:
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+ NRD_SETUP—NRD setup time is defined as the setup of address before the NRD falling edge.
* NRD_PULSE—NRD pulse length is the time between NRD falling edge and NRD rising edge.
+ NRD_HOLD—NRD hold time is defined as the hold time of address after the NRD rising edge.

20.10.1.2.NCS Waveform

Similar to the NRD signal, the NCS signal can be divided into a setup time, pulse length and hold
time:

+ NCS_RD_SETUP—NCS setup time is defined as the setup time of address before the NCS falling
edge.

« NCS_RD_PULSE—NCS pulse length is the time between NCS falling edge and NCS rising edge;

+ NCS_RD_HOLD—NCS hold time is defined as the hold time of address after the NCS rising edge.

20.10.1.3.Read Cycle

The NRD_CYCLE time is defined as the total duration of the read cycle, that is, from the time where
address is set on the address bus to the point where address may change. The total read cycle time
is defined as:

* NRD_CYCLE = NRD_SETUP + NRD_PULSE + NRD_HOLD
as well as
* NRD_CYCLE = NCS_RD_SETUP + NCS_RD_PULSE + NCS_RD_HOLD

All NRD and NCS timings are defined separately for each chip select as an integer number of the
main system bus clock cycles. The NRD_CYCLE field is common to both the NRD and NCS signals,
thus the timing period is of the same duration.

NRD_CYCLE, NRD_SETUP, and NRD_PULSE implicitly define the NRD_HOLD value as:
* NRD_HOLD = NRD_CYCLE - NRD SETUP - NRD PULSE

NRD_CYCLE, NCS_RD_SETUP, and NCS_RD_PULSE implicitly define the NCS_RD_HOLD value as:
* NCS_RD_HOLD = NRD_CYCLE - NCS_RD_SETUP - NCS_RD_PULSE

20.10.1.4.Null Delay Setup and Hold

If null setup and hold parameters are programmed for NRD and/or NCS, NRD and NCS remain active
continuously in case of consecutive read cycles in the same memory. See the following figure.
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Figure 20.7. No Setup, No Hold On NRD and NCS Read Signals
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20.10.1.5.Null Pulse

Programming a null pulse is not permitted. Pulse must be at least set to 1. A null value leads to
unpredictable behavior.

20.10.2. Read Mode

As NCS and NRD waveforms are defined independently of one other, the SMC needs to know when
the read data is available on the data bus. The SMC does not compare NCS and NRD timings

to know which signal rises first. The READ_MODE parameter in the SMC_MODE register of the
corresponding chip select indicates which signal of NRD and NCS controls the read operation.

20.10.2.1.Read is Controlled by NRD (READ_MODE =1)

The following figure shows the waveforms of a read operation of a typical asynchronous RAM. The
read data is available tpacc after the falling edge of NRD, and turns to ‘Z' after the rising edge of
NRD. In this case, the READ_MODE must be set to 1 (read is controlled by NRD), to indicate that
data is available with the rising edge of NRD. The SMC samples the read data internally on the rising
edge of the main system bus clock that generates the rising edge of NRD, regardless of the NCS
programmed waveform.
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Figure 20.8. READ_MODE = 1 (Data sampled by SMC before rising edge of NRD)
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20.10.2.2.Read is Controlled by NCS (READ_MODE = 0)

The following figure shows the typical read cycle of an LCD module. The read data is valid tpacc
after the falling edge of the NCS signal and remains valid until the rising edge of NCS. Data must be
sampled when NCS is raised. In that case, READ_MODE must be set to 0 (read is controlled by NCS):
the SMC internally samples the data on the rising edge of the main system bus clock that generates
the rising edge of NCS, regardless of the NRD programmed waveform.

Figure 20.9. READ_MODE = 0 (Data sampled by SMC before rising edge of NCS)

wex | L L] |

A[22:2]
NBS0, NBS1,
NRD ! : N\
I
|
—_ ,
NCS ! AN
|
I
|

|
|
|
I
|
|
|
]
|
I
I
|
|
|
|
I
. |
| | 7
: : tpacc A
D[15:0] . ! —\
/

Data Sampling

20.10.3. Write Waveforms

The write protocol (depicted in Figure 20.10) is similar to the read protocol. The write cycle starts
with the address setting on the memory address bus.
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20.10.3.1.NWE Waveforms
The NWE signal is characterized by a setup timing, a pulse width and a hold timing.

+ NWE_SETUP—NWE setup time is defined as the setup of address and data before the NWE falling
edge.

« NWE_PULSE—NWE pulse length is the time between NWE falling edge and NWE rising edge.

« NWE_HOLD—NWE hold time is defined as the hold time of address and data after the NWE rising
edge.

The NWE waveforms apply to all byte-write lines in Byte Write Access mode: NWRO to NWR1.

20.10.3.2.NCS Waveforms

The NCS signal waveforms in write operations are not the same than those applied in read
operations, but are defined separately:

+ NCS_WR_SETUP—NCS setup time is defined as the setup time of address before the NCS falling
edge.

«  NCS_WR_PULSE—NCS pulse length is the time between NCS falling edge and NCS rising edge.
+ NCS_WR_HOLD—NCS hold time is defined as the hold time of address after the NCS rising edge.

Figure 20.10. Write Cycle
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20.10.3.3.Write Cycle

The write_cycle time is defined as the total duration of the write cycle, that is, from the time where
address is set on the address bus to the point where address may change. The total write cycle time
is defined as:

+ NWE_CYCLE = NWE_SETUP + NWE_PULSE + NWE_HOLD
as well as
+ NWE_CYCLE = NCS_WR_SETUP + NCS_WR_PULSE + NCS_WR_HOLD

216

@ MICROCHIP



All NWE and NCS (write) timings are defined separately for each chip select as an integer number
of the main system bus clock cycles. The NWE_CYCLE field is common to both the NWE and NCS
signals, thus the timing period is of the same duration.

NWE_CYCLE, NWE_SETUP, and NWE_PULSE implicitly define the NWE_HOLD value as:

+ NWE_HOLD = NWE_CYCLE - NWE_SETUP - NWE_PULSE

NWE_CYCLE, NCS_WR_SETUP, and NCS_WR_PULSE implicitly define the NCS_WR_HOLD value as:
* NCS_WR_HOLD = NWE_CYCLE - NCS_WR_SETUP - NCS_WR_PULSE

20.10.3.4.Null Delay Setup and Hold
If null setup parameters are programmed for NWE and/or NCS, NWE and/or NCS remain active
continuously in case of consecutive write cycles in the same memory. See the following figure.
However, for devices that perform write operations on the rising edge of NWE or NCS, such as
SRAM, either a setup or a hold must be programmed.

Figure 20.11. Null Setup and Hold Values of NCS and NWE in Write Cycle
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20.10.3.5.Null Pulse

Programming a null pulse is not permitted. Pulse must be at least set to 1. A null value leads to
unpredictable behavior.

20.10.4. Write Mode

The WRITE_MODE parameter in the SMC_MODE register of the corresponding chip select indicates
which signal controls the write operation.

20.10.4.1.Write is Controlled by NWE (WRITE_MODE = 1)
The following figure shows the waveforms of a write operation with WRITE_MODE set to 1. The data
is put on the bus during the pulse and hold steps of the NWE signal. The internal data buffers are
switched to Output mode after the NWE_SETUP time, and until the end of the write cycle, regardless
of the programmed waveform on NCS.
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Figure 20.12. WRITE_MODE = 1 (Write Operation Controlled by NWE)
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20.10.4.2.Write is Controlled by NCS (WRITE_MODE = 0)

The following figure shows the waveforms of a write operation with WRITE_MODE set to 0. The
data is put on the bus during the pulse and hold steps of the NCS signal. The internal data buffers
are switched to Output mode after the NCS_WR_SETUP time, and until the end of the write cycle,
regardless of the programmed waveform on NWE.

Figure 20.13. WRITE_MODE = 0 (Write Operation Controlled by NCS)
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20.10.5. Coding Timing Parameters

All timing parameters are defined for one chip select and are grouped together in one
SMC_REGISTER according to their type.

The SMC_SETUP register groups the definition of all setup parameters:
* NRD_SETUP, NCS_RD_SETUP, NWE_SETUP, NCS_WR_SETUP
The SMC_PULSE register groups the definition of all pulse parameters:
« NRD_PULSE, NCS_RD_PULSE, NWE_PULSE, NCS_WR_PULSE
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The SMC_CYCLE register groups the definition of all cycle parameters:
*+ NRD_CYCLE, NWE_CYCLE

The following table shows how the timing parameters are coded and their permitted range.

Table 20.4. Coding and Range of Timing Parameters

Permitted Range
Coded Value Number of Bits Effective Value
Coded Value Effective Value

setup [5:0] 128 x setup[5] + setup[4:0] 0<31 0<128 +31

pulse [6:0] 7 256 x pulse[6] + pulse[5:0] 0<63 0<256+63
0<256+127

cycle [8:0] 9 256 x cycle[8:7] + cycle[6:0] 0<127 0<512+127
0<768+127

20.10.6. Reset Values of Timing Parameters

For the default values of timing parameters at reset, see SMC_SETUPx, SMC_PULSEx and
SMC_CYCLEx.

20.10.7. Usage Restriction

The SMC does not check the validity of the user-programmed parameters. If the sum of SETUP and
PULSE parameters is larger than the corresponding CYCLE parameter, this leads to unpredictable
behavior of the SMC.

+ For read operations:
Null but positive setup and hold of address and NRD and/or NCS can not be guaranteed at
the memory interface because of the propagation delay of theses signals through external logic
and pads. If positive setup and hold values must be verified, then it is strictly recommended to
program non-null values so as to cover possible skews between address, NCS and NRD signals.

+ For write operations:
If a null hold value is programmed on NWE, the SMC can guarantee a positive hold of address,
byte select lines, and NCS signal after the rising edge of NWE. This is true for WRITE_MODE = 1
only. See Early Read Wait State.

+ For read and write operations:
A null value for pulse parameters is forbidden and may lead to unpredictable behavior.
In read and write cycles, the setup and hold time parameters are defined in reference to the
address bus. For external devices that require setup and hold time between NCS and NRD signals

(read), or between NCS and NWE signals (write), these setup and hold times must be converted
into setup and hold times in reference to the address bus.

20.11. Automatic Wait States

Under certain circumstances, the SMC automatically inserts idle cycles between accesses to avoid
bus contention or operation conflict.

20.11.1. Chip Select Wait States

The SMC always inserts an idle cycle between two transfers on separate chip selects. This idle cycle
ensures that there is no bus contention between the de-activation of one device and the activation
of the next one.

During Chip Select Wait state, all control lines are turned inactive: NBSO to NBS1, NWRO to NWRT,
NCS[O0..2], NRD lines are all set to 1.

The following figure illustrates a Chip Select Wait state between accesses on Chip Select 0 and Chip
Select 2.
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Figure 20.14. Chip Select Wait State between a Read Access on NCSO and a Write Access on NCS2
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20.11.2. Early Read Wait State

In some cases, the SMC inserts a Wait state cycle between a write access and a read access to
allow time for the write cycle to end before the subsequent read cycle begins. This Wait state is not
generated in addition to a Chip Select Wait state. The early read cycle thus only occurs between a
write and read access to the same memory device (same chip select).

An Early Read Wait state is automatically inserted if at least one of the following conditions is valid:

+ The write controlling signal has no hold time and the read controlling signal has no setup time
(Figure 20.15).

« In NCS Write Controlled mode (WRITE_MODE = 0), there is no hold timing on the NCS signal and
the NCS_RD_SETUP parameter is set to 0, regardless of the read mode (Figure 20.16). The write
operation must end with a NCS rising edge. Without an Early Read Wait State, the write operation
could not complete properly.

* In NWE Controlled mode (WRITE_MODE = 1) and if there is no hold timing (NWE_HOLD = 0), the
feedback of the write control signal is used to control address, data, chip select and byte select
lines. If the external write control signal is not inactivated as expected due to load capacitances,
an Early Read Wait State is inserted and address, data and control signals are maintained one
more cycle. See Figure 20.17.
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Figure 20.15. Early Read Wait State: Write with No Hold Followed by Read with No Setup
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Figure 20.16. Early Read Wait State: NCS Controlled Write with No Hold Followed by a Read with No NCS Setup
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Figure 20.17. Early Read Wait State: NWE-controlled Write with No Hold Followed by a Read with one Set-up Cycle

MCK

A222) Y
1
1
1
NBSO, NBSH1,
A0, A1 >{.
1

internal write controlling signal

N VS

external write controlling signal 1
(NWE)

no hold read setup!= 1

t

NRD

1
1
1 1
:
1
1

1 . 1 ! read cycle 1
write cycle Early Read;
' (WRITE_MODE = 1) ' Wait state * (READ_MODE = 0 or READ_MODE = 1)

20.11.3. Reload User Configuration Wait State
The user may change any of the configuration parameters by writing the SMC user interface.

When detecting that a new user configuration has been written in the user interface, the SMC
inserts a wait state before starting the next access. The so called “Reload User Configuration Wait
State” is used by the SMC to load the new set of parameters to apply to next accesses.

The Reload Configuration Wait State is not applied in addition to the Chip Select Wait State. If
accesses before and after re-programming the user interface are made to different devices (Chip
Selects), then one single Chip Select Wait State is applied.

On the other hand, if accesses before and after writing the user interface are made to the same
device, a Reload Configuration Wait State is inserted, even if the change does not concern the
current Chip Select.

20.11.3.1.User Procedure

To insert a Reload Configuration Wait State, the SMC detects a write access to any SMC_MODE
register of the user interface. If the user only modifies timing registers (SMC_SETUP, SMC_PULSE,
SMC_CYCLE registers) in the user interface, he must validate the modification by writing the
SMC_MODE, even if no change was made on the mode parameters.

The user must not change the configuration parameters of an SMC Chip Select (Setup, Pulse,
Cycle, Mode) if accesses are performed on this CS during the modification. Any change of the

Chip Select parameters, while fetching the code from a memory connected on this CS, may lead to
unpredictable behavior. The instructions used to modify the parameters of an SMC Chip Select can
be executed from the internal RAM or from a memory connected to another CS.

20.11.3.2.Slow Clock Mode Transition

A Reload Configuration Wait state is also inserted when the Slow Clock mode is entered or exited,
after the end of the current transfer (see Slow Clock Mode).
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20.11.4. Read to Write Wait State
Due to an internal mechanism, a wait cycle is always inserted between consecutive read and write
SMC accesses.
This wait cycle is referred to as a Read to Write Wait state in this document.

This wait cycle is applied in addition to chip select and reload user configuration Wait states when
they are to be inserted. See Figure 20.14.

20.12. Data Float Wait States

Some memory devices are slow to release the external bus. For such devices, it is necessary to add
wait states (data float wait states) after a read access:

+ before starting a read access to a different external memory
+ before starting a write access to the same device or to a different external one.

The Data Float Output Time (tpg) for each external memory device is programmed in the
TDF_CYCLES field of the SMC_MODE register for the corresponding chip select. The value of
TDF_CYCLES indicates the number of data float wait cycles (between 0 and 15) before the external
device releases the bus, and represents the time allowed for the data output to go to high
impedance after the memory is disabled.

Data float wait states do not delay internal memory accesses. Hence, a single access to an external
memory with long tpg will not slow down the execution of a program from internal memory.

The data float wait states management depends on the READ_MODE and the TDF_MODE fields of
the SMC_MODE register for the corresponding chip select.

20.12.1. READ_MODE

Setting READ_MODE to 1 indicates to the SMC that the NRD signal is responsible for turning off the
tri-state buffers of the external memory device. The Data Float Period then begins after the rising
edge of the NRD signal and lasts TDF_CYCLES MCK cycles.

When the read operation is controlled by the NCS signal (READ_MODE = 0), the TDF field gives the
number of MCK cycles during which the data bus remains busy after the rising edge of NCS.

Figure 20.18 illustrates the Data Float Period in NRD-controlled mode (READ_MODE = 1), assuming
a data float period of two cycles (TDF_CYCLES = 2). Figure 20.19 shows the read operation when
controlled by NCS (READ_MODE = 0) and the TDF_CYCLES parameter equals 3.
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Figure 20.18. TDF Period in NRD Controlled Read Access (TDF = 2)
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20.12.2. TDF Optimization Enabled (TDF_MODE = 1)

When SMC_MODE.TDF_MODE is set to 1 (TDF optimization enabled), the SMC takes advantage of the

setup period of the next access to optimize the number of Wait state cycles to insert.

The following figure shows a read access controlled by NRD, followed by a write access controlled by

NWE, on Chip Select 0. Chip Select 0 has been programmed with:
NRD_HOLD = 4; READ_MODE = 1 (NRD controlled)
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NWE_SETUP = 3; WRITE_MODE = 1 (NWE controlled)
TDF_CYCLES = 6; TDF_MODE = 1 (optimization enabled).

Figure 20.20. TDF Optimization: No TDF Wait states are inserted if the TDF period is over when the next access
begins
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20.12.3. TDF Optimization Disabled (TDF_MODE = 0)

When optimization is disabled, TDF Wait states are inserted at the end of the read transfer, so
that the data float period is ended when the second access begins. If the hold period of the read1
controlling signal overlaps the data float period, no additional TDF Wait states will be inserted.

Figure 20.21, Figure 20.22 and Figure 20.23 illustrate the following cases, with no TDF optimization:

+ Read access followed by a read access on another chip select
+ Read access followed by a write access on another chip select
+ Read access followed by a write access on the same chip select

225

@ MICROCHIP



Figure 20.21. TDF Optimization Disabled (TDF Mode = 0): TDF Wait states between 2 read accesses on different
chip selects
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Figure 20.22. TDF Mode = 0: TDF Wait states between read and write accesses on different chip selects
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Figure 20.23. TDF Mode = 0: TDF Wait states between read and write accesses on the same chip select
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20.13. External Wait

Any access can be extended by an external device using the NWAIT input signal of the SMC. The
EXNW_MODE field of the SMC_MODE register on the corresponding chip select must be set to either
to 10" (Frozen mode) or “11" (Ready mode). When the EXNW_MODE is set to ‘00’ (disabled), the NWAIT
signal is simply ignored on the corresponding chip select. The NWAIT signal delays the read or write
operation as regards the read or write controlling signal, depending on the read and write modes of
the corresponding chip select.

20.13.1. Restriction

When one of the EXNW_MODE is enabled, at least one hold cycle must be programmed for the
read/write controlling signal. For that reason, the NWAIT signal cannot be used in Page mode (see
Asynchronous Page Mode) nor in Slow Clock mode (see Slow Clock Mode).

The NWAIT signal is assumed to be a response of the external device to the read/write request

of the SMC. Then NWAIT is examined by the SMC only in the Pulse state of the read or write
controlling signal. The assertion of the NWAIT signal outside the expected period has no impact on
SMC behavior.

20.13.2. Frozen Mode

When the external device asserts the NWAIT signal (active low), and after internal synchronization
of this signal, the SMC state is frozen, i.e., SMC internal counters are frozen, and all control signals
remain unchanged. When the resynchronized NWAIT signal is deasserted, the SMC completes the
access, resuming the access from the point where it was stopped. See the following figure. This
mode must be selected when the external device uses the NWAIT signal to delay the access and to
freeze the SMC.
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Figure 20.24. Write Access with NWAIT Assertion in Frozen Mode (EXNW_MODE = 10)
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The assertion of the NWAIT signal outside the expected period is ignored as illustrated in the figure

below.
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Figure 20.25. Read Access with NWAIT Assertion in Frozen Mode (EXNW_MODE = 10)
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20.13.3. Ready Mode

In Ready mode (EXNW_MODE = 11), the SMC behaves differently. Normally, the SMC begins the
access by down counting the setup and pulse counters of the read/write controlling signal. In the
last cycle of the pulse phase, the resynchronized NWAIT signal is examined.

If asserted, the SMC suspends the access as shown in the figures Figure 20.26 and Figure 20.27.
After deassertion, the access is completed: the hold step of the access is performed.

This mode must be selected when the external device uses deassertion of the NWAIT signal to
indicate its ability to complete the read or write operation.

If the NWAIT signal is deasserted before the end of the pulse, or asserted after the end of the pulse
of the controlling read/write signal, it has no impact on the access length as shown in Figure 20.27.
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20.13.4. NWAIT Latency and Read/Write Timings

There may be a latency between the assertion of the read/write controlling signal and the assertion
of the NWAIT signal by the device. The programmed pulse length of the read/write controlling signal
must be at least equal to this latency plus the 2 resynchronization cycles + 1 cycle. Otherwise, the
SMC may enter the Hold state of the access without detecting the NWAIT signal assertion. This is
true in Frozen mode as well as in Ready mode. This is illustrated in the following figure.

When EXNW_MODE is enabled (Ready or Frozen), the user must program a pulse length of the read
and write controlling signal of at least:

minimal pulse length = NWAIT latency + 2 resynchronization cycles + 1 cycle

Figure 20.28. NWAIT Latency
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20.14. Slow Clock Mode

The SMC is able to automatically apply a set of “Slow Clock mode” read/write waveforms when

an internal signal driven by the Power Management Controller is asserted because MCK has

been configured to a very slow clock rate (typically, 32 kHz). In this mode, the user-programmed
waveforms are ignored and the Slow Clock mode waveforms are applied. This mode is provided to
avoid reprogramming the User Interface with appropriate waveforms at very slow clock rates. When
activated, Slow Clock mode is active on all chip selects.

20.14.1. Slow Clock Mode Waveforms

The figure below illustrates the read and write operations in Slow Clock mode. They are valid on
all chip selects. The following table indicates the value of read and write parameters in Slow Clock
mode.
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Figure 20.29. Read/Write Cycles in Slow Clock Mode
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Table 20.5. Read and Write Timing Parameters in Slow Clock Mode
NRD_SETUP NWE_SETUP
NRD_PULSE NWE_PULSE
NCS_RD_SETUP NCS_WR_SETUP
NCS_RD_PULSE NCS_WR_PULSE
NRD_CYCLE NWE_CYCLE

N N O = =
w w o = =

20.14.2. Switching from (to) Slow Clock Mode to (from) Normal Mode

When switching from Slow Clock mode to Normal mode, the current Slow Clock mode transfer is
completed at high clock rate, with the set of Slow Clock mode parameters. See Figure 20.30. The
external device may not be fast enough to support such timings.

Figure 20.31 illustrates the recommended procedure to properly switch from one mode to the
other.
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Figure 20.30. Clock Rate Transition Occurs while the SMC is Performing a Write Operation
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Figure 20.31. Recommended Procedure to Switch from Slow Clock Mode to Normal Mode or from Normal Mode to
Slow Clock Mode
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20.15. Asynchronous Page Mode

The SMC supports asynchronous burst reads in Page mode, providing that the Page mode
is enabled in the SMC_MODE register (PMEN field). The page size must be configured in the
SMC_MODE register (PS field) to 4, 8, 16 or 32 bytes.

The page defines a set of consecutive bytes into memory. A 4-byte page (resp. 8-, 16-, 32-byte page)
is always aligned to 4-byte boundaries (resp. 8-, 16-, 32-byte boundaries) of memory. The MSB of
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data address defines the address of the page in memory, the LSB of address define the address of
the data in the page as detailed in the table below.

With Page mode memory devices, the first access to one page (t,) takes longer than the subsequent
accesses to the page (ts;) as shown in Figure 20.32. When in Page mode, the SMC enables the user
to define different read timings for the first access within one page, and next accesses within the

page.

Table 20.6. Page Address and Data Address Within a Page

4 bytes A[22:2] A[1:0]
8 bytes A[22:3] A[2:0]
16 bytes A[22:4] A[3:0]
32 bytes A[22:5] A[4:0]
Notes:

1. ‘A’ denotes the address bus of the memory device.
2. For 16-bit devices, bit 0 of the address is ignored.

20.15.1. Protocol and Timings in Page Mode

The following figure shows the NRD and NCS timings in Page mode access. For the address MSB and
LSB, see Table 20.6.

Figure 20.32. Page Mode Read Protocol
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The NRD and NCS signals are held low during all read transfers, whatever the programmed values
of the setup and hold timings in the User Interface may be. Moreover, the NRD and NCS timings are
identical. The pulse length of the first access to the page is defined with the NCS_RD_PULSE field of
the SMC_PULSE register. The pulse length of subsequent accesses within the page are defined using
the NRD_PULSE parameter.

Programming of the read timings in Page mode is described in the following table.

Table 20.7. Programming of Read Timings in Page Mode

READ_MODE X' No impact
NCS_RD_SETUP X' No impact
NCS_RD_PULSE tpa Access time of first access to the page
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Table 20.7. Programming of Read Timings in Page Mode (continued)

NRD_SETUP X' No impact
NRD_PULSE tsa Access time of subsequent accesses in the page
NRD_CYCLE X' No impact

The SMC does not check the coherency of timings. It will always apply the NCS_RD_PULSE timings as
page access timing (t,4) and the NRD_PULSE for accesses to the page (tsa), even if the programmed
value for t,; is shorter than the programmed value for tg,.

20.15.2. Byte Access Type in Page Mode

The byte access type (BAT) configuration remains active in Page mode. For 16-bit Page mode devices
that require byte selection signals, write a 0 to the BAT bit in the SMC Mode register (SMC_MODE) to
select the byte select access type.

20.15.3. Page Mode Restriction

The Page mode is not compatible with the use of the NWAIT signal. Using the Page mode and the
NWAIT signal may lead to unpredictable behavior.

20.15.4. Sequential and Non-Sequential Accesses

If the chip select and the MSB of addresses as defined in Table 20.6 are identical, then the current
access lies in the same page as the previous one, and no page break occurs.

Using this information, all data within the same page, sequential or not sequential, are accessed
with a minimum access time (ts,). The following figure illustrates access to an 8-bit memory device
in Page mode, with 8-byte pages. Access to D1 causes a page access with a long access time (tp,).
Accesses to D3 and D7, though they are not sequential accesses, only require a short access time

(tsa)-

If the address MSBs differ, the SMC performs the access of a new page. In the same way, if the

chip select is different from the previous access, a page break occurs. If two sequential accesses are
made to the Page mode memory, but separated by an other internal or external peripheral access,
a page break occurs on the second access because the chip select of the device was deasserted
between both accesses.

Figure 20.33. Access to Non-sequential Data within the Same Page
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20.16. Register Write Protection

To prevent any single software error from corrupting SMC behavior, certain registers in the address
space can be write-protected by setting the WPEN bit in the Write Protection Mode Register
(SMC_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the Write Protection
Status Register (SMC_WPSR) is set and the field WPVSRC indicates the register in which the write
access has been attempted.

The WPVS bit is automatically cleared after reading SMC_WPSR.
The following registers can be write-protected:

*  SMC Setup Register

* SMC Pulse Register

* SMC Cycle Register

+ SMC Mode Register

+  SMC Off-Chip Memory Scrambling Register

+  SMC Safety Report Interrupt Enable Register

20.17. Security and Safety Analysis and Reports

Several types of checks are performed when the SMC is reading or writing an external memory.

The internal sequencer of the SMC is monitored for integrity and if an abnormal state is detected,
the flag SMC_WPSR.SEQE is set. This flag is not set under normal operating conditions.

The software accesses to the SMC are monitored and if an incorrect access is performed, the

flag SMC_WPSR.SWE is set. The type of incorrect/abnormal software access is reported in the
SMC_WPSR.SWETYP field (see SMC Write Protection Status Register for details). The flags SEQE, SWE
and WPVS are automatically cleared when SMC_WPSR is read.

If one of these flags is set, an interrupt can be triggered if the SMC_SRIER.SRIE bit is “1".

20.18. Scrambling/Unscrambling Function

The external data bus can be scrambled to make more difficult the recovery of intellectual property
data located in off-chip memories by means of data analysis at the package pin level of either the
microcontroller or the memory device.

The scrambling and unscrambling are performed on-the-fly without additional wait states.

The scrambling/unscrambling function can be enabled or disabled by configuring the CSxSE bits in
the SMC Off-Chip Memory Scrambling Register (SMC_OCMS).

When multiple chip selects are handled, the scrambling function per chip select is configurable using
the CSxSE bits in the SMC_OCMS register.

The scrambling method depends on two user-configurable key registers, SMC_KEY1 and SMC_KEY2
plus a random value depending on device processing characteristics. These key registers cannot be
read. They can be written once after a system reset.

The scrambling user key or the seed for key generation must be securely stored in a reliable
non-volatile memory in order to recover data from the off-chip memory. Any data scrambled with a
given key cannot be recovered if the key is lost.

20.19. Clearing Scrambling Keys on a Tamper Event

On a tamper detection event on WKUP pins, it is possible to perform an immediate clear of the
scrambling keys (SMC_KEY1 and SMC_KEY2) if SMC_OCMS.TAMPCLR is set.
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20.20. Register Summary

The SMC is programmed using the registers listed below. For each chip select, a set of four
registers is used to program the parameters of the external device connected on it. The number
of SMC_SETUP, SMC_PULSE, SMC_CYCLE and SMC_MODE registers depends on the number of chip
selects. Sixteen bytes (0x10) are required per chip select.

Note: The user must confirm the SMC configuration by writing any one of the SMC_MODE registers.

Cofet | Name lowposl 7 | 6 | 5 | 4 | 3 | 2 | 1 | o
31:24

NCS_RD_SETUP[5:0]

23:16 NRD_SETUP[5:0]
0x00 SMC_SETUPO
15:8 NCS_WR_SETUP[5:0]
7:0 NWE_SETUP[5:0]
31:24 NCS_RD_PULSE[6:0]
004 oMC PULSED 23:16 NRD_PULSE[6:0]
- 15:8 NCS_WR_PULSE[6:0]
7:0 NWE_PULSE[6:0]
2124 NRD_C]YCLE[S
23:16 NRD_CYCLE[7:0]
MC_CYCLE
0x08 SMC_CYCLEO NWE_CYCLE[8
15:8 ;
7:0 NWE_CYCLE[7:0]
31:24 PS[1:0] PMEN
23:16 TDF_MODE TDF_CYCLES[3:0]
0x0C SMC_MODEO
15:8 DBW[1:0] BAT
7:0 EXNW_MODE[1:0] WRITE_MODE READ_MODE
31:24 NCS_RD_SETUP[5:0]
23:16 NRD_SETUP[5:0]
0x10 SMC_SETUP1
15:8 NCS_WR_SETUP[5:0]
7:0 NWE_SETUP[5:0]
31:24 NCS_RD_PULSE[6:0]
23:16 NRD_PULSE[6:0]
0x14 SMC_PULSE1
15:8 NCS_WR_PULSE[6:0]
7:0 NWE_PULSE[6:0]
31:24 NRD_C]YCLE[S
23:16 NRD_CYCLE[7:0]
0x18 SMC_CYCLET
NWE_CYCLE[8
15:8 ]
7:0 NWE_CYCLE[7:0]
31:24 PS[1:0] PMEN
oxic SMC_MODET 23:16 TDF_MODE TDF_CYCLES[3:0]
15:8 DBW[1:0] BAT
7:0 EXNW_MODE[1:0] WRITE_MODE READ_MODE
31:24 NCS_RD_SETUP[5:0]
23:16 NRD_SETUP[5:0]
0x20 SMC_SETUP2
X - 15:8 NCS_WR_SETUP[5:0]
7:0 NWE_SETUP[5:0]
31:24 NCS_RD_PULSE[6:0]
024 SMIC_ PULSE? 23:16 NRD_PULSE[6:0]
15:8 NCS_WR_PULSE[6:0]
7:0 NWE_PULSE[6:0]
2124 NRD_C]YCLE[S
23:16 NRD_CYCLE[7:0]
0x28 SMC_CYCLE2
NWE_CYCLE[8
15:8 :
7:0 NWE_CYCLE[7:0]
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Register Summary (continued)

0x2C
0x30
Ox7F

0x80

0x84

0x88
0x8C
Ox8F
0x90
0x94
OxE3

OxE4

OxE8
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SMC_MODE2

Reserved

SMC_OCMS

SMC_KEY1

SMC_KEY2

Reserved

SMC_SRIER

Reserved

SMC_WPMR

SMC_WPSR

23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

TDF_MODE
DBWI[1:0]
EXNW_MODE[1:0]

TAMPCLR
KEY1[31:24]
KEY1[23:16]

KEY1[15:8]
KEY1[7:0]
KEY2[31:24]
KEY2[23:16]
KEY2[15:8]
KEY2[7:0]

WPKEY[23:16]
WPKEY[15:8]
WPKEY[7:0]

WPVSRC[15:8]
WPVSRC[7:0]
SWE

PMEN

TDF_CYCLES[3:0]

CS2xSE

SEQE

BAT

WRITE_MODE READ_MODE

CS1xSE CSOxSE

SMSE

SRIE

WPEN
SWETYP[1:0]

WPVS
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20.20.1. SMC Setup Register

Name: SMC_SETUPx

Offset: 0x00 + x*0x10 [x=0..2]
Reset: 0x01010101
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Note: The number of SMC_SETUP registers depends on the chip select number.

Bit 31 30 29 28 27 26 24
| | | NCS_RD_SETUP[5:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 1
Bit 23 22 21 20 19 18 16
| | | NRD_SETUP[5:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 1
Bit 15 14 13 12 11 10 8
NCS_WR_SETUP[5:0]
Access RIW R/W RIW R/W RIW RIW
Reset 0 0 0 0 1
Bit 7 6 5 4 3 2 0
NWE_SETUP[5:0]
Access RIW R/W R/W R/W R/W R/W
Reset 0 0 0 0 1

Bits 29:24 - NCS_RD_SETUP[5:0] NCS Setup Length in READ Access
In READ access, the NCS signal setup length is defined as:
NCS setup length = (128 * NCS_RD_SETUP[5] + NCS_RD_SETUP[4:0]) clock cycles

Bits 21:16 - NRD_SETUP[5:0] NRD Setup Length
The NRD signal setup length is defined in clock cycles as:
NRD setup length = (128 * NRD_SETUP[5] + NRD_SETUP[4:0]) clock cycles

Bits 13:8 - NCS_WR_SETUP[5:0] NCS Setup Length in WRITE Access
In WRITE access, the NCS signal setup length is defined as:
NCS setup length = (128 * NCS_WR_SETUP[5] + NCS_WR_SETUP[4:0]) clock cycles

Bits 5:0 - NWE_SETUP[5:0] NWE Setup Length

The NWE signal setup length is defined as:
NWE setup length = (128 * NWE_SETUP[5] + NWE_SETUP[4:0]) clock cycles
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20.20.2. SMC Pulse Register

Name:
Offset:
Reset:

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.
Note: The number of SMC_PULSE registers depends on the chip select number.

SMC_PULSEXx

0x04 + x*0x10 [x=0..2]
0x01010101
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| NCS_RD_PULSE[6:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 1
Bit 23 22 21 20 19 18 17 16
| NRD_PULSE[6:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 1
Bit 15 14 13 12 11 10 9 8
NCS_WR_PULSE[6:0]
Access R/W R/W R/W R/W RIW R/W RIW
Reset 0 0 0 0 0 0 1
Bit 7 6 5 4 3 2 1 0
NWE_PULSE[6:0]
Access R/W R/W R/W R/W RIW R/W R/W
Reset 0 0 0 0 0 0 1

Bits 30:24 - NCS_RD_PULSE[6:0] NCS Pulse Length in READ Access

In standard read access, the NCS signal pulse length is defined as:
NCS pulse length = (256 * NCS_RD_PULSE[6] + NCS_RD_PULSE[5:0]) clock cycles

The NCS pulse length must be at least 1 clock cycle.

In Page mode read access, the NCS_RD_PULSE parameter defines the duration of the first access to
one page.

Bits 22:16 - NRD_PULSE[6:0] NRD Pulse Length

In standard read access, the NRD signal pulse length is defined in clock cycles as:

NRD pulse length = (256 * NRD_PULSE[6] + NRD_PULSE[5:0]) clock cycles

The NRD pulse length must be at least 1 clock cycle.
In Page mode read access, the NRD_PULSE parameter defines the duration of the subsequent

accesses in the page.

Bits 14:8 - NCS_WR_PULSE[6:0] NCS Pulse Length in WRITE Access
In write access, the NCS signal pulse length is defined as:

NCS pulse length = (256 * NCS_WR_PULSE[6] + NCS_WR_PULSE[5:0]) clock cycles

The NCS pulse length must be at least 1 clock cycle.

Bits 6:0 - NWE_PULSE[6:0] NWE Pulse Length
The NWE signal pulse length is defined as:
NWE pulse length = (256 * NWE_PULSE[6] + NWE_PULSE[5:0]) clock cycles

The NWE pulse length must be at least 1 clock cycle.
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20.20.3. SMC Cycle Register

Name: SMC_CYCLEx

Offset: 0x08 + x*0x10 [x=0..2]
Reset: 0x00030003
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.
Note: The number of SMC_CYCLE registers depends on the chip select number.
Bit 31 30 29 28 27 26 25 24

NRD_CYCLE[8
1

Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
| NRD_CYCLE[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 1 1
Bit 15 14 13 12 11 10 9 8
NWE_CYCLE[
8]
Access R/W
Reset 0
Bit 7 6 5 4 3 2 1 0
NWE_CYCLE[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 1 1

Bits 24:16 - NRD_CYCLE[8:0] Total Read Cycle Length
The total read cycle length is the total duration in clock cycles of the read cycle. It is equal to the sum
of the setup, pulse and hold steps of the NRD and NCS signals. It is defined as:
Read cycle length = (NRD_CYCLE[8:7] * 256 + NRD_CYCLE[6:0]) clock cycles

Bits 8:0 - NWE_CYCLE[8:0] Total Write Cycle Length
The total write cycle length is the total duration in clock cycles of the write cycle. It is equal to the
sum of the setup, pulse and hold steps of the NWE and NCS signals. It is defined as:
Write cycle length = (NWE_CYCLE[8:7] * 256 + NWE_CYCLE[6:0]) clock cycles
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20.20.4. SMC Mode Register

Name: SMC_MODEx

Offset: 0x0C + x*0x10 [x=0..2]

Reset: 0x10001000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.
The user must confirm the SMC configuration by writing any one of the SMC_MODE registers.

Note: The number of SMC_MODE registers depends on the chip select number.

Bit 31 30 29 28 27 26 25 24
| | | PS[1:0] | | | | PMEN |
Access R/W R/W R/W
Reset 0 1 0
Bit 23 22 21 20 19 18 17 16
| | | | TDF_MODE | TDF_CYCLES[3:0] |
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DBWI1:0] BAT
Access R/W R/W R/W
Reset 0 1 0
Bit 7 6 5 4 3 2 1 0
EXNW_MODE[1:0] | WRITE_MODE| READ_MODE
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bits 29:28 - PS[1:0] Page Size
If Page mode is enabled, this field indicates the size of the page in bytes.

Value Name Description
0 BYTE_4 4-byte page
1 BYTE_8 8-byte page
2 BYTE_16 16-byte page
3 BYTE_32 32-byte page

Bit 24 - PMEN Page Mode Enabled

1 Asynchronous burst read in Page mode is applied on the corresponding chip select.
0 Standard read is applied.

Bit 20 - TDF_MODE TDF Optimization

1 TDF optimization enabled—The number of TDF Wait states is optimized using the setup period of the next
read/write access.
0 TDF optimization disabled—The number of TDF Wait states is inserted before the next access begins.
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Bits 19:16 - TDF_CYCLES[3:0] Data Float Time
This field gives the integer number of clock cycles required by the external device to release the data
after the rising edge of the read controlling signal. The SMC always provides one full cycle of bus
turnaround after the TDF_CYCLES period. The external bus cannot be used by another chip select
during TDF_CYCLES + 1 cycles. From 0 up to 15 TDF_CYCLES can be set.

Bits 13:12 - DBW[1:0] Data Bus Width

Value Name Description
0 BIT_8 8-bit bus

1 BIT_16 16-bit bus

2 — Reserved

3 — Reserved

Bit 8 - BAT Byte Access Type
This field is used only if DBW defines a 16-bit data bus.

Value Name Description
0 BYTE_SELECT Byte select access type:
*  Write operation is controlled using NCS, NWE, NBSO, NBS1
+ Read operation is controlled using NCS, NRD, NBSO, NBS1
1 BYTE_WRITE Byte write access type:
+  Write operation is controlled using NCS, NWRO, NWR1

* Read operation is controlled using NCS and NRD

Bits 5:4 - EXNW_MODE[1:0] NWAIT Mode
The NWAIT signal is used to extend the current read or write signal. It is only taken into account
during the pulse phase of the read and write controlling signal. When the use of NWAIT is enabled,
at least one cycle hold duration must be programmed for the read and write controlling signal.

Value Name Description

0 DISABLED Disabled Mode—The NWAIT input signal is ignored on the corresponding Chip Select.

1 — Reserved

2 FROZEN  Frozen Mode—If asserted, the NWAIT signal freezes the current read or write cycle. After
deassertion, the read/write cycle is resumed from the point where it was stopped.

3 READY Ready Mode—The NWAIT signal indicates the availability of the external device at the end of the

pulse of the controlling read or write signal, to complete the access. If high, the access normally
completes. If low, the access is extended until NWAIT returns high.

Bit 1 - WRITE_MODE Selection of the Control Signal for Write Operation

Value Name Description

0 NCS_CTRL Write operation controlled by NCS signal—If TDF optimization is enabled (TDF_MODE = 1), TDF Wait
states will be inserted after the setup of NCS.

1 NWE_CTRL Write operation controlled by NWE signal—If TDF optimization is enabled (TDF_MODE = 1), TDF

Wait states will be inserted after the setup of NWE.

Bit 0 - READ_MODE Selection of the Control Signal for Read Operation

Value Name Description
0 NCS_CTRL Read operation controlled by NCS signal

+ If TDF cycles are programmed, the external bus is marked busy after the rising edge of NCS.

+ If TDF optimization is enabled (TDF_MODE = 1), TDF Wait states are inserted after the setup of
NCS.
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Value Name Description
1 NRD_CTRL Read operation controlled by NRD signal
+ If TDF cycles are programmed, the external bus is marked busy after the rising edge of NRD.

+ If TDF optimization is enabled (TDF_MODE = 1), TDF Wait states are inserted after the setup of
NRD.
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20.20.5. SMC Off-Chip Memory Scrambling Register

Name: SMC_OCMS
Offset: 0x80

Reset: 0x00000000
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| | | | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | CS2xSE | CSIXSE | CSOXSE |
Access R/W R/W R/W
Reset 0 0 0
Bit 7 6 5 4 3 2 1 0
TAMPCLR SMSE
Access R/W R/W
Reset 0 0

Bits 8, 9, 10 - CSxXSE Chip Select (x = 0 to 2) Scrambling Enable

0 Disables scrambling for CSx.
1 Enables scrambling for CSx.

Bit 4 - TAMPCLR Tamper Clear Enable

0 A tamper detection event has no effect on SMC scrambling keys.
1 A tamper detection event immediately clears SMC scrambling keys.

Bit 0 - SMSE Static Memory Controller Scrambling Enable

0 Disables scrambling for SMC access.
1 Enables scrambling for SMC access.
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20.20.6. SMC Off-Chip Memory Scrambling Key1 Register

Name: SMC_KEY1
Offset: 0x84

Reset: 0x00000000
Property: Write-only

This register is a ‘Write-once’ register: the first write access after a system reset prevents any further
modification of the register value.

This register is erased if a tamper is detected on fast wake-up pins and bit SMC_OCMS.TAMPCLR = 1.

Bit 31 30 29 28 27 26 25 24
| KEY1[31:24] |
Access W W w W W w W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| KEY1[23:16] |
Access W W w W W w W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
KEY1[15:8]
Access W W w W W w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
KEY1[7:0]
Access W w W w w w W w
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - KEY1[31:0] Off-Chip Memory Scrambling (OCMS) Key Part 1
When off-chip memory scrambling is enabled, KEY1 and KEY2 values determine data scrambling.
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20.20.7. SMC Off-Chip Memory Scrambling Key2 Register

Name: SMC_KEY2
Offset: 0x88

Reset: 0x00000000
Property: Write-only

This register is a ‘Write-once’ register: the first write access after a system reset prevents any further
modification of the register value.

This register is erased if a tamper is detected on fast wake-up pins and bit SMC_OCMS.TAMPCLR = 1.

Bit 31 30 29 28 27 26 25 24
| KEY2[31:24] |
Access W W w W W w W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| KEY2[23:16] |
Access W W w W W w W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
KEY2[15:8]
Access W W w W W w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
KEY2[7:0]
Access W w W w w w W w
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - KEY2[31:0] Off-Chip Memory Scrambling (OCMS) Key Part 2
When off-chip memory scrambling is enabled, KEY1 and KEY2 values determine data scrambling.
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20.20.8. SMC Safety Report Interrupt Enable Register

Name: SMC_SRIER
Offset: 0x90

Reset: 0x00000000
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| | | | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
SRIE
Access R/W
Reset 0

Bit 0 - SRIE Safety Report Interrupt Enable

0 Disables the SMC safety report interrupt from External Bus Interface.
1 Enables the SMC safety report interrupt from External Bus Interface.
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20.20.9. SMC Write Protection Mode Register

Name: SMC_WPMR
Offset: OxE4

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| WPKEY[23:16] |
Access W W w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| WPKEY[15:8] |
Access W W w W W w W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPKEY[7:0]
Access W W w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPEN
Access R/W
Reset 0

Bits 31:8 - WPKEY[23:0] Write Protection Key
Value Name Description
0x534D43 PASSWD  Writing any other value in this field aborts the write operation of bit WPEN.

Always reads as 0.

Bit 0 - WPEN Write Protection Enable
See Register Write Protection for list of write-protected registers.

Value Description

0 Disables write protection if WPKEY value corresponds to 0x534D43 (“SMC" in ASCII).
1 Enables write protection if WPKEY value corresponds to 0x534D43 (“SMC” in ASCII).
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20.20.10.SMC Write Protection Status Register

Name: SMC_WPSR
Offset: OxE8

Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24

| | | | | | | SWETYP[1:0] |
Access R R
Reset 0 0
Bit 23 22 21 20 19 18 17 16

| WPVSRC[15:8] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8

WPVSR([7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SWE | SEQE | WPVS

Access R R R
Reset 0 0 0

Bits 25:24 - SWETYP[1:0] Software Error Type (Cleared on read)

Value Name Description

0 READ_WO A write-only register has been read.

1 WRITE_WO A write access has been performed on a read-only register.
2 UNDEF_RW Access to an undefined address.

Bits 23:8 - WPVSRC[15:0] Write Protection Violation Source
When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been

attempted.

Bit 3 - SWE Software Control Error (Cleared on read)

Value Description

0 No software error has occurred since the last read of SMC_WPSR.
1 A software error has occurred since the last read of SMC_WPSR. The field SWETYP details the type of software
error; the associated incorrect software access is reported in the field WPVSRC (if WPVS=0).

Bit 2 - SEQE Internal Sequencer Error (Cleared on read)

Value Description

0 No internal sequencer error has occurred since the last read of SMC_WPSR.
1 An internal sequencer error has occurred since the last read of SMC_WPSR. This flag can only be set under
abnormal operating conditions.

Bit 0 - WPVS Write Protection Violation Status
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Value Description

0 No write protection violation has occurred since the last read of the SMC_WPSR.

1 A write protection violation occurred since the last read of the SMC_WPSR. If this violation is an unauthorized
attempt to write a protected register, the associated violation is reported into field WPVSRC.
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21. Programmable Multibit Error Correction Code Controller (PMECC)

21.1. Description

The Programmable Multibit Error Correction Code Controller (PMECC) is a programmable binary
BCH (Bose, Chaudhuri and Hocquenghem) encoder/decoder. This controller can be used to
generate redundancy information for both Single-Level Cell (SLC) and Multi-level Cell (MLC) NAND
Flash devices. It supports redundancy for correction of 2, 4, 8, 12 or 24 bits of error per sector of
data.

21.2. Embedded Characteristics

8-bit NAND Flash Data Bus Support

Multibit Error Correcting Code

Algorithm Based on Binary Shortened Bose, Chaudhuri and Hocquenghem (BCH) Codes
Programmable Error Correcting Capability: 2, 4, 8, 12 and 24 Bits of Error per Sector
Programmable Sector Size: 512 Bytes or 1024 Bytes

Programmable Number of Sectors per Page: 1, 2, 4 or 8 Sectors of Data per Page
Programmable Spare Area Size

Supports Spare Area ECC Protection

Supports 8 Kbytes Page Size Using 1024 Bytes per Sector and 4 Kbytes Page Size Using 512 Bytes
per Sector

Configurable through APB Interface
Interrupt-Driven Multibit Error Detection
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21.3. Block Diagram

Figure 21.1. PMECC Block Diagram

Static MLC/SLC
Memory ¢ NAND Flash
Controller device
Control Bus 8-bit
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User Interface
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21.4. Functional Description

The NAND Flash sector size is programmable and can be set to 512 bytes or 1024 bytes. The
PMECC module generates redundancy at encoding time, when a NAND write page operation is
performed. The redundancy is appended to the page and written in the spare area. This operation
is performed by the processor. It moves the content of the PMECCx registers into the NAND Flash
memory. The number of registers depends on the selected error correction capability (see Table
21.1). This operation is executed for each sector. At decoding time, the PMECC module generates
the remainder of the received codeword by minimal polynomials. When all polynomial remainders
for a given sector are set to zero, no error occurred. When the polynomial remainders are other
than zero, the codeword is corrupted and further processing is required.

The PMECC generates an interrupt indicating that an error occurred. The processor must read the
Interrupt Status register (PMECC_ISR). This register indicates which sector is corrupted.

To find the error location within a sector, the processor must execute the following decoding steps:

1. Syndrome computation
2. Find the error locator polynomials
3. Find the roots of the error locator polynomial

All decoding steps involve finite field computation, for which a library of finite field arithmetic

must be available to perform addition, multiplication and inversion. The finite field arithmetic
operations can be performed through the use of a memory mapped lookup table, or direct software
implementation. The software implementation presented is based on lookup tables. Two tables
named gf_log and gf_antilog are used. If alpha is the primitive element of the field, then a power of
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alpha is in the field. Assume beta = alpha ” index, then beta belongs to the field, and gf_log(beta) =
gf_log(alpha ~ index) = index. The gf_antilog tables provide exponent inverse of the element, if beta
= alpha ” index, then gf_antilog(index) = beta.

The first step consists of the syndrome computation. The PMECC computes the remainders and
software must substitute the power of the primitive element.

The procedure implementation is described in Remainder Substitution Procedure.

The second step is the most software intensive. It is the Berlekamp's iterative algorithm for finding
the error-location polynomial.

The procedure implementation is described in Find the Error Location Polynomial Sigma(x).

The last step is finding the root of the error location polynomial. This step can be very software
intensive, as there is no straightforward method of finding the roots, except by evaluating each
element of the field in the error location polynomial. However, a hardware accelerator can be used
to find the roots of the polynomial. The Programmable Multibit Error Correction Code Location
(PMERRLOC) module provides this type of hardware acceleration.
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Figure 21.2. Software/Hardware Multibit Error Correction Dataflow
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21.4.1. MLC/SLC Write Page Operation using PMECC
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When an MLC write page operation is performed, the PMECC controller is configured with the
NANDWR bit in the Configuration register (PMECC_CFG) set to one. When the NAND spare area
contains file system information and redundancy (PMECCXx), the spare area is error protected,
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then PMECC_CFG.SPAREEN is set to ‘1". When the NAND spare area contains only redundancy

information, SPAREEN is set to ‘O'.

When the write page operation is terminated, the user writes the redundancy in the NAND spare
area. This operation can be done with DMA assistance.

Table 21.1. Relevant Redundancy Registers

BCH_ERR Field| Sector Size Set to 512 Bytes Sector Size Set to 1024 Bytes

0 PMECC_ECCO

1 PMECC_ECCO, PMECC_ECC1

2 PMECC_ECCO, PMECC_ECC1, PMECC_ECC2,
PMECC_ECC3
PMECC_ECCO, PMECC_ECC1, PMECC_ECC2,

3 PMECC_ECC3, PMECC_ECC4, PMECC_ECCS5,
PMECC_ECC6

PMECC_ECCO, PMECC_ECC1, PMECC_ECC2,
PMECC_ECC3, PMECC_ECC4, PMECC_ECCS5,
PMECC_ECC6, PMECC_ECC7, PMECC_ECCS,
PMECC_ECC9

PMECC_ECCO
PMECC_ECCO, PMECC_ECC1

PMECC_ECCO, PMECC_ECC1, PMECC_ECC2,
PMECC_ECC3

PMECC_ECCO, PMECC_ECC1, PMECC_ECC2,
PMECC_ECC3, PMECC_ECC4, PMECC_ECCS5,
PMECC_ECC6

PMECC_ECCO, PMECC_ECC1, PMECC_ECC2,
PMECC_ECC3, PMECC_ECC4, PMECC_ECCS5,
PMECC_ECC6, PMECC_ECC7, PMECC_ECCS,
PMECC_ECC9, PMECC_ECC10

Table 21.2. Number of Relevant ECC Bytes per Sector, Copied from LSbyte to MSbyte

BCH_ERR Field Sector Size Set to 512 Bytes Sector Size Set to 1024 Bytes

0 4 bytes
1 7 bytes
2 13 bytes
3 20 bytes
4 39 bytes

4 bytes
7 bytes
14 bytes
21 bytes
42 bytes

21.4.1.1.SLC/MLC Write Operation with Spare Enable Bit Set
When PMECC_CFG.SPAREEN is set to ‘1’, the spare area of the page is encoded with the stream of
data of the last sector of the page. This mode is entered by writing one in the DATA bit in the Control
register (PMECC_CTRL). When the encoding process is over, the redundancy is written to the spare
area in user mode, PMECC_CTRL.USER must be set to ‘1'.

Figure 21.3. NAND Write Operation with Spare Encoding

Write NAND operation with SPAREEN set to one

ECC computation enable signal

pagesize = n * sectorsize sparesize
Sector 0 Sector 1 Sector 2 Sector 3 Spare
| |
1 1
512 or 1024 bytes RSN

/7 N
,’ecc_areas

start_addr end_addr

i

L L

21.4.1.2.MLC/SLC Write Operation with Spare Area Disabled

When PMECC_CFG.SPAREEN is set to ‘0’, the spare area is not encoded with the stream of data. This
mode is entered by writing “1'to PMECC_CTRL.DATA.
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Figure 21.4. NAND Write Operation

Write NAND operation with SPAREEN set to zero

pagesize = n * sectorsize

Sector 0 Sector 1

Sector 2

Sector 3

512 or 1024 bytes

ECC computation enable signal

N

21.4.2. MLC/SLC Read Page Operation using PMECC

Table 21.3. Relevant Remainders Registers

BCH_ERR Field| Sector Size Set to 512 Bytes Sector Size Set to 1024 Bytes

0 PMECC_REMO
1 PMECC_REMO, PMECC_REM1
2 PMECC_REMO, PMECC_REM1, PMECC_REM2,
PMECC_REMS3,
PMECC_REMO, PMECC_REM1, PMECC_REM2,
3 PMECC_REM3, PMECC_REM4, PMECC_REMS5,

PMECC_REM®6, PMECC_REM7

PMECC_REMO, PMECC_REM1, PMECC_REMZ2,
PMECC_REM3, PMECC_REM4, PMECC_REMS5,
PMECC_REM6, PMECC_REM7, PMECC_REMS,

PMECC_REM9, PMECC_REM10, PMECC_REM11

21.4.2.1.MLC/SLC Read Operation with Spare Decoding

When the spare area is protected, the spare area contains valid data. As the redundancy may be

PMECC_REMO
PMECC_REMO, PMECC_REM1

PMECC_REMO, PMECC_REM1, PMECC_REM2,

PMECC_REM3

PMECC_REMO, PMECC_REM1, PMECC_REM2,
PMECC_REM3, PMECC_REM4, PMECC_REMS5,

PMECC_REM®6, PMECC_REM7

PMECC_REMO, PMECC_REM1, PMECC_REMZ2,
PMECC_REM3, PMECC_REM4, PMECC_REMS5,
PMECC_REM6, PMECC_REM7, PMECC_REMS,
PMECC_REM9, PMECC_REM10, PMECC_REM11

L

included in the middle of the information stream, the user programs the start address and the end

address of the ECC area. The controller will automatically skip the ECC area. This mode is entered by
writing a ‘1’ to PMECC_CTRL.DATA. When the page has been fully retrieved from NAND, the ECC area
is read using the user mode by writing a “1" to PMECC_CTRL.USER.

Figure 21.5. Read Operation with Spare Decoding

Read NAND operation with SPAREEN set to One and AUTO set to Zero

pagesize = n * sectorsize

Remainder computation enable signal

sparesize
Sector 0 Sector 1 Sector 2 Sector 3 Spare
512 or 1024 bytes Raame
L’ecc_area
start_addr end_addr

i
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21.4.2.2.MLC/SLC Read Operation
If the spare area is not protected with the error correcting code, the redundancy area is retrieved
directly. This mode is entered by writing a ‘1" to PMECC_CTRL.DATA. When PMECC_CFG.AUTO is set
to 1", the ECC is retrieved automatically, otherwise the ECC must be read using user mode.

Figure 21.6. Read Operation
Read NAND operation with SPAREEN set to Zero and AUTO set to One

pagesize = n * sectorsize sparesize
Sector 0 Sector 1 Sector 2 Sector 3 Spare
| |
1 1
512 or 1024 bytes /;‘_’\\
L-ecc_areas
7 N
start! addr end!addr
' !
o b N @
O O O O
L L w w
U)\ ml wl wl
Q Q Q Q
O O O O
[T} 1} 1] w
AY d
N 7
Remainder computation enable signal \\ /,’

i L

21.4.2.3.MLC/SLC User Read ECC Area
This mode allows a manual retrieve of the ECC.

This mode is entered by writing a “1' to PMECC_CTRL.USER.

Figure 21.7. User Read Mode

ecc_area_size

ECC

N
N
A
N

ena_addr

eCC_area

| L

Partial Syndrome computation enable signal

21.5. Software Implementation

21.5.1. Remainder Substitution Procedure
The substitute function evaluates the polynomial remainder, with different values of the field
primitive elements. The finite field arithmetic addition operation is performed with the Exclusive
or. The finite field arithmetic multiplication operation is performed through the gf_log, gf_antilog
lookup tables.
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The REM2NP1 and REMN2NP3 fields of the PMECC Remainder x registers (PMECC_REMXx) contain
only odd remainders. Each bit indicates whether the coefficient of the polynomial remainder is set
to zero or not.

NB_ERROR_MAX defines the maximum value of the error correcting capability.
NB_ERROR defines the error correcting capability selected at encoding/decoding time.
NB_FIELD_ELEMENTS defines the number of elements in the field.

si[] is a table that holds the current syndrome value, an element of that table belongs to the field.
This is also a shared variable for the next step of the decoding operation.

00[] is a table that contains the degree of the remainders.

int substitute ()
{

int i;

int j;

for (1 = 1; i < 2 * NB ERROR MAX;
it++) - -

{

si[i] = O;

}
for (i = 1; i < 2*NB_ERROR;
i++)
{
for (j = 0; 7 < oolil];
j++)
{
if (REM2NPX[i][31)
{
si[i] = gf antilog[(i *
J) %NBiFIELDiELEMENTS] N sifil;
}
}
}
return 0;

}

21.5.2. Find the Error Location Polynomial Sigma(x)

The sample code below gives a Berlekamp iterative procedure for finding the value of the error
location polynomial.

The input of the procedure is the si[] table defined in the remainder substitution procedure.

The output of the procedure is the error location polynomial named smu (sigma mu). The
polynomial coefficients belong to the field. The smu[NB_ERROR+1][] is a table that contains all these
coefficients.

NB_ERROR_MAX defines the maximum value of the error correcting capability.
NB_ERROR defines the error correcting capability selected at encoding/decoding time.
NB_FIELD_ELEMENTS defines the number of elements in the field.

int get sigma ()
{
int i;
int j;
int k;
/* mu 7
int
mu[NB_ERROR_MAX+2] ;
/* sigma ro 7
int
sro[2*NB_ERROR MAX+1];
/* discrepancy */
int
dmu [NB_ERROR MAX+2] ;
/* delta order 7
int
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delta[NB ERROR MAX+2];
/* index of largest delta

=
int ro;
int largest;
int diff;
/*
=/
VA First Row
Y
/*
=
/* Mu */
mu[0] = -1; /* Actually -1/2
=
/* Sigma (x) set to 1
=/
for (1 = 0; 1 <
(2*NB_ERROR MAX+1); i++)
smul[0] [i] = O;

smul[0][0] = 1;
/* discrepancy set to 1

=/
dmu([0] = 1;
/* polynom order set to 0
=/
Imu[0] = 0;
/* delta set to -1 */
delta[0] = (mu[0] * 2 - 1lmu[O0])
>> 1;
/*
=/
VA Second Row
=
/*
=Y
/* Mu */
mul[l] = 0;
/* Sigma (x) set to 1
=
for (i = 0; 1 <
(2*NB_ERROR MAX+1); i++)
smul[l] [1] = 0;

smul[l] [0] = 1;

/* discrepancy set to Syndrome 1
Y

dmu[l] = si[l];

/* polynom order set to 0
Y

Imul[l] = O;

/* delta set to 0 */

delta[l] = (mu[l] * 2 - Imull])
>> 1;

for (i=1; i <= NB_ERROR;
i++)

{
uli+l] = i << 1;

/*************************************************/

/*
wY

/*
&7

/% Compute Sigma (Mu+l)
/)

VA And L (mu)
wY

/* check if discrepancy is set
to 0 */

if (dmufi] == 0)

{

/* copy polynom */

for (§=0; j<2*NB_FERROR MAX+1;
j++)

{

smuli+l] [J] =

smuli] [J]7

}
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/* copy previous polynom order
to the next */

Imul[i+l] = 1lmuli];

}

else

{

ro = 0;

largest = -1;

/* find largest delta with dmu
1= 0 */

for (j=0; j<i; Jj++)

if (dmu(j])

{

if (deltalj]l >
largest)

{

largest =
deltaljl;

ro = 3j;

}
}

/* initialize signal ro

=
for (k = 0; k < 2*NB_ERROR MAX+1;
k ++)
{
srol[k] = 0;
}
/* compute difference
)
diff = (muf[i] -
mu[rol);
/* compute X ~ (2 (mu-ro))
=

for (k = 0; k <
(2*NB_ERROR MAX+1); k ++)

{

srol[k+diff] =

smul[ro] [k];

}

/* multiply by dmu * dmu[ro]”-1
/)

for (k = 0; k < 2*NB_ERROR MAX+1;
k ++)

{

/* dmu[ro] is not equal to zero
by definition */

/* check that operand are

different from 0 =
if (srolk] &&
dmuf[i])

{
/* galois inverse
=/
srol[k] =
gf _antilog[(gf log[dmu[i]] + (NB FIELD ELEMENTS-gf log[dmu[ro]]) + gf log[srol[k]]) %
NB_FIELD_ELEMENTS];
}
}
/* multiply by dmu * dmu[ro]”-1

&7

for (k = 0; k < 2*NB _ERROR MAX+1;
k++)

{

smu[i+l] [k] = smu[i] [k] *
srolk];

if (smul[i+1][k])

/* find the order of the
polynom */

Imul[i+l] = k <<

1;

261

@ MICROCHIP



/*
&7

[* End Compute Sigma (Mu+1)
=/

VA And L (mu)
=

/‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***********************/

/* In either case compute delta

*
/

delta[i+l] = (mul[i+l] * 2 -
Imuli+l]) >> 1;

/* In either case compute the
discrepancy */

for (k = 0 ; k <= (Imul[i+l1]>>1);

k++)
{
if (k == 0)
dmu[i+l] =

si[2*(i-1)+31];
/* check if one operand of the
multiplier is null, its index is -1 */
else if (smu[i+1][k] &&
si[2*(i-1)+3-k])
dmu[i+l] =
gf antilog[ (gf log([smu[i+1][k]] + gf log[si[2*(i-1)+3-k]])%nn] * dmu[i+1];
}
}

return 0;

}

21.5.3. Find the Error Position

The output of the get_sigma() procedure is a polynomial stored in the smu[NB_ERROR+1][] table.
The error position is the roots of that polynomial. The degree of this polynomial is very important
information, as it gives the number of errors. The PMERRLOC module provides a hardware
accelerator for this step.
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21.6.

0x00

0x04

0x08

0x0C

0x10

0x14

0x18

0x1C

0x20

0x24

0x28
0x2C
Ox3F

0x40

Register Summary

Notes: The blocks of registers listed below are instanced 8 times in the user interface:

PMECC_ECCx[x=0..10]
PMECC_REMXx[x=0..11]

I S T B S N S N

PMECC_CFG

PMECC_SAREA

PMECC_SADDR

PMECC_EADDR

PMECC_CLK

PMECC_CTRL

PMECC_SR

PMECC_IER

PMECC_IDR

PMECC_IMR

PMECC_ISR

Reserved

PMECC_ECCO

@ MICROCHIP

23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0

31:24

23:16
15:8
7:0

DISABLE

AUTO
NANDWR
SECTORSZ

SPARESIZE[7:0]

STARTADDRI[7:0]

ENDADDR[7:0]

ENABLE

ENABLE

ERRIS[7:0]

ECC[31:24]
ECC[23:16]
ECC[15:8]
ECC[7:0]

USER

SPAREEN

PAGESIZE[1:0]

BCH_ERR[2:0]

CLKCTRL[2:0]

DATA

SPARESIZE[8]

STARTADDR[8
]

ENDADDR[8]

RST

BUSY

ERRIE

ERRID

ERRIM
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Register Summary (continued)

I S T T S N S S N

ECC[31:24]
23:16 ECC[23:16]
0x68 PMECC_ECC10 15:8 ECCI15:8]
7:0 ECC[7:0]
0x6C
Reserved
0x023F
31:24 REM2NP3[13:8]
23:16 REM2NP3[7:0]
0x0240 PMECC_REMO
15:8 REM2NP1[13:8]
7:0 REM2NP1[7:0]
31:24 REM2NP3[13:8]
23:16 REM2NP3[7:0]
0x026C PMECC_REM11 15:8 REM2NP1[13:8]
7:0 REM2NP1[7:0]
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21.6.1. PMECC Configuration Register

Name: PMECC_CFG
Offset: 0x000
Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | AuTO | | | | SPAREEN |
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 11 10 9 8
| | NANDWR | | | PAGESIZE[1:0] |
Access R/W R/W R/W
Reset 0 0 0
Bit 7 6 5 4 3 2 1 0
SECTORSZ BCH_ERR[2:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bit 20 - AUTO Automatic Mode Enable
This bit is only relevant in NAND Read Mode, when spare enable is activated.

Value Description

0 Indicates that the spare area is not protected. In that case the ECC computation takes into account the ECC
area located in the spare area. (within the start address and the end address).
1 Indicates that the spare is error protected. In this case, the ECC computation takes into account the whole

spare area minus the ECC area in the ECC computation operation.

Bit 16 - SPAREEN Spare Enable

+ For NAND write access:
— 0: The spare area is skipped

— 1: The spare area is protected with the last sector of data.

For NAND read access:
— 0: The spare area is skipped.

— 1: The spare area contains protected data or only redundancy information.

Bit 12 - NANDWR NAND Write Access

0 NAND read access
1 NAND write access

Bits 9:8 - PAGESIZE[1:0] Number of Sectors in the Page

Value Name Description
0 PAGESIZE_1SEC 1 sector for main area (512 or 1024 bytes)
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Value Name Description

1 PAGESIZE_2SEC 2 sectors for main area (1024 or 2048 bytes)
2 PAGESIZE_4SEC 4 sectors for main area (2048 or 4096 bytes)
3 PAGESIZE_8SEC 8 errors for main area (4096 or 8192 bytes)

Bit 4 - SECTORSZ Sector Size

0 The ECC computation is based on a sector of 512 bytes.
1 The ECC computation is based on a sector of 1024 bytes.

Bits 2:0 - BCH_ERR[2:0] Error Correct Capability

Value Name Description
0 BCH_ERR2 2 errors

1 BCH_ERR4 4 errors

2 BCH_ERR8 8 errors

3 BCH_ERR12 12 errors

4 BCH_ERR24 24 errors
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21.6.2. PMECC Spare Area Size Register

Name: PMECC_SAREA
Offset: 0x004

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | |SPARESIZE[8]|
Access R/W
Reset 0
Bit 7 6 5 4 3 2 1 0
SPARESIZE[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 8:0 - SPARESIZE[8:0] Spare Area Size
The spare area size is equal to (SPARESIZE+1) bytes.
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21.6.3. PMECC Start Address Register

Name: PMECC_SADDR
Offset: 0x008

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
STARTADDR[
8]
Access R/W
Reset 0
Bit 7 6 5 4 3 2 1 0
STARTADDR[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 8:0 - STARTADDR[8:0] ECC Area Start Address (byte oriented address)
This field indicates the first byte address of the ECC area. Location 0 matches the first byte of the
spare area.
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21.6.4. PMECC End Address Register

Name: PMECC_EADDR
Offset: 0x00C

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | |ENDADDRIS8] |
Access R/W
Reset 0
Bit 7 6 5 4 3 2 1 0
ENDADDR[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 8:0 - ENDADDR[8:0] ECC Area End Address (byte oriented address)

This field indicates the last byte address of the ECC area.
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21.6.5. PMECC Clock Control Register

Name: PMECC_CLK
Offset: 0x010
Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CLKCTRL[2:0]
Access R/W R/W R/W
Reset 0 0 0

Bits 2:0 - CLKCTRL[2:0] Clock Control Register

The PMECC datapath setup time is set to CLKCTRL+1.
This field indicates the database setup times in number of clock cycles. At 133 MHz, this field must

be programmed with 2, indicating that the setup time is 3 clock cycles.
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21.6.6. PMECC Control Register

Name:

PMECC_CTRL

Offset: 0x014

Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DISABLE ENABLE USER DATA RST
Access w w W W W
Reset - - - - -

Bit 5 - DISABLE PMECC Module Disable
The PMECC module must always be configured after being deactivated.

Bit 4 - ENABLE PMECC Module Enable
The PMECC module must always be configured before being activated.

Bit 2 - USER Start a User Mode Phase

Bit 1 - DATA Start a Data Phase

Bit 0 - RST Reset the PMECC Module

When set to one, this bit resets the PMECC Controller; configuration registers remain unaffected.
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21.6.7. PMECC Status Register

Name: PMECC_SR
Offset: 0x018
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ENABLE BUSY
Access R R
Reset 0 0

Bit 4 - ENABLE PMECC Module Status

0 The PMECC module is disabled and can be configured.
1 The PMECC module is enabled and the configuration registers cannot be written.

Bit 0 - BUSY Kernel of the PMECC is Busy
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21.6.8. PMECC Interrupt Enable Register

Name: PMECC_IER

Offset: 0x01C

Reset: -

Property: Write-only

The following configuration values are valid for all listed bit names of this register:
0: No effect.

1: Enables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
ERRIE
Access W
Reset -

Bit 0 - ERRIE Error Interrupt Enable
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21.6.9. PMECC Interrupt Disable Register

Name: PMECC_IDR
Offset: 0x020
Reset: -

Property: Write-only

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Disables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ERRID
Access W
Reset -

Bit 0 - ERRID Error Interrupt Disable
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21.6.10. PMECC Interrupt Mask Register

Name: PMECC_IMR
Offset: 0x024
Reset: 0x00000000

Property: Read-only

The following configuration values are valid for all listed bit names of this register:

0: The corresponding interrupt is not enabled.

1: The corresponding interrupt is enabled.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ERRIM
Access R
Reset 0

Bit 0 - ERRIM Error Interrupt Mask
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21.6.11. PMECC Interrupt Status Register

Name: PMECC_ISR
Offset: 0x028
Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ERRIS[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:0 - ERRIS[7:0] Error Interrupt Status

When set to one, bit i of the PMECC_ISR indicates that sector i is corrupted.
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21.6.12. PMECC ECC x Register

Name: PMECC_ECCx

Offset: 0x40 + x*0x04 [x=0..10]
Reset: OXFFFFFFFF

Property: Read-only

Note: The block of registers PMECC_ECCx[x=0..10] is instanced 8 times in the user interface.

Bit 31 30 29 28 27 26 25 24
| ECC[31:24]
Access R R R R R R R R
Reset 1 1 1 1 1 1 1 1
Bit 23 22 21 20 19 18 17 16
| ECC[23:16]
Access R R R R R R R R
Reset 1 1 1 1 1 1 1 1
Bit 15 14 13 12 11 10 9 8
ECC[15:8]
Access R R R R R R R R
Reset 1 1 1 1 1 1 1 1
Bit 7 6 5 4 3 2 1 0
ECC[7:0]
Access R R R R R R R R
Reset 1 1 1 1 1 1 1 1

Bits 31:0 - ECC[31:0] BCH Redundancy

This register contains the remainder of the division of the codeword by the generator polynomial.
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21.6.13. PMECC Remainder x Register

Name: PMECC_REMx

Offset: 0x0240 + x*0x04 [x=0..11]
Reset: 0x00000000

Property: Read-only

Note: The block of registers PMECC_REMXx[x=0..11] is instanced 8 times in the user interface.

Bit 31 30 29 28 27 26 25 24

| | | REM2NP3[13:8] |
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16

| REM2NP3[7:0] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8

REM2NP1[13:8]
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
REM2NP1[7:0]

Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 29:16 - REM2NP3[13:0] BCH Remainder 2 * N + 3
When sector size is set to 512 bytes, bit REM2NP3[29] is not used and read as zero.
If bit i of the REM2NP3 field is set to one then the coefficient of the X A i is set to one, otherwise the
coefficient is zero.

Bits 13:0 - REM2NP1[13:0] BCH Remainder 2 * N + 1
When sector size is set to 512 bytes, bit REM2NP1[13] is not used and read as zero.
If bit i of the REM2NP1 field is set to one then the coefficient of the X A i is set to one, otherwise the
coefficient is zero.
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22. Programmable Multibit ECC Error Location Controller (PMERRLOC)

22.1. Description
The PMECC Error Location Controller provides hardware acceleration for determining roots of
polynomials over two finite fields: GF(2A13) and GF(2A14). It integrates 24 fully programmable
coefficients. These coefficients belong to GF(2713) or GF(2/A14). The coefficient programmed in the
PMERRLOC_SIGMAX register is the coefficient of degree x in the polynomial.

22.2. Embedded Characteristics
+ Provides Hardware Acceleration to Determine Roots of Polynomials Defined over a Finite Field
+ Programmable Finite Field GF(2713) or GF(2/14)
+ Finds Roots of Error Locator Polynomial
+ Programmable Number of Roots

22.3. Block Diagram

Figure 22.1. Block Diagram

PMECC Error Location
Controller

Programmable Searching Circuit

|

User Interface

*

APB <« l >

22.4. Functional Description

The PMERRLOC search operation is started as soon as a write access is detected in the
PMERRLOC_ELEN register and can be disabled by writing to the PMERRLOC_ELDIS register.
PMERRLOC_ELEN.ENINIT shall be initialized with the number of Galois field elements to test. The
set of the roots can be limited to a valid range.

Table 22.1. ENINIT Field Value for a Sector Size of 512 Bytes

Error Correcting Capability ENINIT Value

2 4122
4 4148
8 4200
12 4252
24 4408
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Table 22.2. ENINIT Field Value for a Sector Size of 1024 Bytes

Error Correcting Capability ENINIT Value

2
4
8
12
24

When the PMERRLOC is searching for roots, PMERRLOC_ELSR.BUSY remains asserted. An
interrupt is asserted at the end of the computation, and PMERRLOC_ELISR.DONE is set.
PMERRLOC_ELISR.ERR_CNT indicates the number of errors. The error position can be read in the

PMERRLOC_ELx registers.
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8220
8248
8304
8360
8528
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22.5. Register Summary

Cofset | Name loitposl 7 |6 | 5 | 4 | 3 | 2 | 1 | o
31:24

0x00 PMERRLOC_ELCFG

0x04  PMERRLOC_ELPRIM

0x08 PMERRLOC_ELEN

0x0C PMERRLOC_ELDIS

0x10 PMERRLOC_ELSR

0x14 PMERRLOC_ELIER

0x18 PMERRLOC_ELIDR

0x1C PMERRLOC_ELIMR

0x20 PMERRLOC_ELISR

0x24
Reserved
0x27
0x28 PMERRLOC_SIGMA
0
0x2C PMERRL?C_SIGMA
0x88 PMERRLOC_SIGMA

24

0x8C PMERRLOC_ELO
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23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

ERRNUM[4:0]

SECTORSZ

PRIMITIV[15:8]
PRIMITIV[7:0]

ENINIT[13:8]
ENINIT[7:0]

DIS

BUSY

DONE

DONE

DONE

ERR_CNT[4:0]
DONE

SIGMAO[13:8]
SIGMAO[7:0]

SIGMA[13:8]
SIGMA[7:0]

SIGMA[13:8]
SIGMA[7:0]

ERRLOCNI[13:8]
ERRLOCNI7:0]
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Register Summary (continued)

I S T 2 T S S NN

23:16

OXE8  PMERRLOC_EL23

X - 15:8 ERRLOCN[13:8]
7:0 ERRLOCN[7:0]
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22.5.1. PMERRLOC Configuration Register

Name: PMERRLOC_ELCFG
Offset: 0x000

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
| | | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | ERRNUMI[4:0] |
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
| | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
SECTORSZ
Access R/W
Reset 0

Bits 20:16 - ERRNUMI[4:0] Number of Errors

Bit 0 - SECTORSZ Sector Size

0 The ECC computation is based on a 512-byte sector.
1 The ECC computation is based on a 1024-byte sector.
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22.5.2. PMERRLOC Primitive Register

Name: PMERRLOC_ELPRIM

Offset: 0x004
Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
PRIMITIV[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
PRIMITIV[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 15:0 - PRIMITIV[15:0] Primitive Polynomial
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22.5.3. PMERRLOC Enable Register

Name: PMERRLOC_ELEN
Offset: 0x008

Reset: 0x00000000
Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| ENINIT[13:8]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
ENINIT[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 13:0 - ENINIT[13:0] Initial Number of Bits in the Codeword
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22.5.4. PMERRLOC Disable Register

Name: PMERRLOC_ELDIS
Offset: 0x00C
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DIS
Access R/W
Reset 0

Bit 0 - DIS Disable Error Location Engine
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22.5.5. PMERRLOC Status Register

Name: PMERRLOC_ELSR
Offset: 0x010
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
BUSY
Access R/W
Reset 0

Bit 0 - BUSY Error Location Engine Busy
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22.5.6. PMERRLOC Interrupt Enable Register

Name: PMERRLOC_ELIER
Offset: 0x014

Reset: 0x00000000
Property: Write-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DONE
Access W
Reset 0

Bit 0 - DONE Computation Terminated Interrupt Enable
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22.5.7. PMERRLOC Interrupt Disable Register

Name: PMERRLOC_ELIDR
Offset: 0x018

Reset: 0x00000000
Property: Write-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DONE
Access W
Reset 0

Bit 0 - DONE Computation Terminated Interrupt Disable
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22.5.8. PMERRLOC Interrupt Mask Register

Name: PMERRLOC_ELIMR
Offset: 0x01C

Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DONE
Access R
Reset 0

Bit 0 - DONE Computation Terminated Interrupt Mask
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22.5.9. PMERRLOC Interrupt Status Register

Name: PMERRLOC_ELISR
Offset: 0x020

Reset: 0x00000000
Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | ERR_CNT[4:0]
Access R R R R R
Reset 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DONE
Access R
Reset 0

Bits 12:8 - ERR_CNT[4:0] Error Counter Value

Bit 0 - DONE Computation Terminated Interrupt Status
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22.5.10. PMERRLOC SIGMAO Register

Name:
Offset: 0x028
Reset: 0x00000001
Property: Read-only

PMERRLOC_SIGMAO

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| SIGMAO[13:8]
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SIGMAOQ[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 1

Bits 13:0 - SIGMAO[13:0] Coefficient of Degree 0 in the SIGMA Polynomial

SIGMAQ belongs to the finite field GF(2213) when the sector size is set to 512 bytes.

SIGMAQ belongs to the finite field GF(2214) when the sector size is set to 1024 bytes.
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22.5.11. PMERRLOC SIGMAX Register

Name: PMERRLOC_SIGMAX
Offset: 0Ox2C + (x-1)*0x04 [x=1..24]
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| SIGMA[13:8] |
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SIGMA[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 13:0 - SIGMA[13:0] Coefficient of Degree x in the SIGMA Polynomial
SIGMAX belongs to the finite field GF(2A13) when the sector size is set to 512 bytes.
SIGMAX belongs to the finite field GF(2A14) when the sector size is set to 1024 bytes.
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22.5.12. PMERRLOC Error Location x Register

Name:
Offset:
Reset:

PMERRLOC_ELx

0x8C + x*0x04 [x=0..23]
0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
ERRLOCNI[13:8]
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
ERRLOCNI[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 13:0 - ERRLOCN[13:0] Error Position within the Set {sector area, spare area}.

ERRLOCN points to 0 when the first bit of the main area is corrupted.

If the sector size is set to 512 bytes, ERRLOCN points to 4096 when the last bit of the sector area is

corrupted.

If the sector size is set to 1024 bytes, ERRLOCN points to 8192 when the last bit of the sector area is

corrupted.

If the sector size is set to 512 bytes, ERRLOCN points to 4097 when the first bit of the spare area is

corrupted.

If the sector size is set to 1024 bytes, ERRLOCN points to 8193 when the first bit of the spare area is

corrupted.
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23. DDR-SDRAM Controller (MPDDRC)

23.1. Description

DDR-SDRAM Controller (MPDDRC) maximizes memory bandwidth and minimizes transaction latency
due to the DDR-SDRAM protocol.

The MPDDRC extends the memory capabilities of a chip by providing the interface to the external
16-bit DDR-SDRAM device. The page size supports ranges from 2048 to 16384 rows and from 512 to
4096 columns. It supports word (32-bit), half-word (16-bit), and byte (8-bit) accesses.

The MPDDRC supports a read or write burst length of eight locations. This enables the command
and address bus to anticipate the next command, thus reducing latency imposed by the DDR-
SDRAM protocol and improving the DDR-SDRAM bandwidth. Moreover, MPDDRC keeps track of the
active row in each bank, thus maximizing DDR-SDRAM performance, e.g., the application may be
placed in one bank and data in other banks. To optimize performance, avoid accessing different
rows in the same bank. The MPDDRC supports a CAS latency of 3, 4, 5 or 6 and optimizes the read
access depending on the frequency.

Self-Refresh and Power-Down modes minimize the consumption of the DDR-SDRAM device.
OCD (Off-chip Driver) and ODT (On-die Termination) modes, and Write Leveling, are not supported.

The MPDDRC supports DDR3-SDRAM and DDR3L-SDRAM devices with DLL disabled (DLL Off) and
DLL enabled (DLL On).

In DLL Off mode, as per the applicable JEDEC standard, the maximum clock frequency is 125 MHz.
However, check with memory suppliers for support for higher speeds. The DLL Off mode sets the
CAS Read Latency (CRL) and the CAS Write Latency (CWL) to 6.

In DLL On mode, as per the applicable JEDEC standard, the minimum clock frequency is 303 MHz.
However, check with memory suppliers for support for lower speeds. The DLL On mode sets the
CAS Read Latency (CRL) to 6 and the CAS Write Latency (CWL) to 5. DDR3-SDRAM supports high-
capacity (1 Gbit and greater) and can reduce power consumption with a 1.5V supply (DDR3-SDRAM)
or a 1.35V supply (DDR3L-SDRAM).

23.2. Embedded Characteristics

+ Supported Memory Devices:
- DDR2-SDRAM

- DDR3-SDRAM (DLL Off/On mode)

- DDR3L-SDRAM (DLL Off/On mode)
+ Arbitration Policies: Round-Robin, On Request, Bandwidth, Quality of Service
*  Microchip Technology Non-Blocking Bus Interface Improves Quality of Service
« Multiple Outstanding Bus Transactions Increase Bandwidth (up to 30 %)

+ 7 System Bus Interfaces; Management of all Accesses Maximizes Memory Bandwidth and
Minimizes Transaction Latency

« Bus Transfer: Word, Half Word, Byte Access
+ Supported Configurations:
- 2K, 4K, 8K, 16K row address memory parts
- DDR-SDRAM with four or eight internal banks (DDR2-SDRAM/DDR3-SDRAM/DDR3L-SDRAM)
- DDR-SDRAM with 16-bit data path for system-oriented word access
- One chip select for SDRAM device (256-Mbyte address space)
+ Programming Facilities
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- Multibank ping-pong access (up to four or eight banks opened at the same time = reduced
average latency of transactions)

- Timing parameters specified by software

- Automatic refresh operation, refresh rate is programmable
Energy-Saving Capabilities

- Self-Refresh, Power-Down and Active Power-Down modes supported
DDR-SDRAM Power-Up Initialization by Software
CAS Latency of 3, 4, 5 or 6 Supported
Reset Function Supported (DDR2-SDRAM)

Clock Frequency Change in Self-Refresh Mode Supported (/DDR2-SDRAM/DDR3-SDRAM/DDR3L-
SDRAM)

Auto-precharge Command Not Used

OCD (Off-chip Driver) Mode, ODT (On-die Termination), Write leveling are Not Supported
Abnormal Software Access and Sequencer Integrity Error Reports

Dynamic Scrambling with User Key (No Impact on Bandwidth)

Bus Monitor

23.3. Block Diagram
The MPDDRC is partitioned in two blocks (see figure below):

An Interconnect Matrix block that manages concurrent accesses on the system bus between 7
system bus hosts and integrates an arbiter

A DDR Controller that translates system bus requests (read/write) in the DDR-SDRAM protocol
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Figure 23.1. Block Diagram
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23.4. Product Dependencies, Initialization Sequence

23.4.1. Interrupt Sources

The MPDDRC interrupt line is connected on one of the internal sources of the interrupt controller.
Using the MPDDRC interrupt requires the interrupt controller to be programmed first.

23.4.2. Performance Optimization

To improve Quality of Service and increase the bandwidth, enable the MPDDRC Multiport feature
(SFR_CCFG_EBICSA.DDR_MP_EN = 1) and set the type of arbitration to Quality of Service policy
(MPDDRC_CONF_ARBITER.ARB = 3).

23.4.3. DDR2-SDRAM Initialization
Set the DDR I/0 calibration codes prior to initializing the DDR-SDRAM in SFR_CAL1 register. Write
0x0000_0194 for DDR2-SDRAM.

The initialization sequence is generated by software. The DDR2-SDRAM devices are initialized by the
following sequence:
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Program the memory device type in the Memory Device register (MPDDRC_MD).
Program the shift sampling value in the Read Data Path register (MPDDRC_RD_DATA_PATH).
Program MPDDRC_IO_CALIBR.

Program features of the DDR2-SDRAM device in the Configuration register (MPDDRC_CR)
(number of columns, rows, banks, CAS latency and output driver impedance control) and in
the Timing Parameter O register/Timing Parameter 1 register (MPDDRC_TPRO0/1) (asynchronous
timing: TRC, TRAS, etc.).

5. ANOP command is issued to the DDR2-SDRAM. Program the NOP command in the Mode
register (MPDDRC_MR). The application must configure the MODE field to 1 in the MPDDRC_MR.
Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read.
Perform a write access to any DDR2-SDRAM address to acknowledge this command. The clocks
which drive the DDR2-SDRAM device are now enabled.

A pause of at least 200 ps must be observed before a signal toggle.

A NOP command is issued to the DDR2-SDRAM. Program the NOP command in the
MPDDRC_MR. The application must configure the MODE field to 1 in the MPDDRC_MR. Read
the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform
a write access to any DDR2-SDRAM address to acknowledge this command. CKE is now driven
high.

8. An All Banks Precharge command is issued to the DDR2-SDRAM. Program All Banks Precharge
command in the MPDDRC_MR. The application must configure the MODE field to 2 in the
MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after
the read. Perform a write access to any DDR2-SDRAM address to acknowledge this command.

9. An Extended Mode Register Set (EMRS2) cycle is issued to choose between commercial or
high temperature operations. The application must configure the MODE field to 5 in the
MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after
the read. Perform a write access to the DDR2-SDRAM to acknowledge this command. The write
address must be chosen so that signal BA[1] is set to 1 and signal BA[O] is set to 0. For example:
with a 16-bit, 128-Mbit, DDR2-SDRAM (12 rows, 9 columns, 4 banks), the DDR2-SDRAM write
access should be done at the address: BASE_ADDRESS_DDR + 0x00800000.
Note: This address is given as an example only. The real address depends on implementation in
the product.

10. An Extended Mode Register Set (EMRS3) cycle is issued to set the Extended Mode register to O.
The application must configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR
and add a memory barrier assembler instruction just after the read. Perform a write access
to the DDR2-SDRAM to acknowledge this command. The write address must be chosen so
that signal BA[1] is set to 1 and signal BA[0] is set to 1. For example: with a 16-bit, 128-Mbit,
DDR2-SDRAM (12 rows, 9 columns, 4 banks), the DDR2-SDRAM write access should be done at
the address: BASE_ADDRESS_DDR + 0x00C00000

11. An Extended Mode Register Set (EMRS1) cycle is issued to enable DLL and to program D.I.C.
(Output Driver Impedance Control). The application must configure the MODE field to 5 in the
MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after
the read. Perform a write access to the DDR2-SDRAM to acknowledge this command. The write
address must be chosen so that signal BA[1] is set to 0 and signal BA[O] is set to 1. For example:
with a 16-bit, 128-Mbit, DDR2-SDRAM (12 rows, 9 columns, 4 banks), the DDR2-SDRAM write
access should be done at the address: BASE_ADDRESS_DDR + 0x00400000.

12. An additional 200 cycles of clock are required for locking DLL.
13. Write a ‘1" to the DLL bit (enable DLL reset) in the Configuration register (MPDDRC_CR).

14. A Mode Register Set (MRS) cycle is issued to reset DLL. The application must configure the MODE
field to 3 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler
instruction just after the read. Perform a write access to the DDR2-SDRAM to acknowledge this

A wnN -
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command. The write address must be chosen so that signals BA[1:0] are set to 0. For example,
the SDRAM write access should be done at the address: BASE_ADDRESS_DDR.

15. An All Banks Precharge command is issued to the DDR2-SDRAM. Program the All Banks
Precharge command in the MPDDRC_MR. The application must configure the MODE field to
2 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction
just after the read. Perform a write access to any DDR2-SDRAM address to acknowledge this
command.

16. Two auto-refresh (CBR) cycles are provided. Program the Auto-refresh command (CBR) in the
MPDDRC_MR. The application must configure the MODE field to 4 in the MPDDRC_MR. Read the
MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a
write access to any DDR2-SDRAM location twice to acknowledge these commands. TRFC must be
checked between two auto-refreshes (see MPDDRC_TPR1).

17. Write a ‘0’ to the DLL bit (disable DLL reset) in the MPDDRC_CR.

18. A Mode Register Set (MRS) cycle is issued to program parameters of the DDR2-SDRAM device,
in particular CAS latency and to disable DLL reset. The application must configure the MODE
field to 3 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler
instruction just after the read. Perform a write access to the DDR2-SDRAM to acknowledge this
command. The write address must be chosen so that signals BA[1:0] are set to 0. For example:
with a 16-bit, 128-Mbit, DDR2-SDRAM (12 rows, 9 columns, 4 banks) bank address, the SDRAM
write access should be done at the address: BASE_ADDRESS_DDR.

19. Configure the OCD field (default OCD calibration) to 7 in the MPDDRC_CR.

20. An Extended Mode Register Set (EMRS1) cycle is issued to the default OCD value. The application
must configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a
memory barrier assembler instruction just after the read. Perform a write access to the DDR2-
SDRAM to acknowledge this command. The write address must be chosen so that signal BA[1]
is set to 0 and signal BA[O] is set to 1. For example: with a 16-bit, 128-Mbit, DDR2-SDRAM
(12 rows, 9 columns, 4 banks), the DDR2-SDRAM write access should be done at the address:
BASE_ADDRESS_DDR + 0x00400000.

21. Configure the OCD field (exit OCD calibration mode) to 0 in the MPDDRC_CR.

22. An Extended Mode Register Set (EMRS1) cycle is issued to enable OCD exit. The application must
configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory
barrier assembler instruction just after the read. Perform a write access to the DDR2-SDRAM
to acknowledge this command. The write address must be chosen so that signal BA[1] is set to
0 and signal BA[0Q] is set to 1. For example: with a 16-bit, 128-Mbit, DDR2-SDRAM (12 rows, 9
columns, 4 banks) bank address, the DDR2-SDRAM write access should be done at the address:
BASE_ADDRESS_DDR + 0x00400000.

23. ANormal Mode command is provided. Program the Normal mode in the MPDDRC_MR. Read
the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a
write access to any DDR2-SDRAM address to acknowledge this command.

24. Write the refresh rate into the COUNT field in the Refresh Timer register (MPDDRC_RTR). To
compute the value, see MPDDRC Refresh Timer Register.

After initialization, the DDR2-SDRAM devices are fully functional.

23.4.4. DDR3-SDRAM/DDR3L-SDRAM Initialization

Set the DDR I/0 calibration codes prior to initializing the DDR-SDRAM in register SFR_CAL1. Write
0x0000_0126 for DDR3(L)-SDRAM.

The initialization sequence is generated by software. The DDR3-SDRAM devices are initialized by the
following sequence:

1. Program the memory device type in the Memory Device register (MPDDRC_MD).
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Program the shift sampling value in the Read Data Path register (MPDDRC_RD_DATA_PATH).
Program MPDDRC_DDR3_CAL, MPDDRC_DDR3_TIM_CAL, MPDDRC_IO_CALIBR.
Set all registers depending on the mode selected (DLL On or DLL Off).

Program the features of the DDR3-SDRAM device in the Configuration register (MPDDRC_CR)
(number of columns, rows, banks, CAS latency and output driver impedance control, supply
value) and in the Timing Parameter O register/Timing Parameter 1 register (MPDDRC_TPRO/1)
(asynchronous timing - TRC, TRAS, etc.).

6. ANOP command is issued to the DDR3-SDRAM. Program the NOP command in the Mode
register (MPDDRC_MR). The application must configure the MODE field to 1 in the MPDDRC_MR.
Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read.
Perform a write access to any DDR3-SDRAM address to acknowledge this command. The clocks
which drive the DDR3-SDRAM device are now enabled.

A pause of at least 500 ps must be observed before a signal toggle.

8. ANOP command is issued to the DDR3-SDRAM. Program the NOP command in the
MPDDRC_MR. The application must configure the MODE field to 1 in the MPDDRC_MR. Read
the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform
a write access to any DDR3-SDRAM address to acknowledge this command. CKE is now driven
high.

9. An Extended Mode Register Set (EMRS2) cycle is issued to choose between commercial or
high temperature operations. The application must configure the MODE field to 5 in the
MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after
the read. Perform a write access to the DDR3-SDRAM to acknowledge this command. The write
address must be chosen so that signal BA[2] is set to 0, BA[1] is set to 1 and signal BA[0] is
set to 0. For example: with a 16-bit, 1-Gbit, DDR3-SDRAM (14 rows, 10 columns, 8 banks), the
DDR3-SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x040000000;
with a 32-bit, 1-Gbit, DDR3-SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access
should be done at the address: BASE_ADDRESS_DDR + 0x08000000.
Note: This address is given as an example only. The real address depends on the
implementation in the product.

10. An Extended Mode Register Set (EMRS3) cycle is issued to set the Extended Mode register to 0.
The application must configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR
and add a memory barrier assembler instruction just after the read. Perform a write access
to the DDR3-SDRAM to acknowledge this command. The write address must be chosen so
that signal BA[2] is set to 0, BA[1] is set to 1 and signal BA[0] is set to 1. For example: with
a 16-bit, 1-Gbit, DDR3-SDRAM (14 rows, 10 columns, 8 banks), the DDR3-SDRAM write access
should be done at the address: BASE_ADDRESS_DDR + 0x06000000; with a 32-bit, 1-Gbit, DDR3-
SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address:
BASE_ADDRESS_DDR + 0x0C000000.

11. Set MPDDRC_CR.DIS_DLL (Disable DLL) to 1 in DLL Off mode, or to 0 in DLL On mode.

12. An Extended Mode Register Set (EMRS1) cycle is issued to disable and to program ODS (output
drive strength). The application must configure the MODE field to 5 in the MPDDRC_MR. Read
the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform
a write access to the DDR3-SDRAM to acknowledge this command. The write address must
be chosen so that signal BA[2:1] is set to 0 and signal BA[0] is set to 1. For example: with
a 16-bit, 1-Gbit, DDR3-SDRAM (14 rows, 10 columns, 8 banks), the DDR3-SDRAM write access
should be done at the address: BASE_ADDRESS_DDR + 0x02000000; with a 32-bit, 1-Gbit, DDR3-
SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address:
BASE_ADDRESS_DDR + 0x04000000.

13. Write a ‘1" to the DLL bit (enable DLL reset) in the Configuration register (MPDDRC_CR).

14. A Mode Register Set (MRS) cycle is issued to reset DLL. The application must configure the MODE
field to 3 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler

ok W
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instruction just after the read. Perform a write access to the DDR3-SDRAM to acknowledge this
command. The write address must be chosen so that signals BA[2:0] are set to 0. For example,
the SDRAM write access should be done at the address: BASE_ADDRESS_DDR.

15. A Calibration command (MRS) is issued to calibrate RTT and RON values for the Process Voltage
Temperature (PVT). The application must configure the MODE field to 6 in the MPDDRC_MR.
Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read.
Perform a write access to the DDR3-SDRAM to acknowledge this command. The write address
must be chosen so that signals BA[2:0] are set to 0. For example, the SDRAM write access should
be done at the address: BASE_ADDRESS_DDR.

16. A Normal Mode command is provided. Program the Normal mode in the MPDDRC_MR. Read
the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a
write access to any DDR3-SDRAM address to acknowledge this command.

17. Write the refresh rate into the COUNT field in the Refresh Timer register (MPDDRC_RTR). To
compute the value, see MPDDRC Refresh Timer Register.

After initialization, the DDR3-SDRAM devices are fully functional.

23.5. Functional Description

23.5.1. DDR-SDRAM Controller Write Cycle

The MPDDRC provides burst access or single access in Normal mode (MPDDRC_MR.MODE = 0).
Whatever the access type, the MPDDRC keeps track of the active row in each bank, thus maximizing
performance.

The DDR-SDRAM device is programmed with a burst length (bl) equal to 8. This determines the
length of a sequential data input by the write command that is set to 8. The latency from write
command to data input depends on the memory type, as shown in the following table.

Table 23.1. CAS Write Latency

G5 wrie Latency ()

DDR2-SDRAM 2/3/4
DDR3-SDRAM (DLL On) 6
DDR3-SDRAM (DLL Off) 5

To initiate a single access, the MPDDRC checks if the page access is already open. If row/bank
addresses match with the previous row/bank addresses, the controller generates a write command.
If the bank addresses are not identical or if bank addresses are identical but the row addresses are
not identical, the controller generates a precharge command, activates the new row and initiates a
write command. To comply with DDR-SDRAM timing parameters, additional clock cycles are inserted
between precharge/active (tgp) commands and active/write (tgcp) cOmmands. As the burst length is
set to 8, in case of single access, it has to stop the burst, otherwise seven invalid values may be
written. In case of the DDR-SDRAM device, the Burst Stop command is not supported for the burst
write operation. So, in order to interrupt the write operation, the DM (data mask) input signal must
be set to 1 to mask invalid data (see the following figures), and DQS must continue to toggle.

To initiate a burst access, the MPDDRC uses the transfer type signal provided by the host requesting
the access. If the next access is a sequential write access, writing to the DDR-SDRAM device is
carried out. If the next access is a write non-sequential access, then an automatic access break

is inserted, the MPDDRC generates a precharge command, activates the new row and initiates a
write command. To comply with DDR-SDRAM timing parameters, additional clock cycles are inserted
between precharge/active (tgp) commands and active/write (tgcp) COMmands.

For the definition of timing parameters, see MPDDRC Timing Parameter O Register.

Write accesses to the DDR-SDRAM device are burst oriented and the burst length is programmed to
8. It determines the maximum number of column locations that can be accessed for a given write
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command. When the write command is issued, eight columns are selected. All accesses for that
burst take place within these eight columns, thus the burst wraps within these eight columns if a
boundary is reached. These eight columns are selected by addr[13:3]. addr[2:0] is used to select the
starting location within the block.

In case of incrementing burst (INCR/INCR4/INCR8/INCR16), the addresses can cross the 16-byte
boundary of the DDR-SDRAM device. For example, when a transfer (INCR4) starts at address 0x0C,
the next access is 0x10, but since the burst length is programmed to 8, the next access is at

0x00. Since the boundary is reached, the burst is wrapped. The MPDDRC takes this feature of

the DDR-SDRAM device into account. In case of a transfer starting at address 0x04/0x08/0x0C

or starting at address 0x10/0x14/0x18/0x1C, two write commands are issued to avoid wrapping
when the boundary is reached. The last write command is subject to DM input logic level. If DM

is registered high, the corresponding data input is ignored and the write access is not done. This
avoids additional writing.

Figure 23.2. Single Write Access, Row Closed, DDR2-SDRAM Devices
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Figure 23.3. Burst Write Access, Row Closed, DDR2-SDRAM Devices
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A write command can be followed by a read command. To avoid breaking the current write burst,
twtr/twrp (bI72 + 2 = 6 cycles) should be met. See the figure below.
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Figure 23.4. Single Write Access Followed by a Read Access, DDR2-SDRAM Devices
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23.5.2. DDR-SDRAM Controller Read Cycle

The MPDDRC provides burst access or single access in Normal mode (MPDDRC_MR.MODE = 0).
Whatever the access type, the MPDDRC keeps track of the active row in each bank, thus maximizing
performance of the MPDDRC.

The DDR-SDRAM devices are programmed with a burst length equal to 8 which determines the
length of a sequential data output by the read command that is set to 8. The latency from read
command to data output depends on the memory type, as shown in the following table. This value
is programmed during the initialization phase (see Product Dependencies, Initialization Sequence).

Table 23.2. CAS Read Latency

DDR2-SDRAM 3/4
DDR3-SDRAM (DLL Off/DLL On) 5/6

To initiate a single access, the MPDDRC checks if the page access is already open. If row/bank
addresses match with the previous row/bank addresses, the controller generates a read command.
If the bank addresses are not identical or if bank addresses are identical but the row addresses are
not identical, the controller generates a precharge command, activates the new row and initiates a
read command. To comply with DDR-SDRAM timing parameters, additional clock cycles are inserted
between precharge/active (tgp) commands and active/read (tgrcp) cOmmands. After a read command,
additional wait states are generated to comply with CAS latency. The MPDDRC supports a CAS
latency delay of 3, 4, 5 or 6 clock cycles.

To initiate a burst access, the MPDDRC checks the transfer type signal. If the next accesses are
sequential read accesses, reading to the SDRAM device is carried out. If the next access is a read
non-sequential access, then an automatic page break can be inserted. If the bank addresses are not
identical or if bank addresses are identical but the row addresses are not identical, the controller
generates a precharge command, activates the new row and initiates a read command. If page
access is already open, a read command is generated.

To comply with DDR-SDRAM timing parameters, additional clock cycles are inserted between
precharge/active (tgp) commands and active/read (tgcp) commands. The MPDDRC supports a CAS
latency delay of 3, 4, 5 or 6 clock cycles. During this delay, the controller uses internal signals

to anticipate the next access and improve the performance of the controller. Depending on the
latency, the MPDDRC anticipates 3, 4, 5 or 6 read accesses. In case of burst of specified length,
accesses are not anticipated, but if the burst is broken (border, Busy mode, etc.), the next access is
treated as an incrementing burst of unspecified length, and depending on the latency, the MPDDRC
anticipates 3, 4, 5 or 6 read accesses.
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For the definition of timing parameters, see MPDDRC Configuration Register.

Read accesses to the DDR-SDRAM are burst oriented and the burst length is programmed to 8. The
burst length determines the maximum number of column locations that can be accessed for a given
read command. When the read command is issued, eight columns are selected. All accesses for
that burst take place within these eight columns, meaning that the burst wraps within these eight
columns if the boundary is reached. These eight columns are selected by addr[13:3]; addr[2:0] is
used to select the starting location within the block.

In case of incrementing burst (INCR/INCR4/INCR8/INCR16), the addresses can cross the 16-byte
boundary of the DDR-SDRAM device. For example, when a transfer (INCR4) starts at address 0x0C,
the next access is 0x10, but since the burst length is programmed to 8, the next access is 0x00.
Since the boundary is reached, the burst wraps. The MPDDRC takes into account this feature of
the SDRAM device. In case of the DDR-SDRAM device, transfers start at address 0x04/0x08/0x0C.
Two read commands are issued to avoid wrapping when the boundary is reached. The last read
command may generate additional reading (1 read cmd = 4 DDR words).

Figure 23.5. Single Read Access, Row Closed, Latency = 3, DDR2-SDRAM Devices
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Figure 23.6. Burst Read Access, Latency = 3, DDR2-SDRAM Devices
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23.5.3. Refresh (Auto-Refresh Command)

An Auto-refresh command is used to refresh the external SDRAM devices. Refresh addresses are
generated internally by the DDR-SDRAM device and incremented automatically after each auto-
refresh. The MPDDRC generates these auto-refresh commands periodically. A timer is loaded in the
MPDDRC_RTR with the value which indicates the number of clock cycles between refresh cycles (see
MPDDRC Refresh Timer Register). When the MPDDRC initiates a refresh of the DDR-SDRAM device,
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internal memory accesses are not delayed. However, if the CPU tries to access the DDR-SDRAM
device, the client indicates that the device is busy. A refresh request does not interrupt a burst
transfer in progress.

23.5.4. Power Management

23.5.4.1.Self-Refresh Mode

This mode is activated by configuring the Low-power Command bit (LPCB) to 1 in the MPDDRC
Low-Power Register (MPDDRC_LPR).

Self-refresh mode is used in Power-down mode, that is, when no access to the DDR-SDRAM device
is possible. In this case, power consumption is very low. In Self-refresh mode, the DDR-SDRAM
device retains data without external clocking and provides its own internal clocking, thus performing
its own auto-refresh cycles. During the self-refresh period, CKE is driven low. As soon as the DDR-
SDRAM device is selected, the MPDDRC provides a sequence of commands and exits Self-refresh
mode.

The MPDDRC re-enables Self-refresh mode as soon as the DDR-SDRAM device is not selected. It is
possible to define when Self-refresh mode is to be enabled by configuring the TIMEOUT field in the
MPDDRC_LPR:

0: Self-refresh mode is enabled as soon as the DDR-SDRAM device is not selected.
1: Self-refresh mode is enabled 64 clock cycles after completion of the last access.
2: Self-refresh mode is enabled 128 clock cycles after completion of the last access.

Disabled banks are not refreshed in Self-refresh mode. This feature permits to reduce the self-
refresh current.

The DDR2-SDRAM must remain in Self-refresh mode during the minimum of tcxg periods (refer to
the memory device data sheet), and may remain in Self-refresh mode for an indefinite period.

The DDR3-SDRAM must remain in Self-refresh mode for the minimum of tckesg periods (refer to the
memory device data sheet) and may remain in Self-refresh mode for an indefinite period.

Figure 23.7. Self-Refresh Mode Exit
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23.5.4.2.Power-Down Mode

This mode is activated by configuring the Low-power Command bit (LPCB) to 2 in the MPDDRC
Low-Power Register (MPDDRC_LPR).
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Power-down mode is used when no access to the DDR-SDRAM device is possible. In this mode,
power consumption is greater than in Self-refresh mode. This state is similar to Normal mode (no
Low-power mode/no Self-refresh mode), but the CKE pin is low and the input and output buffers
are deactivated as soon the DDR-SDRAM device is no longer accessible. In contrast to Self-refresh
mode, the DDR-SDRAM device cannot remain in Low-power mode longer than one refresh period
(64 ms/32 ms). As no auto-refresh operations are performed in this mode, the MPDDRC carries out
the refresh operation. For DDR-SDRAM devices, a NOP command must be generated for a minimum
period defined in the TXP field of MPDDRC_TPR1 (see MPDDRC Timing Parameter 1 Register) and

in the TXARD and TXARDS fields of MPDDRC_TPR2 (see MPDDRC Timing Parameter 2 Register) for
DDR2_SDRAM devices.

The exit procedure is faster than in Self-refresh mode. See the following figure. The MPDDRC
returns to Power-down mode as soon as the DDR-SDRAM device is not selected. It is possible to
define when Power-down mode is enabled by configuring the TIMEOUT field in the MPDDRC_LPR:

0: Power-down mode is enabled as soon as the DDR-SDRAM device is not selected.
1: Power-down mode is enabled 64 clock cycles after completion of the last access.

2: Power-down mode is enabled 128 clock cycles after completion of the last access.

23.5.4.3.Change Frequency During Self-Refresh Mode with DDR2-SDRAM and DDR3-SDRAM Devices

To change frequency, Self-refresh mode must be activated. This is done by configuring the Low-
power Command bit (LPCB) to 1 and writing a ‘1’ to the Change Frequency Command bit (CHG_FR) in
the Low-power register (MPDDRC_LPR).

Once the DDR-SDRAM device is in Self-refresh mode, the user must make sure there is no access in
progress. Then, the user can change the clock frequency. The device input clock frequency changes
only within minimum and maximum operating frequencies as specified by the DDR2-SDRAM and
DDR3-SDRAM providers. The MPDDRC_RTR (COUNT), MPDDRC_CR (CAS, etc.), MPDDRC_TPRO (TRC,
TRP, TRAS, etc.), MPDDRC_TPR1 (TRFC, TXSNR, TXSRD, TXP) and MPDDRC_TPR2 (TRTP, TFAW, etc.)
registers can be updated according to the new clock frequency. Once the input clock frequency is
changed, new stable clocks must be provided to the device before exiting from Self-refresh mode.

To exit from Self-refresh mode, the DDR-SDRAM device must be selected. The MPDDRC provides a
sequence of commands and exits Self-refresh mode.

During a change frequency procedure, MPDDRC_LPR.CHG_FR is set to 0 automatically.

Before changing frequency, make sure the processor clock (PCK) value is twice the system bus clock
(MCK) value.

23.5.4.4.DDR3 Device DLL On/Off Switching Procedure

The JEDEC standard allows switching between DLL Off and DLL On modes, and hence beetwen low
and high frequencies.

To enable DDR3 DLL Off mode, set MPDDRC_CR.DIS_DLL to 1. To enable DDR3 DLL On mode, set
MPDDRC_CR.DIS_DLL to 0 during DDR3-SDRAM initialization.

23.5.4.4.1.DLL On to DLL Off Procedure
To switch from DLL On mode to DLL Off mode, follow the procedure below:
Make sure no access is in progress and Self-refresh mode is disabled.
Set MPDDRC_CR.DIS_DLL to 1.
Enable Self-refresh mode and set MPDDRC_LPR.UPD_MR to 2.
Wait until self-refresh is performed, then read MPDDRC_LPR.SELF_DONE.
Set MPDDRC_LPR.CHG_FREQ to 1 and MPDDRC_LPR.UPD_MR to 0.
Change the frequency. The maximum value is 125 MHz, but some providers allow 200 MHz.

A
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7. In MPDDRC_CR, update appropriate values: Reset DLL (DLL), CAS read latency (CAS), CAS write
latency (CAS_WR). DLL must be set to 0. Update other bit fields depending on the Frequency and
DLL Off parameter settings.

8. Update all asynchronous timings (TRAS, TRP, TXSRD, etc.) in MPDDRC_TPRO, MPDDRC_TPR1 and
MPDDRC_TPR2 depending on the Frequency and DLL Off parameter settings

9. Perform an access to DRAM.

10. DLL is now disabled.
23.5.4.4.2.DLL Off to DLL On Procedure

To switch from DLL Off mode to DLL On mode, follow the procedure below:
Make sure no access is in progress and Self-refresh mode is disabled.
Enable Self-refresh mode and set MPDDRC_LPR.CHG_FREQ to 1.
Wait until self-refresh is performed, then read MPDDRC_LPR.SELF_DONE.
Change the frequency. The minimum value is 303 MHz.

In MPDDRC_CR, update appropriate values: Reset DLL (DLL), CAS read latency (CAS), CAS write
latency (CAS_WR). DIS_DLL must be set to 0 and DLL must be set to 1. Update other bit fields
depending on the Frequency and DLL On parameter settings.

6. Update all asynchronous timings (TRAS, TRP, TXSRD, etc.) in MPDDRC_TPRO, MPDDRC_TPR1 and
MPDDRC_TPR2 depending on the Frequency and DLL On parameter settings.

ARSI

7. Perform an access to DRAM.
8. DLL is now enabled.

23.5.4.5.Reset Mode

The Reset mode is a feature of DDR2-SDRAM. This mode is activated by configuring the Low-power
Command bit (LPCB) to 3 and writing a ‘1’ to the Clock Frozen Command bit (CLK_FR) in the Low-
power register (MPDDRC_LPR).

When this mode is enabled, the MPDDRC leaves Normal mode (MPDDRC_MR.MODE = 0) and the
controller is frozen. Before enabling this mode, the user must make sure there is no access in
progress.

To exit Reset mode, the Low-power Command bit (LPCB) must be configured to 0O, the Clock Frozen
Command bit (CLK_FR) must be written to ‘0’ and the initialization sequence must be generated by
software (see DDR2-SDRAM Initialization).

23.5.5. Optimized Access Functionality

The DDR-SDRAM protocol imposes a check of timings prior to performing a read or a write access,
thus decreasing system performance. An access to DDR-SDRAM is performed if banks and rows

are open (or active). To activate a row in a particular bank, the last open row must be deactivated
and a new row must be open. Two DDR-SDRAM commands must be performed to open a bank:
Precharge command and Activate command with respect to Tgp timing. Before performing a read or
write command, Trcp timing must be checked.

This operation generates a significant bandwidth loss.
The controller is designed to mask these timings and thus improve the system bandwidth.

The MPDDRC is a controller whereby 7 hosts can simultaneously reach the controller. This feature
improves the bandwidth of the system because it can detect 7 requests on the system bus client
inputs and thus anticipate the commands that follow, Precharge command and Activate command
in bank X during the current access in bank Y. This masks tgp and tgep timings (see the following
figure). In the best case, all accesses are done as if the banks and rows were already open. The
best condition is met when the 7 hosts work in different banks. In the case of 7 simultaneous read
accesses, when the four or eight banks and associated rows are open, the controller reads with a
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continuous flow and masks the CAS latency for each access. To allow a continuous flow, the read
command must be set at 3, 4, 5 or 6 cycles (CAS latency) before the end of the current access. The
arbitration scheme must be changed since the round-robin arbitration cannot be respected. If the
controller anticipates a read access, and thus a host with a high priority arises before the end of the
current access, then this host will not be serviced.

Figure 23.8. Anticipate Precharge/Activate Command in Bank 2 during Read Access in Bank 1
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Read Access in Bank 1

MPDDRC embeds three arbitration mechanisms based on round-robin arbitration which allows
to share the external device between different hosts when two or more hosts try to access the
DDR-SDRAM device at the same time.

The three arbitration types are round-robin arbitration and two weighted round-robin arbitrations.
For weighted round-robin arbitrations, the priority can be given either depending on the number
of requests or words per port, or depending on the required bandwidth per port. The type

of arbitration can be chosen by setting the ARB field in the Configuration Arbiter register
(MPDDRC_CONF_ARBITER) (see MPDDRC Configuration Arbiter Register).

23.5.5.1.Round-robin Arbitration

Round-robin arbitration is used when the ARB field is set to 0 (see MPDDRC Configuration Arbiter
Register). This algorithm dispatches the requests from different hosts to the DDR-SDRAM device in a
round-robin manner. If two or more host requests arise at the same time, the host with the lowest
number is serviced first, then the others are serviced in a round-robin manner.

To avoid burst breaking and to provide the maximum throughput for the DDR-SDRAM device,
arbitration must only take place during the following cycles:

1. Idle cycles: when no host is connected to the DDR-SDRAM device.
2. Single cycles: when a client is currently doing a single access.
End of Burst cycles: when the current cycle is the last cycle of a burst transfer:
- For bursts of defined length, predicted end of burst matches the size of the transfer.

- For bursts of undefined length, predicted end of burst is generated at the end of each
four-beat boundary inside the INCR transfer.

4. Anticipated Access: when an anticipated read access is done while the current access is not
complete, the arbitration scheme can be changed if the anticipated access is not the next access
serviced by the arbitration scheme.

23.5.5.2.Request-word Weighted Round-robin Arbitration

In request-word weighted round-robin arbitration, the weight is the number of requests or the
number of words per port.
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This arbitration scheme is enabled by configuring the ARB field to 1 (see MPDDRC Configuration
Arbiter Register). This algorithm grants a port for X(") consecutive first transfer (htrans = NON
SEQUENTIAL) of a burst or X single transfer, or for X word transfers. It is possible to choose between
an arbitration scheme by request or by word per port by setting the RQ_WD_Px field (see MPDDRC
Configuration Arbiter Register).

Note: 1. X is an integer value provided by some host modules to the arbiter.

It is also possible for the user to provide the number of requests or words (by overwriting the
information provided by a host) on host basis by configuring the MA_PR_Px field. Depending on
the application, the number of these requests or words can be reduced or increased using the
NRD_NWD_BDW_Px fields (see MPDDRC Configuration Arbiter Register).

The TIMEOUT_Px field defines the delay between two accesses on the same port in number of
cycles before rearbitrating the access to another port. This field avoids a timeout on the system, as
some hosts add idle cycles between two consecutive accesses (see MPDDRC Configuration Arbiter
Register).

This algorithm dispatches the requests from different hosts to the DDR-SDRAM device in a round-
robin manner. If two or more host requests arise at the same time, the host with the lowest number
is serviced first, then the others are serviced in a round-robin manner when the number of requests
or words is reached or when the timeout value is reached.

To avoid burst breaking and to provide the maximum throughput for the DDR-SDRAM device,
arbitration must only take place during the following cycles:

1. Timeout is reached: the delay between two accesses is equal to TIMEOUT_Px.
2. The number of requests or words is reached: when the current cycle is the last cycle of a
transfer.

23.5.5.3.Bandwidth Weighted Round-robin Arbitration
In bandwidth weighted round-robin arbitration, a minimum bandwidth is guaranteed per port.

This arbitration scheme is enabled when the ARB field is set to 2 (see MPDDRC Configuration Arbiter
Register).

This algorithm grants to each port a percentage of the bandwidth. The NRD_NWD_BDW_Px field
defines the percentage allocated to each port.

The percentage of the bandwidth is programmed with the NRD_NWD_BDW_Px fields (see MPDDRC
Configuration Arbiter Register).

The TIMEOUT_Px field defines the delay between two accesses on the same port in number of cycles
rearbitrating the access to another port. This field avoids a timeout on the system, as some hosts
add idle cycles between two consecutive accesses (see MPDDRC Configuration Arbiter Register).

This algorithm dispatches the requests from different hosts to the DDR-SDRAM device in a round-
robin manner. If two or more host requests arise at the same time, the host with the lowest number
is serviced first, then the others are serviced in a round-robin manner when the allocated bandwidth
is reached or when the timeout value is reached.

The BDW_BURST field allows to arbitrate either when the current host reaches exactly the
programmed bandwidth, or when the current host reaches exactly the programmed bandwidth
and the current access is ended (see MPDDRC Configuration Arbiter Register).

To provide the maximum throughput for the DDR-SDRAM device, arbitration must only take place
during the following cycles:

1. Timeout is reached: the delay between two accesses is equal to TIMEOUT_Px.
2. The allocated bandwidth is reached although the current cycle is not ended.
3. The allocated bandwidth is reached and the current cycle is the last cycle of a transfer.
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23.5.5.4.Quality Of Service Arbitration

This arbitration scheme is enabled when the ARB field is set to 3 (see MPDDRC Configuration Arbiter
Register).

The arbitration scheme is organized in priority pools corresponding each to an access criticality class
as shown in the corresponding Latency Quality of Service column in the following table. When the
Latency Quality of Service is enabled for a host-client pair through the system bus matrix (refer

to the section "Bus Matrix (MATRIX)"), the priority pool number to use for arbitration at the client
port is determined from the host. When the Latency Quality of Service is disabled, it is determined
through the system bus matrix user interface. Refer to “MATRIX Priority Register A For Clients” in the
section "Bus Matrix (MATRIX)".

Table 23.3. Arbitration Priority Pools

Priority pool Latency Quality of Service

3 Latency Critical

2 Latency Sensitive

1 Bandwidth Sensitive
0

Background Transfers

Round-robin priority is used in the highest and lowest priority pools 3 and 0, whereas fixed level
priority is used between priority pools and in the intermediate priority pools 2 and 1.

For each client, each host is assigned to one of the client priority pools based on the Latency
Quality of Service inputs or to the priority registers for clients (MxPR fields of MATRIX_PRAS and
MATRIX_PRBS, refer to the section "Bus Matrix (MATRIX)"). When evaluating host requests, this
priority pool level always takes precedence.

After reset, most of the hosts belong to the lowest priority pool (MxPR = 0, Background Transfer)
and are therefore granted bus access in a true round-robin order.

The highest priority pool must be specifically reserved for hosts requiring very low access latency. If
more than one host belong to this pool, those hosts are granted bus access in a biased round-robin
manner which enables tight and deterministic maximum access latency from system bus requests.

In the worst case, any currently occurring high-priority host request is granted after the current bus
host access has ended and any other high priority pool host requests have been granted once each.

The lowest priority pool shares the remaining bus bandwidth between system bus hosts.

Intermediate priority pools enable fine priority tuning. Typically, a latency-sensitive host or a
bandwidth-sensitive host uses such a priority level. The higher the priority level (MxPR value, refer to
the section "Bus Matrix (MATRIX)"), the higher the host priority.

All combinations of MxPR values are allowed for all hosts and clients. For example, some hosts
might be assigned the highest priority pool (round-robin), and remaining hosts the lowest priority
pool (round-robin), with no host for intermediate fixed priority levels.

Some hosts, such as LCD or DMA, drive a signal named HNBREQ on the system bus to indicate the
number of transfers to be performed. When the field MPDDRC_CONF_ARBITER.KEEP_LAYER is set
to 1, the host with the highest LQOS value and a HNBREQ value different from 0 continues to be
granted, even during a last data phase with IDLE cycles.

23.5.6. Scrambling/Unscrambling Function

The external data bus can be scrambled in order to prevent intellectual property data located in
off-chip memories from being easily recovered by analyzing data at the package pin level of either
the microcontroller or the memory device.

The scrambling and unscrambling are performed on-the-fly without additional wait states.
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The scrambling method depends on two user-configurable key registers, KEY1 in the “MPDDRC
OCMS KEY1 Register” and KEY2 in the “MPDDRC OCMS KEY2 Register”. These key registers are only
accessible in Write mode.

The key must be securely stored in a reliable non-volatile memory in order to recover data from the
off-chip memory. Any data scrambled with a given key cannot be recovered if the key is lost.

The scrambling/unscrambling function can be enabled or disabled by programming the “MPDDRC
OCMS Register”.

23.5.7. Clearing Scrambling Keys on Tamper Event

On tamper detection event on WKUP pins, it is possible to perform an immediate clear of the
scrambling keys (MPDDRC_OCMS_KEY1 and MPDDRC_OCMS_KEY2) if bit MPDDRC_OCMS.TAMPCLR
=1.

23.5.8. Register Write Protection

To prevent any single software error from corrupting MPDDRC behavior, certain registers in the
address space can be write-protected by setting the WPEN bit in the MPDDRC Write Protection
Mode Register (MPDDRC_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the MPDDRC Write
Protection Status Register (MPDDRC_WPSR) is set and the field WPVSRC indicates the register in
which the write access has been attempted.

The WPVS bit is automatically cleared after reading MPDDRC_WPSR.
The following registers are write-protected when the bit WPEN is set:
+ MPDDRC Mode Register

+ MPDDRC Refresh Timer Register

+ MPDDRC Configuration Register

+ MPDDRC Timing Parameter O Register

+ MPDDRC Timing Parameter 1 Register

*+ MPDDRC Memory Device Register

+ MPDDRC OCMS Register

+ MPDDRC OCMS KEY1 Register

+ MPDDRC OCMS KEY2 Register

The following registers are write-protected when the bit WPITEN is set:

+ MPDDRC Interrupt Enable Register
+ MPDDRC Interrupt Disable Register

23.5.9. Bus Monitor, Performance Monitor

The MPDDRC embeds a bus monitor which collects bus transaction information from 7 MPDDRC
ports. This information, such as accumulated latency (MPDDRC_MINFOx (TOTAL_LATENCY)) or
number of transfers (MPDDRC_MINFOx (NB_TRANSFERS)), can be used to calculate the latency and
bandwidth for each port by using a metric counter.

The following metrics are computed for each port within a configurable address range:
« Total number of write transfers

+ Total number of read transfers

» Total number of read/write transfers

« Total read latencies
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23.5.10.

+ Total write latencies

+ Total write/read latencies

+  Maximum latencies per port
+ Total number of cycles

+ Total latency vs QoS value

The Monitor Configuration (MPDDRC_MCFGR) and Monitor Address High/Low Port x
(MPDDRC_MADDRKX) registers define the type of transaction collected (read, write or read/write)
and the address range to monitor.

MPDDRC address mapping is from 0x2000_0000 to Ox2FFF_FFFF. To define the address

range analyzed by the monitor, the address bits [27:13] are used to configure the

lower and upper bounds. The lower bound can be modified by writing the field
MPDDRC_MADDRx.ADDR_LOW_PORTx. The upper bound can be modified by writing the field
MPDDRC_MADDRx.ADDR_HIGH_PORTx. The minimum range that can be analyzed is 8 Kbytes.

By default, the monitor is enabled and the address range is 0x2000_0000 to Ox2FFF_FFFF.
Monitor use example:

Clear the configuration register: write 0xX00000000 in MPDDRRC_MCFGR.
Enable the monitor: write 0x00000001 in MPDDRRC_MCFGR.

Reset the monitor: write 0x00000003 in MPDDRRC_MCFGR.

Enable the monitor: write 0x00000001 in MPDDRRC_MCFGR.

Define the address range in MPDDRC_MADDRX or use the default value.
Start monitoring: write 0x00000011 in MPDDRRC_MCFGR.

Monitoring is launched. An event can be used to stop monitoring.

Stop profiling: write 0x00000001 in MPDDRRC_MCFGR.

To know the number of tranfers per port, write 0x00000801 in MPDDRRC_MCFGR and read
MPDDRC_MINFOx (NB_TRANSFERS).

. To know the total number of cycles while monitoring is in progress, write 0x0003001 in
MPDDRRC_MCFGR and read MPDDRC_MINFOx (TOTAL_CYCLE_COUNT).
Use the following formulas to compute the latency and bandwidth for each port (in percent):

+ Latency:
(Px_TOTAL_LATENCY/TOTAL_CYCLE_COUNT) *100

+  Bandwidth:
(Px_TOTAL_Px_NB_TRANSFERS/TOTAL_CYCLE_COUNT) *100

0 N U A WD =

—_
o

Security and Safety Analysis and Reports
Several types of checks are performed when the MPDDRC is accessing the memory device.

The registers listed below are monitored with a single error checker and, in case of a single error
event, the error is reported in MPDDRC_WPSR.SEQE:

* Mode register (MPDDRC_MR)

+  Memory Device register (MPDDRC_MD

« Refresh Timer register (MPDDRC_RTR)

+ Timing Parameter 0/1/2 registers (MPDDRC_TPR0/1/2)
* Low-Power register (MPDDRC_LPR)

+ Configuration register (MPDDRC_CR)
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+ OCMS KEY1 register (MPDDRC_OCMS_KEY1)
+ OCMS KEY2 register (MPDDRC_OCMS_KEY2)

The peripheral clock of the MPDDRC is monitored by specific circuitry to detect abnormal
waveforms on the internal clock net that may affect the behavior of the MPDDRC. Corruption on
the triggering edge of the clock or a pulse with a minimum duration may be identified. If the flag
MPDDRC_WPSR.CGD is set, an abnormal condition occurred on the peripheral clock. This flag is not
set under normal operating conditions.

The internal sequencer of the MPDDRC is also monitored and if an abnormal state is detected, the
flag MPDDRC_WPSR.SEQE is set. This flag is not set under normal operating conditions.

If the flag MPDDRC_WPSR.CGD = 1, a clock glitch has been detected. This flag is not set under
normal operating conditions.

The software accesses to the MPDDRC are monitored and if an incorrect access is performed,

the flag MPDDRC_WPSR.SWE is set. The type of incorrect/abnormal software access is

reported in the MPDDRC_WPSR.SWETYP field (see MPDDRC Write Protection Status Register
(MPDDRC_WPSR) for details), e.g., writing a new configuration (MPDDRC_CR, MPDDRC_TPR0/1/2,
MPDDRC_MD, MPDDRC_OCMS, MPDDRC_OCMS_KEY1/2) after the initialization of the MPDDRC (i.e.,
if MPDDRC_TR.COUNT > 0) is an error. MPDDRC_WPSR.ECLASS is an indicator reporting the criticality
of the SWETYP report.

The flags CGD, SEQE, SWE and WPVS are automatically cleared when MPDDRC_WPSR is read.

If one of these flags is set, the flag MPDDRC_ISR.SECE is set and can trigger an interrupt if the
MPDDRC_IMR.SECE bit is ‘1. SECE is cleared by reading MPDDRC_ISR.

The MPDDRC embeds an automatic periodic check of an address of the memory device. This
function can be enabled by writing a 1 to the MPDDRC_SAFETY.EN bit. The address to be checked
can be configured by writing the field MPDDRC_SAFETY.ADDRESS. When MPDDRC_SAFETY.EN =1,
the MPDDRC performs read and write accesses with specific, predetermined, data patterns to the
configured address, with no impact for the application software.

MPDDRC_SAFETY.EN must be set immediately after the initialization sequence.

23.6. Software Interface/SDRAM Organization, Address Mapping

The DDR-SDRAM address space is organized into banks, rows and columns. The MPDDRC maps
different memory types depending on values set in the Configuration register (MPDDRC_CR)
(see MPDDRC Configuration Register). The tables that follow illustrate the relation between CPU
addresses and columns, rows and banks addresses for 16-bit memory data bus widths.

The MPDDRC supports address mapping in Linear mode.

Sequential mode is a method for address mapping where banks alternate at each last DDR-SDRAM
page of the current bank.

Interleaved mode is a method for address mapping where banks alternate at each DDR-SDRAM end
of page of the current bank.

The MPDDRC makes the DDR-SDRAM device access protocol transparent to the user. The tables that
follow illustrate the DDR-SDRAM device memory mapping seen by the user in correlation with the
device structure. Various configurations are illustrated.
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23.6.1. DDR-SDRAM Address Mapping for 16-bit Memory Data Bus Width

Table 23.4. Sequential Mapping for DDR-SDRAM Configuration, 2K Rows, 256/512/1024/2048/4096 Columns,

IS
w
1)
=
2
(%]

CPU Address Line

27 [26 |25 [as [z [2 o1 [a0 12 [1@ [17 [16 [55 [va [1a [z [v1 [0 [o e [7[a [5]a]s]2[1]o_|

Bk[1:0] Row[10:0] Column[7:0] MO

Bk[1:0] Row[10:0] Column[8:0] MO

Bk[1:0] Row[10:0] Column[9:0] MO

Bk[1:0] Row[10:0] Column[10:0] MO
Bk[1:0] Row[10:0] Column[11:0] MO

Table 23.5. Interleaved Mapping for DDR-SDRAM Configuration, 2K Rows, 256/512/1024/2048/4096 Columns,

IS
W
1)
=
2
(%]

CPU Address Line

(27 26 [25 |24 [23 [22 [21 [0 19 [18 [17 [16 [ 15 [ [13 [12 [1 [10 [o [a7]e 5] [3[2[1]0 |

Row[10:0] Bk[1:0] Column[7:0] MO

Row[10:0] Bk[1:0] Column[8:0] MO

Row[10:0] Bk[1:0] Column[9:0] MO
Row[10:0] Bk[1:0] Column[10:0] MO
Row[10:0] Bk[1:0] Column[11:0] MO

Table 23.6. Sequential Mapping for DDR-SDRAM Configuration: 4K Rows, 256/512/1024/2048/4096 Columns,

IS
W
)
=
2
(%]

CPU Address Line

(27 [26 25 [aa [z [22 [a1 a0 [19 [ss [17 [v6 [15 [va [13 [12 [s1 [0 o e 76 s s [z [1 [0 |

Bk[1:0] Row[11:0] Column[7:0] MO

Bk[1:0] Row[11:0] Column[8:0] MO

Bk[1:0] Row[11:0] Column[9:0] MO

Bk[1:0] Row[11:0] Column[10:0] MO
Bk[1:0] Row[11:0] Column[11:0] MO

Table 23.7. Interleaved Mapping for DDR-SDRAM Configuration: 4K Rows, 256/512/1024/2048/4096 Columns,

N
w
)
S
2
w

CPU Address Line

(2726 [25 |24 [23 [22 [21 J2o [0 [1a [17 [16 [ 15 [ [ [12 [ [10 [o [a[7]e s]a[s[2]1]0 |

Row[11:0] Bk[1:0]  Column[7:0] MO

Row[11:0] Bk[1:0] Column[8:0] MO

Row[11:0] Bk[1:0] Column[9:0] MO
Row[11:0] Bk[1:0] Column[10:0] MO
Row[11:0] Bk[1:0] Column[11:0] MO

Table 23.8. Sequential Mapping for DDR-SDRAM Configuration: 8K Rows, 512/1024/2048/4096 Columns, 4 Banks
CPU Address Line

(27 [26 [2s [2e [ [ [z7 [0 [19 e [17 [v6 [ [va |13 [z [v7 [0 [o e [7[e [ [« [s [ [0 |

Bk[1:0] Row[12:0] Column[8:0] MO

Bk[1:0] Row[12:0] Column[9:0] MO

Bk[1:0] Row[12:0] Column[10:0] MO
Bk[1:0] Row[12:0] Column[11:0] MO
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Table 23.9. Interleaved Mapping for DDR-SDRAM Configuration: 8K Rows, 512/1024/2048/4096 Columns, 4 Banks
CPU Address Line

(27 [z |25 [2¢ [ [22 [a1 J2o [ [ [17 [ [ [1a [ [72 [+ [0 Jo]e[7]s]s ][z [2]1]0_|

Row[12:0] Bk[1:0] Column[8:0] MO

Row[12:0] Bk[1:0] Column[9:0] MO
Row[12:0] Bk[1:0] Column[10:0] MO
Row[12:0] Bk[1:0] Column[11:0] MO

Table 23.10. Sequential Mapping for DDR-SDRAM Configuration: 16K Rows, 512/1024/2048 Columns, 4 Banks
CPU Address Line

(27 26 125 24 |23 [22 2120 [19 [18 [17 [16 [15 [14 [13 [12 [11 [10 9 [8]7 16 |5 [4]3]2]1]0 |

Bk[1:0] Row[13:0] Column[8:0] MO
Bk[1:0] Row[13:0] Column[9:0] MO
Bk[1:0] Row[13:0] Column[10:0] MO

Table 23.11. Interleaved Mapping for DDR-SDRAM Configuration: 16K Rows, 512/1024/2048 Columns, 4 Banks
CPU Address Line

(27 [26 |25 |24 [z [22 [ [z [19 [ [17 [v6 [ [14 [15 [12 [11 [v0 [o]a[7]s 5[4l z[1 [0 |

Row[13:0] Bk[1:0] Column[8:0] MO
Row[13:0] Bk[1:0] Column[9:0] MO
Row[13:0] Bk[1:0] Column[10:0] MO

Table 23.12. Sequential Mapping for DDR-SDRAM Configuration: 8K Rows, 1024 Columns, 8 Banks
CPU Address Line

(27 26 |25 |24 123 |22 |21 [20 [19 [18 117 16 [15 [14 [13 12 |11 [10 [9 18 7 6 [5]4 3[2 11 ]0 |

Bk[2:0] Row[12:0] Column[9:0] MO

Table 23.13. Interleaved Mapping for DDR-SDRAM Configuration: 8K Rows, 1024 Columns, 8 Banks
CPU Address Line

(27 25 [25 [2s [ [22 [ [a0 [0 [18 [17 [56 5 [5a 13 [sz [17 [0 [o]a 7 [e [ s [s 21 [o |

Row[12:0] Bk[2:0] Column[9:0] MO

Table 23.14. Sequential Mapping for DDR-SDRAM Configuration: 16K Rows, 1024 Columns, 8 Banks
CPU Address Line

(27 [25 [25 [0 [ [22 [ [a0 [0 [18 [17 [16 5 [5a [13 [s2 [17 [0 o [a 7 [e [ 4 [s ]2 10|

Bk[2:0] Row[13:0] Column[9:0] MO

Table 23.15. Interleaved Mapping for DDR-SDRAM Configuration: 16K Rows, 1024 Columns, 8 Banks

CPU Address Line

(27 20 [25 [ [z [22 [ [0 [19 18 [17 [16 [ [1a [ [z [
]

Row[13:0] Bk[2:0

0 [9]8]706]5]al3]2]1]0 |
MO

Column[9:0]

23.7. Register Summary

The User Interface is connected to the APB bus. The MPDDRC is programmed using the registers
listed in the following table.
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0x00

0x04

dIHJ0d2IW @

0x08

0x0C

0x10

0x14
0x18
0x1B

0x1C

0x20

0x24
0x2B

0x2C

0x30

9l€

MPDDRC_MR

MPDDRC_RTR

MPDDRC_CR

MPDDRC_TPRO

MPDDRC_TPR1

MPDDRC_TPR2

Reserved

MPDDRC_LPR

MPDDRC_MD

Reserved

MPDDRC_DDR3_CAL

MPDDRC_DDR3_TIM_CAL

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16 UNAL
15:8 SUP_DDR3
7:0 DLL
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8 SRT
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

DECOD NDQS
OCD[2:0]
CAS[2:0]
TMRD[3:0]
TRRD[3:0]
TRC[3:0]
TRCD[3:0]

TMOD[3:0]
TRTP[2:0]
TXARDS[3:0]

UPD_MR[1:0]
TIMEOUT[1:0]

SELFAUTO

COUNT[7:0]
CAS_WR[2:0]
NB

NR[1:0]

TXSRD[7:0]
TXSNR[7:0]
TRFC[6:0]

DISTOEN_DONE

DBW

COUNT_CAL[15:8]
COUNT_CAL[7:0]

ZQCS[7:0]

Soter | Name | mreor | 7|6 | s || 5

MODE[2:0]

COUNT[11:8]

DQMS
DIS_DLL DIC_DS
NC[1:0]
TWTR[2:0]
TRP[3:0]
TWR[3:0]
TRAS[3:0]
TXP[3:0]
TFAW[3:0]
TRPA[3:0]
TXARD[3:0]
SELF_DONE CHG_FRQ
ASR APDE
LPCB[1:0]
MDI[2:0]
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LLE

Register Summary (continued)

Soter | Name | meor | |6 | s | [ 5 | o

31:24
23:16 CALCODENI3:0] CALCODEP[3:0]
0x34 MPDDRC_IO_CALIBR
15:8 TZQIO[8:2]
7:0 TZQIO[1:0] EN_CALIB CK_F_RANGE[4:0]
31:24
23:16
0x38 MPDDRC_OCMS
15:8
7:0 TAMPCLR SCR_EN
31:24 KEY1[31:24]
23:16 KEY1[23:16]
0x3C MPDDRC_OCMS_KEY1
15:8 KEY1[15:8]
7:0 KEY1[7:0]
31:24 KEY2[31:24]
23:16 KEY2[23:16]
0x40 MPDDRC_OCMS_KEY2
15:8 KEY2[15:8]
7:0 KEY2[7:0]
31:24 BDW_BURST_P6 BDW_BURST_P5 BDW_BURST_P4 BDW_BURST_P3 BDW_BURST_P2 BDW_BURST_P1 BDW_BURST_PO
23:16 MA_PR_P6 MA_PR_P5 MA_PR_P4 MA_PR_P3 MA_PR_P2 MA_PR_P1 MA_PR_PO
0x44 MPDDRC_CONF_ARBITER
15:8 RQ_WD_P6 RQ_WD_P5 RQ_WD_P4 RQ_WD_P3 RQ_WD_P2 RQ_WD_P1 RQ_WD_PO
7:0 BDW_MAX_CUR KEEP_LAYER ARB[1:0]
31:24 TIMEOUT_P6[3:0]
23:16 TIMEOUT_P5[3:0] TIMEOUT_P4[3:0]
0x48 MPDDRC_TIMEOUT
15:8 TIMEOUT_P3[3:0] TIMEOUT_P2[3:0]
7:0 TIMEOUT_P1[3:0] TIMEOUT_PO[3:0]
31:24 NRQ_NWD_BDW_P3[7:0]
0xAC MPDDRC_REQ_PORT_012 23:16 NRQ_NWD_BDW_P2[7:0]
3 15:8 NRQ_NWD_BDW_P1[7:0]
7:0 NRQ_NWD_BDW_P0[7:0]
31:24
23:16 NRQ_NWD_BDW_P6[7:0]
0x50 MPDDRC_REQ_PORT_456
15:8 NRQ_NWD_BDW_P5[7:0]
7:0 NRQ_NWD_BDW_P4[7:0]
31:24 BDW_P3[6:0]
0x54 MPDDRC_BDW_PORT_012 23:16 BDW_P2[6:0]
3 15:8 BDW_P1[6:0]
7:0 BDW_PO0[6:0]
31:24
23:16 BDW_P6[7:0]
0x58 MPDDRC_BDW_PORT_456
15:8 BDW_P5[7:0]
7:0 BDW_P4[7:0]
31:24
23:16
0x5C MPDDRC_RD_DATA_PATH 158
7:0 SHIFT_SAMPLING[1:0]



; : Register Summary (continued)

E o | Neme e | 7 | o | s | 4 | 3 | 2 | | o __
(n] 31:24
0 2316
0x60 MPDDRC_MCFGR
0 15:8 INFO[2:0] REFR_CALIB READ_WRITE[1:0]
n 7:0 RUN SOFT_RESET EN_MONI
E 31:24 ADDR_HIGH_PORTO[15:8]
O 23:16 ADDR_HIGH_PORTO[7:0]
0x64 MPDDRC_MADDRO
15:8 ADDR_LOW_PORTO[15:8]
7:0 ADDR_LOW_PORTO[7:0]
31:24 ADDR_HIGH_PORT1[15:8]
23:16 ADDR_HIGH_PORT1[7:0]
0x68 MPDDRC_MADDR1
15:8 ADDR_LOW_PORT1[15:8]
7:0 ADDR_LOW_PORT1[7:0]
31:24 ADDR_HIGH_PORT2[15:8]
23:16 ADDR_HIGH_PORT2[7:0]
0x6C MPDDRC_MADDR2
15:8 ADDR_LOW_PORT2[15:8]
7:0 ADDR_LOW_PORTZ2[7:0]
31:24 ADDR_HIGH_PORT3[15:8]
23:16 ADDR_HIGH_PORT3[7:0]
0x70 MPDDRC_MADDR3
15:8 ADDR_LOW_PORT3[15:8]
7:0 ADDR_LOW_PORT3[7:0]
31:24 ADDR_HIGH_PORT4[15:8]
23:16 ADDR_HIGH_PORT4[7:0]
0x74 MPDDRC_MADDR4
15:8 ADDR_LOW_PORT4[15:8]
7:0 ADDR_LOW_PORT4[7:0]
31:24 ADDR_HIGH_PORT5[15:8]
23:16 ADDR_HIGH_PORT5[7:0]
0x78 MPDDRC_MADDR5
15:8 ADDR_LOW_PORT5[15:8]
7:0 ADDR_LOW_PORT5[7:0]
31:24 ADDR_HIGH_PORT6[15:8]
23:16 ADDR_HIGH_PORT6[7:0]
0x7C MPDDRC_MADDR6
15:8 ADDR_LOW_PORT6[15:8]
7:0 ADDR_LOW_PORT6[7:0]
0x80
Reserved
0x83
31:24 LQOS[1:0] READ_WRITE
0x84 MPDDRC_MINFOO 23:16 SIZE[2:0] BURST[2:0]
(MAX_WAIT) 15:8 MAX_PORTO_WAITING[15:8]
7:0 MAX_PORTO_WAITING[7:0]
31:24 PO_NB_TRANSFERS[31:24]
0x84 MPDDRC_MINFOO 23:16 PO_NB_TRANSFERS[23:16]
(NB_TRANSFERS) 15:8 PO_NB_TRANSFERS[15:8]
7:0 PO_NB_TRANSFERS[7:0]

8lE
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0x84

0x84

0x84

0x84

0x88

0x88

0x88

0x88

0x88

0x88

0x8C

MPDDRC_MINFOO
(TOTAL_LATENCY)

MPDDRC_MINFOO
(TOTAL_LATENCY_QOSO01)

MPDDRC_MINFOO
(TOTAL_LATENCY_QOS23)

MPDDRC_MINFOO
(TOTAL_CYCLE_COUNT)

MPDDRC_MINFO1
(MAX_WAIT)

MPDDRC_MINFO1
(NB_TRANSFERS)

MPDDRC_MINFO1
(TOTAL_LATENCY)

MPDDRC_MINFO1
(TOTAL_LATENCY_QOSO01)

MPDDRC_MINFO1
(TOTAL_LATENCY_QOS23)

MPDDRC_MINFO1
(TOTAL_CYCLE_COUNT)

MPDDRC_MINFO2
(MAX_WAIT)

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

2 [ 1 | 0o
PO_TOTAL_LATENCY[31:24]
PO_TOTAL_LATENCY[23:16]
PO_TOTAL_LATENCY[15:8]
PO_TOTAL_LATENCY[7:0]
PO_TOTAL_LATENCY_QOS1[15:8]
PO_TOTAL_LATENCY_QOS1[7:0]
PO_TOTAL_LATENCY_QOSO[15:8]
PO_TOTAL_LATENCY_QOS0[7:0]
PO_TOTAL_LATENCY_QOS3[15:8]
PO_TOTAL_LATENCY_QOS3[7:0]
PO_TOTAL_LATENCY_QOS2[15:8]
PO_TOTAL_LATENCY_QOS2[7:0]
TOTAL_CYCLE_COUNT[31:24]
TOTAL_CYCLE_COUNT[23:16]
TOTAL_CYCLE_COUNT[15:8]
TOTAL_CYCLE_COUNT[7:0]
LQOS[1:0] READ_WRITE
SIZE[2:0] BURST[2:0]
MAX_PORT1_WAITING[15:8]
MAX_PORT1_WAITING[7:0]
P1_NB_TRANSFERS[31:24]
P1_NB_TRANSFERS[23:16]
P1_NB_TRANSFERS[15:8]
P1_NB_TRANSFERS[7:0]
P1_TOTAL_LATENCY[31:24]
P1_TOTAL_LATENCY[23:16]
P1_TOTAL_LATENCY[15:8]
P1_TOTAL_LATENCY[7:0]
P1_TOTAL_LATENCY_QOS1[15:8]
P1_TOTAL_LATENCY_QOS1[7:0]
P1_TOTAL_LATENCY_QOSO[15:8]
P1_TOTAL_LATENCY_QOS0[7:0]
P1_TOTAL_LATENCY_QOS3[15:8]
P1_TOTAL_LATENCY_QOS3[7:0]
P1_TOTAL_LATENCY_QOS2[15:8]
P1_TOTAL_LATENCY_QOS2[7:0]
TOTAL_CYCLE_COUNT[31:24]
TOTAL_CYCLE_COUNT[23:16]
TOTAL_CYCLE_COUNT[15:8]
TOTAL_CYCLE_COUNT[7:0]
LQOS[1:0] READ_WRITE
SIZE[2:0] BURST[2:0]
MAX_PORT2_WAITING[15:8]
MAX_PORT2_WAITING[7:0]
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0x8C

0x8C

0x8C

0x8C

0x8C

0x90

0x90

0x90

0x90

0x90

0x90

MPDDRC_MINFO2
(NB_TRANSFERS)

MPDDRC_MINFO2
(TOTAL_LATENCY)

MPDDRC_MINFO2
(TOTAL_LATENCY_QOSO01)

MPDDRC_MINFO2
(TOTAL_LATENCY_QOS23)

MPDDRC_MINFO2
(TOTAL_CYCLE_COUNT)

MPDDRC_MINFO3
(MAX_WAIT)

MPDDRC_MINFO3
(NB_TRANSFERS)

MPDDRC_MINFO3
(TOTAL_LATENCY)

MPDDRC_MINFO3
(TOTAL_LATENCY_QOSO01)

MPDDRC_MINFO3
(TOTAL_LATENCY_QOS23)

MPDDRC_MINFO3
(TOTAL_CYCLE_COUNT)

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

SIZE[2:0]

3
P2_NB_TRANSFERS[31:24]
P2_NB_TRANSFERS[23:16]

P2_NB_TRANSFERS[15:8]
P2_NB_TRANSFERS[7:0]
P2_TOTAL_LATENCY[31:24]
P2_TOTAL_LATENCY[23:16]
P2_TOTAL_LATENCY[15:8]
P2_TOTAL_LATENCY[7:0]
P2_TOTAL_LATENCY_QOS1[15:8]
P2_TOTAL_LATENCY_QOS1[7:0]
P2_TOTAL_LATENCY_QOSO[15:8]
P2_TOTAL_LATENCY_QOS0[7:0]
P2_TOTAL_LATENCY_QOS3[15:8]
P2_TOTAL_LATENCY_QOS3[7:0]
P2_TOTAL_LATENCY_QOS2[15:8]
P2_TOTAL_LATENCY_QOS2[7:0]
TOTAL_CYCLE_COUNT[31:24]
TOTAL_CYCLE_COUNT[23:16]
TOTAL_CYCLE_COUNT[15:8]
TOTAL_CYCLE_COUNT[7:0]

MAX_PORT3_WAITING[15:8]
MAX_PORT3_WAITING[7:0]
P3_NB_TRANSFERS[31:24]
P3_NB_TRANSFERS[23:16]

P3_NB_TRANSFERS[15:8]
P3_NB_TRANSFERS[7:0]
P3_TOTAL_LATENCY[31:24]
P3_TOTAL_LATENCY[23:16]
P3_TOTAL_LATENCY[15:8]
P3_TOTAL_LATENCY[7:0]
P3_TOTAL_LATENCY_QOS1[15:8]
P3_TOTAL_LATENCY_QOS1[7:0]
P3_TOTAL_LATENCY_QOSO[15:8]
P3_TOTAL_LATENCY_QOS0[7:0]
P3_TOTAL_LATENCY_QOS3[15:8]
P3_TOTAL_LATENCY_QOS3[7:0]
P3_TOTAL_LATENCY_QOS2[15:8]
P3_TOTAL_LATENCY_QOS2[7:0]
TOTAL_CYCLE_COUNT[31:24]
TOTAL_CYCLE_COUNT[23:16]
TOTAL_CYCLE_COUNT[15:8]
TOTAL_CYCLE_COUNT[7:0]

LQOS[1:0]
BURST[2:0]

2 | 0

READ_WRITE
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0x94

0x94

0x94

0x94

0x94

0x94

0x98

0x98

0x98

0x98

0x98

MPDDRC_MINFO4
(MAX_WAIT)

MPDDRC_MINFO4
(NB_TRANSFERS)

MPDDRC_MINFO4
(TOTAL_LATENCY)

MPDDRC_MINFO4
(TOTAL_LATENCY_QOSO01)

MPDDRC_MINFO4
(TOTAL_LATENCY_QOS23)

MPDDRC_MINFO4
(TOTAL_CYCLE_COUNT)

MPDDRC_MINFO5
(MAX_WAIT)

MPDDRC_MINFO5
(NB_TRANSFERS)

MPDDRC_MINFO5
(TOTAL_LATENCY)

MPDDRC_MINFO5
(TOTAL_LATENCY_QOSO01)

MPDDRC_MINFO5
(TOTAL_LATENCY_QOS23)

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

SIZE[2:0]

SIZE[2:0]

MAX_PORT4_WAITING[15:8]
MAX_PORT4_WAITING[7:0]
P4_NB_TRANSFERS[31:24]
P4_NB_TRANSFERS[23:16]

P4_NB_TRANSFERS[15:8]
P4_NB_TRANSFERS[7:0]

P4 TOTAL_LATENCY[31:24]
P4 TOTAL_LATENCY[23:16]
P4_TOTAL_LATENCY[15:8]
P4_TOTAL_LATENCY[7:0]
P4_TOTAL_LATENCY_QOS1[15:8]
P4_TOTAL_LATENCY_QOS1[7:0]
P4_TOTAL_LATENCY_QOSO[15:8]
P4_TOTAL_LATENCY_QOS0[7:0]
P4_TOTAL_LATENCY_QOS3[15:8]
P4_TOTAL_LATENCY_QOS3[7:0]
P4_TOTAL_LATENCY_QOS2[15:8]
P4_TOTAL_LATENCY_QOS2[7:0]
TOTAL_CYCLE_COUNT[31:24]
TOTAL_CYCLE_COUNT[23:16]
TOTAL_CYCLE_COUNT[15:8]
TOTAL_CYCLE_COUNT[7:0]

MAX_PORT5_WAITING[15:8]
MAX_PORT5_WAITING[7:0]
PS_NB_TRANSFERS[31:24]
PS_NB_TRANSFERS[23:16]

P5_NB_TRANSFERS[15:8]
P5_NB_TRANSFERS[7:0]
P5_TOTAL_LATENCY[31:24]
PS_TOTAL_LATENCY[23:16]
P5_TOTAL_LATENCY[15:8]
P5_TOTAL_LATENCY[7:0]
P5_TOTAL_LATENCY_QOS1[15:8]
PS_TOTAL_LATENCY_QOS1[7:0]
P5_TOTAL_LATENCY_QOSO[15:8]
PS_TOTAL_LATENCY_QOS0[7:0]
P5_TOTAL_LATENCY_QOS3[15:8]
PS_TOTAL_LATENCY_QOS3[7:0]
P5_TOTAL_LATENCY_QOS2[15:8]
PS_TOTAL_LATENCY_QOS2[7:0]

LQOS[1:0]
BURST[2:0]

LQOS[1:0]
BURST[2:0]

READ_WRITE

READ_WRITE
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(n] 31:24 TOTAL_CYCLE_COUNT[31:24]
0 MPDDRC_MINFO5 23:16 TOTAL_CYCLE_COUNT[23:16]
0 0x98 (TOTAL_CYCLE_COUNT) 15:8 TOTAL_CYCLE_COUNT[15:8]
N 7:0 TOTAL_CYCLE_COUNT[7:0]
E 31:24 LQOS[1:0] READ_WRITE
O 0x9C MPDDRC_MINFO6 23:16 SIZE[2:0] BURST[2:0]
(MAX_WAIT) 15:8 MAX_PORT6_WAITING[15:8]
7:0 MAX_PORT6_WAITING[7:0]
31:24 P6_NB_TRANSFERS[31:24]
0x9C MPDDRC_MINFO6 23:16 P6_NB_TRANSFERS[23:16]
(NB_TRANSFERS) 15:8 P6_NB_TRANSFERS[15:8]
7:0 P6_NB_TRANSFERS[7:0]
31:24 P6_TOTAL_LATENCY[31:24]
0x9C MPDDRC_MINFO6 23:16 P6_TOTAL_LATENCY[23:16]
(TOTAL_LATENCY) 15:8 P6_TOTAL_LATENCY[15:8]
7:0 P6_TOTAL_LATENCY[7:0]
31:24 P6_TOTAL_LATENCY_QOS1[15:8]
0x9C MPDDRC_MINFO6 23:16 P6_TOTAL_LATENCY_QOS1[7:0]
(TOTAL_LATENCY_QOS01) 15:8 P6_TOTAL_LATENCY_QOSO0[15:8]
7:0 P6_TOTAL_LATENCY_QOSO0[7:0]
31:24 P6_TOTAL_LATENCY_QOS3[15:8]
0x9C MPDDRC_MINFO6 23:16 P6_TOTAL_LATENCY_QOS3[7:0]
(TOTAL_LATENCY_QOS23) 15:8 P6_TOTAL_LATENCY_QOS2[15:8]
7:0 P6_TOTAL_LATENCY_QOS2[7:0]
31:24 TOTAL_CYCLE_COUNT[31:24]
0x9C MPDDRC_MINFO6 23:16 TOTAL_CYCLE_COUNT[23:16]
(TOTAL_CYCLE_COUNT) 15:8 TOTA